Pr ocess

Management of Virtual Memory for Processes of
Windows oper ating systems

chdong@npic.edu.tw

Windows 2000

Process
Process

system space

PDE PTE

user space

PTE

Process
Context Switch

Context Switch
Process

user space system space

2000
Abstract

This paper provides an in-depth survey of
the memory management of Windows operation
system. First, we explore the virtual memory in
Windows 2000 in detail, and present the view-
point different from other official documents.
We not only realize virtual address can be trans-
late into physical address by process, but use
perspective of processes to explain the principles
that user spaceis private and that system spaceis
public. Windows maintain PDE, PTE and PF to
govern the virtual memory. We also prove that
PTE plays a critical role at mechanism of de-
mand paging memory through experiment.
Windows needs to switch the memory context to
a certain process for accessing its own address
space. Therefore, we propose a method to solve
the problems resulting from context switch. Ex-
periments reveal the method could work  effi-
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ciently than others. In addition, we precisely
finish the experiment that two processes can
share their private memory space and that the
public memory space belong to one of them.
These experiments demonstrate that we have
more capability to control and operate the virtual
memory in Windows Operation System.

Keywor ds: Windows 2000, Virtual Memory.

1.
Multiprocessing
Multithreading
(GUI)
(6]
Page
swap Page
Process
CPU
Process Process

Context Switch[5,7]

Context Switch

Context Switch

(1 1
Context Switch



(1)

Context Switch
Process Context
2
1/0
“12345678"
2
(2
Context
1
()
2
R ER R AR |
User mode
Kernel mode Ereaeg e | LA Ky il
2
00000000 12345678
1
‘ FEE1E A,
1.Context Switch
(1]
developer[11]
developer
Context Switch
NTDDK]10]
Packet.sys Windows 2000
2
Process
3 Process
Page
Fault 4

Context Switch

2. Windows
[4,5,7,8]
Process Context Switch
Process
Process
2.1
Windows NT/2000
32 hits
4GB [5]
4GB
( 2 user space (
00000000 7FFFFFFF) system space (
kernel space 80000000
FFFFFFFF) 2GB user
space Process
system space
ﬁ FFFFFFFF
J L 80000000 [y @ ical Map Area
2.
2GB
80000000
2
Physical Map Area
2 user space
Process Process
Process user
space system space
Process [57]



2.2 Process

Process
Process
user space
Process
[9] Debug
Process ( 3)
Directory Table Base
NextProcess Process 18
a0 Directory Table Base

WinDbg[9]

Page Directory Entry
NextProcess
Process
Process
1fc Process
Process

Process Process 1 DProcess 2

|

18 Directory Table Bass Trirectory Table Base Drectory Table Base

NextProcess NextProcess NextProcess

1fc | procesName Process Name DProcess Name

3. Process

2.3 Process

4KB Page Frame(PF)
PF
10 10 12

Page Directory Entry (PDE)
Page Table bntry (PTE) PF  Page
(byte index)
“00A 00020" 4 A B C

A. 00A 00020

2 800 20

PDE PTE byte index

Process-=Directory Table Base (PDE)

PDEindex=2 PTE index = 800 | _‘ Byie index = 20

A B C
i 20
]_' PTE |
Desired hyte
800
L, PpF
Page Directory Page Tables Page Frame
4,
Process PDE
( 4 A
PDE “2 PTE
B. PTE
PTE “800" ( 4 B)
PF
C. PF 4096 bytes
byte index “ 20" ( 4 O
PF 20 byte
3.
Process
Process  system space
Page Fault
3.1 Process
Process
Process PDE
5 Process
5 3  Process
5
Process Directory Page Base
PDE PTE
PF 5 Process PF
PF Process 4GB
[5.7]
CPU Process PDE
system space c0300000 ( 2
c0300000 PDE
user space



Virtual Memory

Process 15408 | physical Memary P
ol ——
Process 25 4GB | - ; -
Virtual Memory b : Pa—
space ) I: PDF. Direciory Page Base
TE
Process 354G ||
Virtual Memory . Frocess 3
space N sz 0 =
5. Process PDE PTE PF
user space
Process
Process PDE PTE PK( 5)
80000000
Process
c0300000
Process
Process
4GB system space
Context Switch
[2,5,7,9]
Process system
space
3.2 Process
[2,57,9] system space
Process
: CPU Process PDE
system space c0300000 "
c0300000 system
space( 2) Process
system space
system space
ProcessPDE PTE
6 system
space PDE 1024
PTE 512 PTE 2GB
user space 6 Process
PDE 512 PTE PF
systemspace PTE
c0000000  c0800000
PTE ( 6 ) PTE
PF Process

Phiysical Memory
Page Frames

PF

PE

PF

Frocess 1’s PDE
PE

Frocess 2’s PDE

PTE PE

PTE PF

PTE PF

512 PTEs
PTE PE

for user space
. PF

FIE
PTE
PIE
PTE 512 PTEs

for user space

/A

IF
PTE F

FIE

512 PTEs PTE PF PTE 512 PTEs
for system | PTE PF PTE | for system
space PTE PF PTE | space
CrN -]
Pz =
e \ ii / .
6. ProcessPTE PF
system space
Process system space PTE
31
Packet.sys system
space
Process PDE PTE PF
2
Process
Process Packet.sys
PTE 0
PTE system space
7 7
1 “e23c6000” Packet.sys
system space address 7 2
Process PDE “e23c6000” PTE
index €20 WinDbg
Process “e23c6000”
PTE 7 3
Linaddr = e23c6080 1

DOD30E20| OH1EE163[ B32B5163
*uuuanmu 80000006 00800060
80036F46 GBO00BA0 BOOO000E
B0036F58 GEDO0AGN GBAOO00D
200036F50 80080000 00BD00E0

66600008 AAORPOO AAGABEEA
40000008 0AAORROO AAAADOGR
40000008 0AAORROO AAAADOGR
430000A0A AAOPPAO AAGABEEA
40000008 0AAORROO AAAADOGR

B0030F70 BAOOOOAA ABOAGN 400000 BAAAODAO AAGABOGR

BOO3OF80 DOOPOAOE DPOANOND' 0GBAROAN 0NOOBBEA BABANNDD
hOO36FY0 BOOOAOAE ODANONOO GEBAROAA HAOHEEO BABANNED
55220 3
BHYSGEZ 0| DOBOBB00| 08265163 00DOROAD 0NOODEOE DOBANNDD
BA936E30 0ODPBABE BAAANGAD AARARAAR AAAABEAA AARAARDD
80936E40 POOOOOOE DPOANONS GEBAROAN 00AAHEOO BABANARO
80936E50 POOOOOOE DPOANOOS GABAROAN 00AAHEOO BABANARO
80036EGH DOODOAAE DOONNODD GEBAROAN 00OOBBEO BABABNDD
80936E70 POOPOOOE DPOANOOS GEBAROAN 00AAHHOO BABANARO
80936E80 POOPOOOE DPOANOND GEBAROAN 00AAHEOO BABANNRO

BA93GETD BOODAOAD GBPAODAD HOBOOOOA AODABOAE BAAABEEA

7.
Process “e23c6000” PTE
7
Packet.sys PDE PTE
Process system space



PTE
PF system space
system space Process

3.3

swap
PTE

swap

R R

PTE
PTE
8 PTE [7]
Protection Pegefile  State
5 4 3 hits PTE
PF PTE
PTE State

Page-Table Entry

31 FH 76 32

Protection Physical Page Address P?gleﬂ‘le Stat
111 1 ) N T Y I Y B v |
5 hits 20hits

Tots 361
Valid bit
8PTE

[u]

vdid PTE State
bit( 8) bit 1
PF
PF bit
PTE PF
TESTCPP.exe
Packet.sys
TESTCPP.exe
Packet.sys TESTCPP.exe
22
Packet.sys
TESTCPP.exe PTE
Valid hit PTE
PF Packet.sys

Valid hit 9
WinDbg
PTE PTE
Packet.sys
9 PTE
bit PTE PF
Page Fault( 9 “Break dueto Page

vdid

Fault(OEh)” )

crash
PTE
TESTCPP.exe
pde offset = @
pte offset = 4bhc
PDE = 976bB8o
*=PTE =| 9779847
*PTE =[97790846
Break due to Page Fault(OEh}

eax=0000r002 ebx=c2920074 ecx=0E
eip=cB81ff87 esp=cfci¥1e58 ebp=cf
r==AA”?R ===AARA d=<=AA3 A Fr==AAZA

0.

4. Process Context Switch

Context
Switch
4.1 1/0 Request Packet
IRP
[2,74]
user space
IRP
loMarklIrpPending
IRP
loMarklIrpPending IRP
1/10
IRP
IRP

IRP

Context IRP
IRP

4.2

2 system space 2GB

Process
MmGetSystemAddressForMadi()
system space
PF PF

Context Switch



D system space Process
Process
(2
120 Kbytes
4.3 KeAttachProcess
KeAttachProcess()  KeDetachProcess()
[13,14]
Context Switch
(@D)] loGetCurrentProcess()
Process
Process
2 Process
KeAttachProcess()
Process
Context
(3)
KeDetachProcess()
Context
4.4 Context Switch
2 Process
Context
Switch
Context Process
Intel
[12] CR3
PDE
Process PDE CR3
Process

5.
44
Context Process user space
Packet.sys
TESTCPP.exe linwn.exe linwnexp2.exe
5.1 Context
44
Process
Context linwn.exe
Packet.sys
D linwn.exe
0
(2) Packet.sys
linwn.exe PDE
CR3 CR3
(©)] linwn.exe
12ff7c Packet.sys
“11111111" 12ff7c
CR3
linwn.exe
Packet.sys
linwn.exe 3
Packet.sys
linwn.exe 10

1 th the var
2 th the var
3 th the var

2 th the var
3 th the
M7 ©h the
5 th the
6 th the var = 11111111

5 th the var = 55555555
6 th the var = 55555555

7 th the var = FFEFFEFE

10.Context
linwn.exe
3 4 Packet.sys
“11111111"  “55555555"  “ffffffff”

Process Context



Process

5.2 Process user space

[3] user
space PTE
Process PTE PF
side effect
11 side effect
11 Process
11 (8 Processl  Process2
PTE PF Processl
(A B
100 104
10 5 Process2 PF 100
A 10
Process 1
PF ™
A =10 100
PTE B=S 104

Process 2

A =10 100

s | [ f

Fage Directory Fage Table

Page Frame

(a)
Process 1
....... o pp ]
x A =10 | 100
PTE — B==s 104
Process 2
— PT _J.:_£}==1‘) 100
PTF — B =77 ) 104

Page Directory Page Table Page Frame

(b)
11 PTE sideeffect
Process A
Processl PTE Process2
PTE PF( 11 (b))
A Process 100
Processl  Process2
A Processl
B PF
Processl
B PF 104
11 (b)
PTE
side effect
side effect

user space
user space
Process
side effect
linwnexp2.exe  Packet.sys
L 12
2 (3
linwnexp2.exe
Process user space
A C B
linwnexp2.exe
12 linwnexp2.exe
20000 p B
P P
2 (3
linwnexp2.exe
linwnexp2.exe
B C
linwnexp2.exe
P Process
Limemexp2.one 2 1
1600
e
g e
1oo0c |5
[
10001 2 —iomes |
e |
(a

linwnexp2.exe 2 1
10000
10004
10008
1000

A=10
B = 20000
=0

zo000 [ g 1.2

linwnexp2.exe Z 2
10000 e

10004' B = 20000 "7

10008

1000C é s
linwnexp2.exe 2 3
10000 —

10004 |_ B = 20000 ]—

(b)
12.
linwnexp2.exe linwnexp2.exe
P
PTE PF Packet.sys
linwnexp2.exe P PTE
PF linwnexp2.exe
linwnexp2.exe
Packet.sys linwnexp2.exe
linwnexp2.exe B

20000 P 12 (b)



linwnexp2.exe

linwnexp2.exe B P
linwnexp2.exe linwnexp2.exe
P A C
PTE PF side effect
linwnexp2.exe A
B C
13
linwnexp2.exe
linwnexp2.exe linwnexp2.exe
13 linwnexp2.exe
linwnexp2.exe
Packet.sys linwnexp2.exe
linwnexp2.exe PTE PF
13
linwnexp2.exe linwnexp2.exe
B linwnexp2.exe B
linwnexp2.exe P
linwnexp2.exe
linwnexp2.exe A C
0 sideeffect

£
a
a
a
a
a
a
a
a

6.
system space Process
user space
devel oper Process
32 bits
4 GB 2 GB

Process
Process
PTE

Context Switch
Process
user space system space

1.

[1] (2003 6 ) *
2003

(2]

[3]

[4]

(5]
(6]

[7]

(8]

[9]

[10]

[11]
[12]
[13]

[14]

Chris Cant(2000), WDM
(Writing Windows WDM Device

rivers)( ) :
Randy Kath(1992,December 21), Micro-
soft MSDN_Library.Message posted to
http://msdn.microsoft.com/library/defaul
t.asp?url=/library/en-us/dngenlibhtml/-
msdn_ntvmm.asp
Walter Oney(1999), Programming the
Microsoft Windows Driver Model.
Washington : Microsoft Press.
David A. Solomon(1998),Inside Win-
dows NT. Washington : Microsoft Press.
Andrew S. Tanenbalim and Tlbert S.
Woodhull(1998),

OPERATING SYSTEMS Design and

Implementation ( )

Peter G. Viscarola and W. Anthony Ma-
son (2001), WINDOWS NT

(WINDOWS NT Device
Driver Development) ( )

Microsoft(2000), Windows 2000 Driver
Design Guide. Washington : Microsoft
Press.

Microsoft.(2002), WinDbg 6.1 [Com-
puter Program].Washington : Microsoft
Press.

Microsoft.(2000), Windows NT Driver
Development Kits[Computer Program)].
Microsoft. Washington.
http://www.driverdevelop.com
http://www.Intel.com
http://www.microsoft.com/DDK/IFSkit/
ntupto2k.asp

http://webcrazy.yeah.net.




