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Abstract

Along with the tremendous increase in the
wireless network resource access, the mobile 1P
service which can provide user seamless roam
ing within IP network will be the future trend.
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However, as the threats to the computer network
grow with time, the Mobile IP also becomes the
attack target by malicious attackers. For example,
during Mobile IP registration, if home agent is
not able to authenticate the mobile node, the
attacker may imitate legitimate user to freely use
the network resource or prohibit the legitimate
users to receive messages. So the registration
protocol of M obile IP need to be protected. Since
mobile node’'s computation power is limited, we
need to take into account the mobile node's
computation power in designing a secure Mobile
I P registration protocol. In consideration of these
premises, in this paper, we propose a secure Mo-
bile IP registration protocol which can dynami-
caly refresh communication parties session
keys and achieve mutual authentication based on
public-key based security scheme. Compare with
others similar researches, our protocol has the
following five features. (1) the mobile node’s
registration process can combine with the key
distribution process, (2) session key can be re-
freshed dynamically, (3) it can prevent replay
attack and session stealing attack, (4) the mobile
node’s hardware and software requirement is
easy to meet, and (5) it has good scalability.
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