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Fault-Tolerant Mechanism for Removing Polluted Files in
Peer-to-Peer Networks
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Abstract

Nowadays, there are too many illegal
files in any kind of Peer-to-Peer file sharing
systems and many governments try to stop
the illegal behaviors. But it is unstoppable to
avoid using the P2P file sharing system,
because sharing files in the p2p network is

the most efficient way to spread a file around.

After the decriminalization of P2P file
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sharing. It must be a trend that if you want to
share files, they must be authorized files.
Thus, it is an important problem about
polluted files.

How to propose an anti-pollution
mechanism in the P2P network is important
in the future. Content pollution is the most
common form of pollution currently. P2P
networks are vulnerable to pollution attacks,
and files have no way to protect themselves.
We cannot recognize if a file is a decoy
unless you download it. There are less ways
to make sure your downloading file is correct.
When we got a polluted file, we just search
another file and restart the download in most
time.

This thesis proposes a fault tolerant
mechanism to improve the safety of a sharing
file. It can efficiently decrease files that are
polluted and recover the environment of the
P2P network from attacked in a short time.
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