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Abstract- In recent years, owing to the great
development of communication system and
multimedia technology, the digital images can be
altered and destroyed by the illegal user easily.
Hence, image data security has become a critical
issue. This paper is intended to propose some image
encryption/decryption  algorithms by  taking
advantage of the features of the chaotic sequences.
The computational complexity and security level of
proposed image encryption/decryption algorithms
are analyzed. Finally, the simulation results and
their fractal dimensions are given to demonstrate the
effectiveness of the proposed schemes.
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1. Introduction

In the digital world nowadays, illega data
accessing has become easier and more prevaent in
communication networks because of the great
development in communication equipment. Hence,
multimedia data security has become a critical issue.
To solve the security problem, many encryption
techniques have been proposed to protect valuable
image data from undesirable reader. The
encryption/decryption algorithms of digita images
can be classified into three major types. position
permutation [1-5], value transformation [6-9] and the
combining form [10]. Moreover, chaotic sequences
have several good properties including the ease of
their generation, their sensitive dependence on initial
condition and noise like [11].Thus, applying the
chaos to cryptography was a promising way to
improve the security of data since the excellent
properties of chaotic sequences.

In this paper, we proposed some image
encryption/decryption  algorithms  that  take
advantages of the chaotic sequences to scramble
either the positions of pixels of the images or the
positions of the bitplane of the images individualy
to form the encrypted images. The algorithms we
proposed have some beneficial features including
low complexity and high security. The rest of this
paper is organized as follows: in section 2, we will
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review the existed image encryption methods. In
section 3 the new digital image
encryption/decryption agorithms based on chaos
will be presented. Finaly the experimenta results
and performance comparison of these algorithms are
presented in section 4 and conclude it in section 5.

2. Image Encryption/Decryption
Algorithms Based On Chaos

In this section, some new image encryption
/decryption algorithms based on chaos are proposed.
One dgorithm is to encrypt the images by
scrambling the pixel positions, and the other one is
to encrypt the images by scrambling each bitplane of
the images individually. There are three schemes
(scheme A1, scheme A2 and scheme A3) belonging to
Category A that encrypts the images by scrambling
the pixel positions as described in the following:
Scheme Al:

Step 1: Consider animage f of size M x N pixels, and
let f(x, y), 0SX<M =1 0<y<N-1 phoipe
gray level of this image f at position (x.y).
Determine two different 1-D chaotic systems
with the initial values x(0) and y(0).

Sep 20 Generate two chaotic  sequences
X(0),x(1),x(2),...and y(0),y(1),y(2),...from two
different chaotic systems. Then create b,(0),
b(1), bi(2),..., b(MN-1) from x(0), x(1),
x(2),...,Xx(MN/8-1) and by(0), by(1),
by(2).....By(MN-1)from y(0), y(1),
¥(2),..., Y(MN/8-1) by the scheme that
0.b(8n+0)b(8n+1)b(8n+2)b(8n+3)b(8n+
Ab(8n+5) b(8n+6)b(8n+ 7) is the binary
representation of x(n) or y(n) for n= 0, 1,
2, ...,MN/8-1.

Sep 3: Apply Pixel Swapping Function defined

below to the image f(x,y):

Pixel Swapping Function ( (i,j); b«(K), by(K); K,
0<i<M-10<j<N-1y
Initial setting: k=0
Sep(i):
for(j=0;j<N/2;j++)
for (i=0;i<M/2;i++)
SNa'ppl ng bx(k) =1, by(k) =0( f(l !J) L) f(I+M/21]) )
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SWaPPING b =0, byt =1 ( F(1.1) » F(1.i+N/2)
SWaPPING b =1, byt =1 ( (1) , F(I+MI2,j+N/2))
k=k+1,;

End
End
Sep(ii):
for(j=0;j<N/2;j++)
for (i=M/4;i<M/2;i++) and (i=3M/4;i<M;i++)
SWAPPING b =1, by =0 ( (1) , F(I-M/4,]) )
SWappiNg bx(k) =0 and by(ky =1 ( f(i.j) , f(i,j+N/2) )
SWaPPING by =1 antytg =1  F(1) , F(i-M/4,+N/2) )
k=k+1;
End
End
Sep(iii):
for(j=N/4;j<N/2;j++) and (j=3N/4;j<N;j++)
for (I=M/2;i<M;i++)
SWBPPING i =1, byt =0 ( 1) , F(i-M/2,]) )
SWaPPINg g =0, ovt9 =1 ( (i) , f(i,i-N/4) )
SWapping bx(k =1 and by =1 ( (i) , f(i-M/2,j-N/4) )
k=k+1;
End
End
Sep(iv):
for(j=N/2;j<N;j++)
for (i=0;i<M/2;i++)
SWBPPING b =1, byt =0 (i) , T(I+M/2,]) )
Swapping ix(k) =o, by =1 ( f(i,]) , f(i,j-N/2) )
SWAPPING by -1, bycg =1 ( (1) , F(I+M/2j-N/2) )
k=k+1;
End
End

Sep 4: Stop the algorithm.

From Fig.2, we can realize the swapping action of
the Pixel Swapping Function of this scheme. In the
decryption procedure, we should reverse Pixel
Swapping Function with the same chaotic systems
and their initial states. That is, the step order is Step
(iv), Sep (iii),Sep (ii), and Sep (i). To anadyze its
computational complexity, the numbers of different
kinds of operations required to perform the Pixel
Swapping Function are listed in Table 1. In the
analysis, we made the assumption that
Prob(b(k)=1)= Prob(b(k)=0)=1/2. It is seen that
compared this scheme with CMLIE algorithm this
scheme has alow computational complexity.
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Fig.2 Pixel Swapping Function of scheme Al
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Table 1.Number s of different kinds of
operationsfor Scheme Al

Increase |. Memory

- if + =

ij,K swap
Step 3MN/4 [3MN/4 [MN/4 [0 3MN/16

(i)
(SIT()Ep 3MN/4 [3MN/4 [MN/8 [MN/8 [3MN/16
(Sltle)p 3MN/4 [3MN/4 |0 MN/4 [3MN/16
(Slt\;e)p 3MN/4 |3MN/4 |MN/8 MN/8 [3MN/16
Total [SMN 3MN IMN/2 MN/2 [3MN/4
Scheme A2:

Step 1: Consider an image f of size M x N pixels, and
let f(x, y), 0SX<M -1 0<y<N-1 phothe
gray level of this image f at position (X.y).
Then determine three different 1-D chaotic
systems with the initia value x(0), y(0), and
Z(0).

Sep 20 Generate three chaotic sequences
X(0),x(1),x(2),...;y(0),y(1),y(2),...and
2(0),2(1),z(2),... from three different chaotic
systems. Then create b,(0), by(1), by(2),...,
b(MN-1) from x(0), x(1), X(2),...,.x(MN/8-1)
and by(0), by(1), by(2),...,by(MN-1) from y(0),
y(1), ¥(2),..., Y(MN/8-1) by the scheme that
0.b(8n+0)b(8n+1)b(8n+2)b(8n+3)b(8n+
4)b(8n+5) b(8n+6)b(8n+ 7) is the binary
representation of x(n) or y(n) for n= 0, 1,
2, ...

Sep 3: Apply Pixel Swapping Function followed

with Word XOR Function defined below to

the image f(x,y):

Word XOR Function ( f(i, j); z(t); t,
0<i<sM-10<j< N-1y.
Initial setting: t=0
for(j=0;j<N;j++)

for (i=0;i<M;i++)

fG, ) =10 ez,
t=t+1,;
End
End

Sep 4: Stop the algorithm

The operation “ "in Word XOR Function
represents the “XOR” operation by the word. In
view of Fig.3, we can realize the encryption action
of Scheme A2.The decryption procedure of this
scheme involves the Word XOR Function followed
by the reverse of the Pixel Swapping Function. The
computational complexity of this scheme is higher
than the scheme A1, since it includes the Word XOR
Function. In other words, we increase a little
computational complexity in order to make the
encrypted images look more disorderly.
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Fig.3 Theencryption action of Scheme A2.

Scheme A3:

Step 1: Consider an image f of size M x N pixels,
and let f(x, y), 0SX<M -1, 0<y<N —1,
be the gray level of this image f at position
(xy). Then determine three different 1-D
chaotic systems with the initial value x(0)
y(0), and z(0), and set k=0, t=0.

Sep 2. Generate three chaotic sequences
X(0),x(1),x(2),...;y(0),y(1),y(2),...and
2(0),2(1),z(2),... from three different chaotic
systems. Then create b,(0), by(1), by(2),...,
b (MN-1) from x(0), x(1), X(2),..., X(MN/8-1)
and b,(0), by(1), by(2),...,b,(MN-1) from y(0),
y(1), y(2),..., Y(MN/8-1) by the scheme that
0.b(8n+0)b(8n+1)b(8n+2)b(8n+3)b(8n+
4)b(8n+5) h(8n+6)b(Bn+ 7) is the binary
representation of x(n) or y(n) for n= 0, 1,
2, ...

Sep 3:

for(j=0;j<N/2;j++)
for (i=0;i<M/2;i++)
SWAPPING o =1, byt =0 ( T(if) , F(I+M/2}) )
Swapping ux =o, bytg =1  f(i,j) . f(i,j +N/2)
Swapping bx) =1, by =1 ( f(i,j) , f(i+M/2,j+N/2))
k=k+1;
End
End
for(j=0;j<N;j++)
for (i=0;i<M;i++)
fl,j)="101)ez).
t=t+1;
End
End
Sep 4
for(j=0;j<N/2;j++)
for (i=M/4;i<M/2;i++) and (i=3M/4;i<M;i++)
SWAPPING b =1, by =0  T(1 ) , Fi-M/4,]) )
SWAPPING b 0ty =1 ( F(1,1) , F(i,j+NI2) )
Swapping bx(k) =1 and by =1 ( f(i.j) , f(i-M/4,j+N/2) )
k=k+1;
End
End
for(j=0;j<N;j++)
for (i=0;i<M;i++)
f,0)=f0Nez),
t=t+1;
End
End
Sep 5:
for(j=N/4;j<N/2;j++) and (j=3N/4;j<N;j++)
for (I=M/2;i<M;i++)
SWAPPING b =1, by =0 ( 1) , T(i-M/2,]) )
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SWAPPING b =0, byt =1 ( K(.J) , F(i,i-N/4) )
SWaPPING g =1 by =1 ( (1) » F(I-M/2,j-N/4) )
k=k+1;

End

End
for(j=0;j<N;j++)

for (i=0;i<M;i++)

f(,)="101N®z1).
t=t+1,

End

End
Sep 6:
for(j=N/2;j<N;j++)

for (iI=0;i<M/2;i++)

SWAPPING b =1, byt =0 ( (1) , F(I+M/2) )

SWAPPING =0, byt =1 ( T(if) , 7 j-NI2) )

Swapping pk) =1, by =1 ( f(i,j) , f(i+M/2,j-N/2))

k=k+1;

End

End
for(j=0;j<N;j++)

for (i=0;i<M;i++)

f@,)="f0Nez).
t=t+1;

End

End
Sep 7: Stop the algorithm.

In scheme A3, the Word XOR Function was be
added to the Sep 3-6. The pixel permutations are
followed by the Word XOR Function for
transforming the pixel values in each step. We can
observe the encryption action of this scheme as
shown in Fig.4. The decryption procedure of this
scheme reverses the Sep 3-6 stated above. That is,
the step order is Sep 6, Sep 5, Sep 4, and Sep 3.

F : --»ﬂ?
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Fig.4 The encryption action of Scheme A3
Moreover, we propose three schemes(scheme B1,
scheme B2 and scheme B3) belonging to Category B
that encrypt the images by scrambling each bitplane
individually, which are described as follows:

Scheme B1:

Sep 1: Consider an image f of size M xN pixels, and
let f(x, y), 0SXx<M =1 0<SY<N-1 po the
gray level of this image f at position (X.y).
Divide the image f into 8 bit-plane fy(X, ),
b=0, 1, 2,..., 7, according to its gray level
value f(x, y), where f(x, y) ={0, 1, 2,..., 255}.
Then determine two different 1-D chaotic
systems with the initial value x(0) and y(0).

Sep 2 Generate two chaotic  sequences
X(0),x(1),x(2),...,.x(MN-1)and
v(0),y(1),y(2),..., y(MN-1) from two different
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chaotic systems. Then create b,(0), by(1),
b(2),..., by(8MN-1) from x(0), x(1),
X(2),... X(MN-1) and by(0), by(1), by(2),...,
by(8MN-1) from y(0),y(1), y(2)....,y(MN-1)
by the scheme that
0.b(8n+0)b(8n+1)b(8n+2)b(8n+3)b(8n+
4)b(8n+5) h(8n+6)b(Bn+ 7) is the binary
representation of x(n) or y(n) for n= 0, 1,
2, ..., MN-1.

Sep 3: Apply Bit Swapping Function individualy
to 8 bit-plane fy(X, y), b=0, 1, 2,...,7. The Bit
Swapping Function is defined as follows:

Bit Swapping Function( fu(i,j); bu(K), by(K); k b,
0<i<M-10<j<N-1y
Initial setting: k=MNb;
Sep (i):
for(j=0;j<N/2;j++)
for (i=0;i<M/2;i++)
Swapping pu =1, byt =0 ( folij) » fo(i+M/2}j) )
Swapping ix(k) =o, by =1 ( fo(if) » fu(i,j+N/2) )
SWAPPING g -1 byt -2 (Toli) , Foli+MI2,+NI2) )
k=k+1;
End
End
Sep (ii):
for(j=0;j<N/2;j++)
for (i=M/4;i<M/2;i++) and ((i=3M/4;i<M;i++)
Swapping bx(k) =1, by =0 ( fu(if) » fo(i-M/4,j) )
SWaPPING g -0, byt -2 (Tolid) , Foli 1 +N/2) )
SWaPPING by -1 byt =1 ( Toif) » fli-M/4,j+N/2) )
k=k+1;
End
End
Sep (iii):
for(j=N/4;j<N/2;j++) and (j=3N/4;j<N;j++)
for (I=M/2;i<M;i++)
SWaPPING g -1 byt o ( Tolid) , Foli-M/2,))
Swapping k) =o, by =1 ( To(i.J) + fuo(i.j-N/4) )

SWaPPING g =1, by =1 (Tolif) , fi-M/2-NI4) )

k=k+1;

End

End
Sep (iv):
for(j=N/2;j<N;j++)

for (i=0;i<M/2;i++)

Swapping x) =1, byt =0 ( fo(i.)) » fo(i+M/2,j) )
Swapping bk =o, by =1 ( Fo(i]) + fu(i,j-N/2) )
Swapping pxk) =1, by =1 ( To(i.]) » fo(i+M/2,j-N/2) )
k=k+1;

End
End

-

.
=

Fig.5 The encryption action of scheme B1.
Scheme B2:
In the Scheme B2, it is different form Scheme B1
that the Bit Swapping Function is followed by Bit
XOR Function that is defined as follows:

Bit XOR Function(fy(i, j); b,(t);t,0<i <M -1
0<j<N-1y.
Initial setting: t=MNb;
for(j=0;j<N;j++)
for (i=0;i<M;i++)
foi, 1) = 1, (i, )) @b, (1).
t=t+1;
End
End

Scheme B3:

In the Scheme B3, it is different form Scheme B1
that we apply 8 bit-plane fy(x, y),b=0, 1, 2,..., 7, to
Bit Swapping-XOR Function individualy. The Bit
Swapping-XOR Function is defined as follows:

Sep 4: Stop the algorithm.

The encryption action of this scheme is shown in
Fig.5. In the decryption procedure, we should
perform the reverse of the Bit Swapping Function.
The computational complexity of this category is
higher than Category A since it requires eight times
permutation for an image.

Bit Swapping-XOR Function( fu(i,j); bx(k), by(K),
by(t); k, b,t,0<i1 <M -1 0< i< N-1y.
Initial setting: k=MNb, t= MNDb;
Sep (i):
for(j=0;j<N/2;j++)
for (i=0;i<M/2;i++)

SWapPiNg bk =1, byt =0 ( fo(i.J) , To(i+M/2,)) )
Swapping k) =0, byt =1 ( To(i,]) , fuli,j+N/2) )
SWAPPING b -1, oy 1 ( Toli) , Foli+M/2,+N/2) )
k=k+1;

End

End
for(j=0;j<N;j++)
for (i=0;i<M;i++)
fy (i, 1) = f, (0, J')@bz(t);
t=t+1;
End
End
Sep(ii):
for(j=0;j<N/2;j++)
for (i=M/4;i<M/2;i++) and ((i=3M/4;i<M;i++)
SWaPDING g -1, by o ( FoliJ) . oli-M/4,) )
Swapping bx(k) =o, byt =1 ( fo(i,]) » Tu(i,j+N/2) )
SWaPPING b -1y -1 ( i ) . Foli-MI4,+N/2) )
k=k+1;

End

End
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for(j=0;j<N;j++)
for (i=0;i<M;i++)
.0, 1) = f, @, i)@bz(t);
t=t+1;
End
End
Sep (iii):
for(j=N/4;j<N/2;j++) and (j=3N/4;j<N;j++)
for (I=M/2;i<M;i++)
SWAPPING by =1, byt9 =0  foli ) + Foi-M/2) )
Swapping uk) =o, by =1 ( fo(ij) , foli,j-N/4) )
SWBPPING g =1, byig =1 ( i 1) + Foi-M/2j-N/4) )
k=k+1;
End
End
for(j=0;j<N;j++)
for (i=0;i<M;i++)
foli, 1) = (i, ) @b, 0).
t=t+1;
End
End
Sep (iv):
for(j=N/2;j<N;j++)
for (i=0;i<M/2;i++)
Swapping bk =1, by =0 ( To(i]) » fo(i+M/2,]) )
SwappiNg uxk) =o, by =1 ( fo(ij) , fo(i,j-N/2) )
SwappiNg uk =1, by =1 ( folij) , fo(i+M/2,j-N/2) )
k=k+1;
End
End
for(j=0;j<N;j++)
for (i=0;i<M;i++)
foli )= £, )@ b,(0).
t=t+1,
End
End

From Fig.6 and Fig.7, one can see the difference
between scheme B2 and scheme B3. In scheme B2,
Bit XOR Function is performed once after swapping,
while in scheme B3 four Bit XOR Function are
performed.

TR,
l . -

Fig.6 The encryption action of Scheme B2.

Fig.7 The encryption action of scheme B3.
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3. Experimental Results
In this section, the simulation results of the
proposed image encryption/decryption algorithms
are demonstrated. Here, we use the following 1-D
chaotic systems [13]:
The logistic map:
F.(¥)=mx(1-x)

2
where | is the parameter between 0 and 4.
The skew tent map:
X ,0<x<a
f_)a
*x-1
X2 ,a<x<1
a-1 ©)
The tent map:
1 X, if 0<x<1
A“()():#(1_2)(_2):2#{1><. iflsxsl
2 (4)

The parameters and the initial states of three
chaotic maps can be treated as the secret keys in this
encryption/decryption algorithm. By setting = 3.96,
x(0)=0.75 in logistic map , a=0.42, y(0)=0.65 in
skew tent map and p= 0.72, z(0)=0.80 in tent map,
the gray image “Lena’ of size 256x256 s simulated
as shown in Fig.8. In the simulation, an image f is
regarded as a surface withZ= f (X ¥)inR®. Moreover,
to demonstrate how rough the encrypted image
surface is, its fractal dimension D is caculated
according to the method proposed by Chen et al. [12].
In calculating the fractal dimension, the maximal
distance between two pixelsis set at 10. The fracta
dimensions of the original and encrypted image are
calculated as listed in Table 3. By visual perception,
the encrypted images are in chaos and completely
undistinguishable. Since the maxima fractal
dimension for a surface is 3, it is evident that all the
encrypted images were in a state of chaos after our
encryption/decryption algorithms. The simulated
results demonstrated that our image encryption
algorithms achieve high security level as other
existed methods.

Moreover, it is observed that the encrypted
images of al the proposed schemes with different
computational complexity are all undistinguishable
by visual perception. On the other hand, it is clear
that the computational complexity of these schemes
is Scheme B3> Scheme B2> Scheme B1> Scheme
A3> Scheme A2> Scheme Al, and the security level
is aso Scheme B3> Scheme B2> Scheme B1>
Scheme A3> Scheme A2> Scheme Al. Any one of
schemes with different security levels and
computational complexity may be chosen to suit for
different applications according to the requirements
by users.
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(a) Original Image

(b) ncrypted iage (c) Encrypted image (d) Encrypted image
by Scheme Al by Scheme A2 by Scheme A3

(e) Encrypted image (f) Encrypted image (g) Encrypted image
by Scheme B1 by Scheme B2 by Scheme B3

Fig. 8 The simulation results of image encryption
algorithms

Table 3 Thefractal dimensions of the original and
encrypted image

FD

Original Image 2.48509
Scheme Al 2.96896

Scheme A2 3

Scheme A3 3
Scheme Bl 2.98826
Scheme B2 2.99786

Scheme B3 3
BRIE 2.98439
CMLIE 2.98502
HCIE 2.77220

4. Conclusion
In this paper, we proposed some

encryption/decryption algorithms based on chaos.
We take advantages of the superior properties of the
chaos to enhance the security level. The agorithms
presented have some good features: (i)
reconstruction with no distortion (ii) low complexity
(iii) high security. It is evident that the performance
of schemes with high computational complexity are
better than that the schemes with low computational
complexity. Any one of schemes may be chosen to
suit for different applications according to the
requirements by users.
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