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A Remote User Authentication Scheme Based on
Strong Graphical Passwords
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Abstract
Conventional remote user  strong-password

authentication schemes have the common drawback
that the user has to memorize a hard-to-remember
textua password, and therefore their applications are
restricted. To solve this problem, we propose a remote
user authentication scheme using strong graphica
passwords in this paper. As graphical passwords are
easy to remember for the user and conventionally

dictionary attacks on graphica passwords are infeasible,

the practicability of the proposed scheme is improved.
Next, we show that the proposed scheme can withstand
the replay attack, the password-file compromise attack,
the denial-of-service attack, the predictable n attack,
and the insider attack. In particular, the proposed
schemeis easily reparable.

Keywords: graphical password, remote user authenti-
cation, reparability, strong password.

1. Introduction

Password authentication is regarded as one of the
simplest and most convenient remote user authentica-
tion mechanisms. To prevent direct wiretapping attacks
in open network environments, many modern password
authentication schemes use one-time passwords. Exist-
ing one-time password authentication schemes can be
categorized into two types [1][8][9][12][16][24][25]:
one requires only weak passwords and the other must
use strong passwords. Weak-password authentication
schemes usualy lead heavy computationa load to the
whole application system because of using public-key
cryptographic techniques [11]. In contrast, the compu-
tationa load of most strong-password authentication
schemes is lighter because of using only simple opera-
tions, e.g., one-way hash function and XOR operation.
In addition, strong-password authentication schemes
have another advantage over weak-password authenti-
cation schemes in that their implementations are easier
and cost less, and therefore are especidly suitable for
some constrained environments.

Up to now, many strong-password authentication
schemes have been proposed, e.g., Lamport’s scheme
[16], SKEY [9], CINON [24], PERM [25], SAS [23],
OSPA [17], and Lin-Shen-Hwang’s scheme [18].
Unfortunately, none of these previous schemes is
secure enough [5][17][21][25][27]. As analyzed in [5],
the weaknesses of most previous strong-password
authentication schemes are mainly due to two unsolved
problems. First, if the adversary has stolen the verifier
of a user, he can use it to impersonate the user to login.
Secondly, the integrity of the messages transmitted
from the user to the server for updating the user’s
verifier is not well protected so that the adversary can
modify the transmitted messages without being de-



tected by the server. Without considering security
issues, conventiona strong-password authentication
schemes, which use textua passwords, have the com-
mon drawback that the user has to memorize a
hard-to-remember password. Recently, quite a few of
graphica passwords, e.g., [3], [7], [13], and [28], have
been proposed to solve this problem. The appea of
graphical passwords is primarily due to one's great
memory for pictures over texts [19]. It is widely recog-
nized that graphical passwords are easy to remember
for the user and conventionaly dictionary attacks on
graphical passwords are infeasible because there are no

existing workable dictionaries for graphical information.

Herein, we will propose a strong-password authentica-
tion scheme that can solve the previously described two
security problems. In particular, strong graphica
passwords are used to improve the practicability of the
proposed scheme by decreasing the memory burden of
the user.

The sequel is organized as follows. In Section 2,
we review several strong graphical password schemes.
Section 3 describes the proposed scheme. Section 4
analyzes security of the proposed scheme. Findly, a
conclusion is given in Section 5.

2. Graphical Passwords

Because weak textual passwords are susceptible to
the dictionary attack and strong textua passwords are
hard to remember, graphical passwords have been
proposed as an dternative to textual passwords [26].
Psychological studies [4][14][20] showed that people
recall and recognize pictures with higher probability
than texts. Clearly, graphical password schemes can
naturaly resist conventiona dictionary attacks [26].
And, if the number of possible pictures is sufficiently
large and the diversity of picture-based passwords can
be captured, the password space of a graphical pass-
word scheme may exceed that of textual password
schemes.

In 1996, Blonder [3] initially proposed a graphical
password scheme in which a password is a sequence of
clicks at points in a predetermined image. In 1999,
Jermyn et al. [13] proposed the DAS scheme, in which
a password is a picture drawn on a two-dimensiona
grid. The coordinates of the touched grids are recorded
in tempora order of the drawing. Once same cdlls are
crossed with same order, the user is authenticated. In
2000, Dhamija and Perrig [7] proposed a graphica
password scheme, D§a Vu. In their scheme, which
involves three phases: the portfolio creation phase, the
training phase, and the authentication phase. In the
portfolio creation phase, the user chooses a subset of
images to be used for his password. In the training
phase, the user becomes more familiar with the subset
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of images. In the authentication phase, the user picks
out his portfolio images from a display of images
consisting of his portfolio and decoys. The Passface™
scheme [22] is dso a graphical password scheme in
which the user can click the correct faces that are
previously chosen by himsef to authenticate him to the
system. In 2002, De Angeli et a. [6] proposed a
graphical password scheme, VIP, which designed to
provide a promising and easy-to-use aternative to PIN
approach. In 2005, Wiedenbeck et a. [28] proposed an
improved version of Blonder’s scheme, the PassPoints
scheme, in which the user can use any image provided
by the system or chosen by the user. The only require-
ment in practice is that the image be intricate and rich
enough so that lots of possible click points are available.
Unlike Blonder’s scheme, the PassPoints scheme does
not need artificial predefined click regions with
well-marked boundaries.

3. The Proposed Scheme

In the proposed scheme, the PassPoints scheme [28],
which is an improved version of Blonder’s graphical
password scheme [3], will be employed to implement
the strong graphica password. The system or the user
could provide the image, and the user may choose any
placein the image as a click point. The user’s password
consists of any sequence of click points chosen by the
user. In order to login, the user has to click close to the
chosen click points within some tolerance distance. The
image is discretized into squares that are large enough
so that we can expect the user can hit the same sguare.
However, this leaves the possibility that the user may
choose a click point that happens to be close to an edge
of a discretization square in which the tolerance dis-
tance of the click point will pass its own square bound-
ary. Such a problem can be solved by using three
discretization grids simultaneoudy [2]. If the image
sizeis axb pixels and the square size is vxw pixels. The
number of squares is (axb)/(vxw), and the password
space of z clicks a points is P((axb)/(vxw), z). How-
ever, in practice, not dl areas of the image of Pass
Points have memorable features. If only half areas are
used, the password space is P((axb)/(2x(vxw)), 2). In
the proposed scheme, it is assumed that the image size
is1024 x 768 pixels, the square sizeis 14 x 14 pixels,
and the number of clicks is 5, and therefore the size of
the password space is P(2006, 5) = 2**, which is larger
than 2%, the password space of textual passwords with
8 characters or less constructed from the printable
ASCII codes, i.e., such PassPoints passwords can be
used as strong passwords in the proposed scheme.

Figure 1 shows an example of the PassPoints pass-
word with five clicks.
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Step R6. S computes the storage key k™ = h(ID ||
h(x || T)), and then computes the sealed
verifier s'™ = h(S||GPW || N || T) B ka™.
Next, S stores sv™, T, and N in his pass-
word file.

Login Praotocol

This protocol is invoked whenever A logins S As-
sumethaa N=nand T =t.

Figure 1. An example of the PassPoints password.

The notations used in the proposed scheme are

summarized as follows:
¢ A denotesthe user.
o |D denotestheidentity of A.

e GPW denotes the encoded graphical password of

A
e Sdenotes the remote server.

o X denotes the secret key of Sused for generating a

unique storage key for each user.

o T denotes the latest time A initially registers or

re-registersto S.

o N denotes a sequence number starting from 1 in

U’s initial registration.
e || denotes the concatenation operation.
o & denotes the bitwise XOR operation.
o h() represents a cryptographic hash function.

e ‘U;=>U,: data’ represents U; sends data to U,

through a secure channdl.

e ‘U;—U,: data’ represents U; sends data to U,

through a common channel.

Registration Protocol

This phase is invoked when A initidly registers or

re-registersto S.

Step R1. A — S registration request.

Step R2. S sets T to the value of his current time-
stamp. If it is A’s initial registration, S sets
N to 1. Otherwise, SsetsN =N+ 1.

Step R3. S=>A: T, N.

Step R4. A enters his graphical password by click-
ing points in the image to generate the
corresponding code GPW, and then com-
putes the verifier V= hS||GPW || N || T).

Step R5. A=>S V.

StepLl. A— S ID,rc.
/I rcisarandom nonce selected by A. //
Step L2. S retrieves t from his password file and
computes k¥ = h(ID U h(x || t)), and then
uses the computed k" to derive the veri-
fier KA(S || GPW || n || t) from the stored
sealed verifier s (= h%(S || GPW || n |
) ka). Next, S computes h(h*(S || GPW
Inlly©re).
Step L3. S— A: n, rs, h(h(S||GPW || n || t)Brc), t.
/I rsis arandom nonce selected by S. //
Step L4. A enters his graphica password by click-
ing points in the image to generate the
corresponding code GPW. Next, A com-
putes V = h*(S|| GPW || n || t) and h(Vérc).
If the computed h(Vdrc) equals the re-
ceived h(h(S || GPW || n || t)érc), A au-
thenticates S. Otherwise, A terminates this
session. Then, A computes
i =h*(S[|GPWIn||t)
Dh(S||GPW|In]t)
d2 =h(S||GPW || n || 1)
Gh*(S||GPW | n+1]t)
ds =h(h*(SIIGPW[n+1][1) |Irs)
Step L5.A— S d]_, dz, d3.
Step L6. S uses previoudy derived verifier to com-
pute
up = i BH(S|| GPW || n || 1)
U, = dz@ Ug
If h(u,) equals the retrieved h*(S || GPW ||
n || t) and h(u; || rs) = ds holds, S authenti-
cates A. Otherwise, Sreects A’s login re-
guest and terminates this session. Then, S
computes sV = u, Bk, (= h*(S || GPW
In+11t)Bka), replaces sV with sv™?,
and setsN =n + 1 for A’s next login.

4. Security Analysis

Because the graphical passwords used in the pro-



posed are assumed to be strong, the proposed scheme
can resist conventionally dictionary attacks. In addition,
we will show that the proposed scheme can resist the
replay attack, the password-file compromise attack [1],
the denia-of-service attack, the predictable n attack
[21], and the insider attack [15]. Furthermore, we will
also explain that the proposed schemeis reparable [10].

4.1 Resistance to Replay Attack

Suppose that N = n and the adversary has captured
all A’s past authentication messages {ch"), d,”, ds"} for
i=1,2,...,and n—1. Since A’s current verifier stored in
Sish*(S||GPW || n || t), the adversary cannot login Shy
using {ch® (= W*(S|| GPW || [ ) Bh(S || GPW | || 1)),
d", ds”}, where 1 < i < n-1. Alternatively, if the
adversary replaces the transmitting ™ and ds™ with
d," and d;, where i = 1, 2, ..., and n—1, during A’s
login, Swill detect this fraudulence because h((d," &
(A VBRAS IGPW || n || 1) I rs‘“?? does not equal ds"
(= h(h(S || GPW i + 1 || t) || rs™)). Note that even if
the adversary could fool Sinto replacing A’s verifier
h%(S||GPW || n ||'t) with h*(S||GPW ||i ||t), where 1 <i
< n—1, by some means, the adversary cannot imperson-
ate A to login S because rs™ = rs®, which implies
h((d"® (" BhXS || GPW || i [ 1)) || rs™) = da”. On
the other hand, since the adversary doesn’t know h*(S ||
GPW || n || t), he cannot generate and send the correct
h(h*(S|| GPW || n || t)érc) to A in Step L3 after receiv-
ing therc sent from Ain Step L1. That is, the adversary
cannot successfully impersonate S to cheat A by
mounting such a replay attack. Therefore, the proposed
scheme can resist the replay attack.

4.2 Resistance to Password-File Compromise
Attack

Suppose that S's password file was compromised to
the adversary, say E, i.e.,, E has obtained A’s T (=t), N
(= n), and the sealed verifier s/ (= (S| GPW || n || t)
®ka). Clearly, t and n are not secrets. Assv® = h%(S||
GPW || n || t)@®ka", E can derive (S || GPW || n || t)
from sv only if he knows ka® = h(ID | h(x || t)), which
implies that he knows x. As assumed, x is under strict
protection, and therefore, the proposed scheme can
resist the password-file compromise attack. In practice,
if X, the top secret of the system, is compromised, the
whole system should be reinitidized, and al users
should choose their new graphica passwords and
register to Sagain.

4.3 Resistance to Denial-of-Service Attack

To prevent the denid-of-service attack, S has to
make sure that the computed u,, which will be used as
A’s next verifier, is authentic. Since d; can protect the
integrity of d; and d,, which are used to compute u,,
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any unauthorized modification on d;, d,, or dz will be
detected by S. As the adversary cannot disable A’s
account, the proposed scheme can resist the de-
nial-of-service attack.

4.4 Resistance to Forgery Attack

To mount a forgery attack on the proposed scheme,
the adversary must generate the authentication message
corresponding to the given n and rs. Since the adver-
sary knows neither GPW nor h(S || GPW || n || t), he
cannot produce the correct {d;, dy, d3} that will be
accepted by S. Hence, the proposed scheme can resist
the forgery attack.

4.5 Resistance to Predictable n Attack

Because the n used in the proposed scheme is pre-
dictable, the adversary may try to mount a bigger n
attack or a smaler n attack as follows. Upon observing
A’s login request message sent in Step L1, the adver-
sary impersonates Sto reply n’ (> n) and rs, which is
randomly selected, to A in Step L3. Then, A will be
fooled into generating and sending {d,™, d,™, h(h(S ||
GPW | n + 1]t) ]| rs)} to the adversary. However,
since rs™ will be randomly selected by S, it will not
equal rs, i.e, da™ (=h(h*(S|| GPW ||’ + 1 || t) || rs™))
will not equal h(hW(S||GPW || " + 1 || t) || rs). Thus,
the proposed scheme can resist the bigger n attack. In
addition, since the adversary cannot benefit by using n”’
(< n) to fool A into replying the corresponding authen-
tication message, the smaller n attack is meaningless to
the proposed scheme. That is, the proposed scheme can
resist the predictable n attack.

4.6 Reparability

Suppose that the adversary has captured al A’s past
authenti cation messages. If the adversary also knows an
ever used verifier, say h(S||GPW||i ||t), where1 <i <
n-1, for A by some means, he can compute al A’s
verifiers, including the current one h%(S || GPW || n || £).
In this case, the adversary can compute h*(S|| GPW || n
| ©), where GPW is a graphical password selected by
the adversary, and then fool Sinto replacing A’s verifier
h*S|| GPW || n || t) with the computed h*(S|| GPW || n
|| t). Then, the adversary can impersonate A to login S.
However, once A finds this fraudulence, he can
reregisters to S so that S will renew A’s verifier with
h S| GPW || n + 1 || t), where t’ is the value of S's
current timestamp. Because the adversary cannot
compute A’s new verifier from A’s compromised
verifiers, his login request will be rejected. In addition,
since Swill also renew the storage key ka® with ka") =
h(ID || h(x || t')), the adversary cannot compute h*(S ||
GPW|n+1 |J t") even if he has ever obtained the old
storage key ka" and stolen A’s updated sealed verifier



V" = (S| GPW || n + 1 || ) B ka". Therefore, the
improved schemeis easily reparable [10].

4.7 Resistance to Insider Attack

In practice, it is likely that A uses the same graphi-
cal password GPW to access severd servers for his
convenience. If the insider of S has obtained GPW, he
can impersonate A to access other servers. Actualy, the
insider of S cannot obtain GPW directly in that A will
not reveal GPW to Sin the registration protocol and the
login protocol. Furthermore, as GPW is equivalent to a
strong password, theinsider of Scannot derive GPW by
performing a conventionally dictionary attack on what
he has received from A. Alternatively, since the insider
of Sknows A’s verifier h*(S|| GPW || n || ), he can try
to impersonate A to login another server, say S. How-
ever, (S]] GPW || n || t) will not equal h*(S || GPW ||
n ||t) evenif GPW=GPW,n=n,andt=t, and
therefore, the insider of S cannot successfully imper-
sonate A to login S. Thus, the proposed scheme can
resist theinsider attack.

5. Conclusion

We have proposed a remote user authentication
scheme using strong graphical passwords. The pro-
posed scheme can withstand the replay attack, the
password-file compromise attack, the denial-of-service
attack, the predictable n attack, and the insider attack.
In particular, the proposed scheme is easily reparable.
Note that the proposed scheme is secure under the
assumption that the easy-to-remember PassPoints
password is strong. Although conventional dictionary
attacks on graphical passwords are infeasible because
there are no existing workable dictionaries for graphical
information, the resistance of the proposed scheme to
specific graphica dictionary attacks has to be studied in
future research. Furthermore, the resistance to shoulder
surfing attacks may be considered in the improved
version of the proposed scheme.
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