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Abstract

The concept of undeniable signature was
introduced by Chaum et a. in 1989 [CA89],
where the signature can only be verified by
cooperation with the signer. Two alternative
schemes, the convertible undeniable sgnature
[BCDP91] and the confirmer signature [Cha94],
can overcome the shortcomings of the origina
undeniable signature that a signer should
become unavailable or refuse to cooperate.
However, a critical problem of these two
schemes is no limitation to the verifiers. Once
the signature is converted to a self-authentication
signature (by the sgner or confirmer), anyone
can be convinced that the signature is correct.
Moreover, in the confirmer signature scheme,

the confirmer can immediately prove the validity



of the dignature to any verifier upon the
signature being created; this means that the
singer cannot flexibly control the time of
delegating confirmation ahility to the confirmer.
Many applications require more precise design

on the signer's control capability.

This paper will propose a new undeniable
signature scheme that allows an additional party,
called

confirmation ability from the signer. Our scheme

inheritor, to inherit the partid
has the features that the signer can properly
determine who can obtain the assurance from the
inheritor that the signature is correct, and when
the inheritor can acquire the confirmation ability.
An inheritance key K, defined in our schemeis
used to prevent the confirmation ability from
being misused by the inheritor. The inheritor has
no ability to prove the signature until he receives

Kinn from the signer.

Keywords: Undeniable Signatures, Designated
Confirmer  Signatures, Pertially Inheritable
Confirmation Ability, Zero-knowledge Proof.
1. Introduction
A conventional digital signature can easly
be verified by everyone, therefore, the sgner
cannot deny its validity. However, this property
of a conventional digital signature isnot suitable
for many practical applications on the eectronic
commerce. Consequently, the undeniable
signature was introduced by Chaum and Van
Antwerpen in 1989 [CA89], is a solution to this
problem. Undeniable dgnature has three
characteristic properties:
(). The undeniable signature is only verified
by cooperation with the signer, that

preserves the non-repudiation property.

(2). The verifier cannot check the validity of a
signature on his own.

(3). If the signer should become unavailable or
refuse to cooperate, then the recipient

cannot check the signature anyway.

Designated confirmer signatures, initially
introduced by Chaum in 1994 [Cha94]. It
eiminated the shortcomings of undeniable
signatures that the signature is only verified by
cooperating with the original signer. It is that
verifiers can verify the validity of the sgnature
by cooperation with the confirmer whom the
sgner designates. Presently, there are some
confirmer signature studies being discussed
generally in the literature [Cha94] [MS98]
[NMV99] [CMOQ]. However, if we integrate the
studies of the confirmer signature, some
drawbacks would be presented as bel ow:
the highest
authorization about the verification of the

(). The sgner will lose

signatures. The confirmer can immediately
prove the validity of the signature to any
verifier upon the signature being created
by the signer.

(2). It will weaken the protection of the
verifying signature on the property of the
undeniable signature. Under the situation,
any verifierswill get the verification of the
signature by cooperating with the
confirmer. Another case is when the
confirmer converts the signature to a
self-authentication once; any verifiers can
verify this signature without other persons
aid.

(3). Generally, the signer could lose the ability

of the verifying signatures. In most



confirmer signature schemes, verifiers
only verify the validity of the signature by

cooperating with the confirmer.

It is an important issue on the designated
confirmer dignature to enhance the control
capability of a signer. In our viewpoint, the
signer must have the ability to determine who
will  benefit from being convinced by the
signature, and when he would want to delegate
his confirmation ability to others. This paper will
propose a new scheme that alows an additional
party, called inheritor, to inherit the partia
confirmation ability from the signer. An inheritor
can only inherit partial confirmation ability
because he cannot prove the signature validity to
the verifiers who is not per-determined by the
signer. Further, we define an inheritance key Kip,
created and kept by the signer, which is used to
prevent the confirmation ability from being
misused by the inheritor. As a result, the
inheritor cannot prove the validity of the
signature to any persons until he receives

inheritance key K;., from the signer.

The role of an inheritor in our new scheme
is quite different from a confirmer in the
designated confirmer  dgnature  scheme.
Basically, in the designated confirmer signature
scheme, the signer will no longer be responsible
to prove the validity of the sgnature after he
completes his signing procedure. Thus, the
confirmer has the complete and independent
confirmation ability without restriction. On the
other hand, an inheritor in our scheme can only
partialy inherit the confirmation ability from the
signer after he receives the inheritance key. The

verifiers have been pre-determined and cannot

be changed by the inheritor at all.

Our new scheme can be interpreted from a
different aspect. That is, our scheme in fact
provides a conversion mechanism for converting
an undeniable signature to a confirmer sgnature
with restrictive verifiers. If the inheritance secret
has not been disclosed yet, our scheme would be
an undeniable signature such that the verifiers
should verify the signature by cooperation with
the original signer. Once the inheritance secret is
compromised, the signature will be completely

transferred into a confirmer signature.

Give a last will example to explicate our
new scheme. Suppose that the sgner signs the
last will and testament which contain some
secret instructions that he would not want to
publish. Further, the signer requires that a third
party, unable to forge alegal will, can prove later
that the signature is valid. A possible choice for
the signer is to sign his will using a designated
confirmer signature. After the signer's desth, the
confirmer can prove the validity of the dgnature
to others. Unfortunately, A dishonest confirmer
may prove the signature to signer’s enemies (ex.
a competitor on the commerce) before or after
the signer's death, and even he can arbitrarily
convert the signature to a self-authentication one.
Therefore, if our new scheme is used, the Sgner
can previously commit the inheritance key to a
trusted attorney. The inheritor will be given the
inheritance key in the situation of signer’s death.
After that, the inheritor can validate the signature

in accordance with signer's valition.

We organize the rest of the paper as follows.
We first describe the basic model and define



some used protocols in next section. We than
construct our schemein Section 3. After that, the
security analysis of our new scheme will be
presented in Section 4. The concluding remarks
and suggestions for future work will be given in
Section 5.

2. Preliminaries and Basic M od€

For simplicity, we illustrate the notations that
S represents the signer, | represents the inheritor
and V;, i U [1,n] represents the verifiers

pre-determined by the signer.

2.1 Basic Modd

In the following, we give an informa
definition to make our concept more precise.
Definition 1: (Undeniable Signature with
Partially Inheritable Confirmation Ability).

A Signature « (S I, {V;,i U[1,n]}) is sad
to be an undeniable signature with partially
inheritable confirmation ability if the inheritor 1 ,
after receiving the inheritance key from the
signer S can inherit the confirmation ability to
validate the signature to the verifiers Vi, i [1[1,n]
pre-determined by S We say that the inheritor
only can inherit partial confirmation ability since
he cannot change the verifiers being convinced
by the signature.

According to the Definition 1, we briefly
describe our scheme.

Signature Generating and Verification. The

signer creates a
a(S1,{v;,ioLn]}) and

dgnature
the confirmation

ability can be delegated to an inheritor I. The
signer generates the inheritance key K;,, and

keepsit as a secret. For determining the verifiers

who can be convinced by the signature, the
signer employs the technique of trap-door
commitment [BCC88, JSI96] (see Definition 2)
to construct a designated  verifiers
message-dependent  proof of equality of the
discrete logarithm (see Definition 4). In
addition, the signer must perform the verification
protocol to guarantee that the signature is
properly created.

Releasing the Inheritance Key. The inheritance
key is an important factor for the inheritor to
acquire the confirmation ability. The signer in
this phase makes the inheritance key public such
that each verifier can check the correctness of
this key. Therefore, the verifiers can believe that
there exists an inheritor who can help them
verify the signature.

Proof by the Inheritor. The inheritor acquires
the confirmation ability after he receives the
inheritance key. He then runs an interactive

proof to show the correctness of the signature.

2.2 Used Protocols

Definition 2: (Trap-Door Commitment) [BCC88,

JSI96]

Let ¢ be a function with input (y, u, v). The
notation y denotes the public key of the user who
has a corresponding secret x, and u is a value
committed and v is a random number. We say ¢
is a trap-door commitment if and only if it
satisfies the following requirements:

1. Giveny, no polynomia algorithm can find
two different pairs of (ui, vi) and (U, Vo)
such that c(y, uy, vi) = c(y, Uz, Vo).

2. Given y and c(y, u, v), no polynomia

algorithm can find u.



3. Given the secret X, (g, vi) and a randomly
selected number u,, there is a polynomial
algorithm that can find u, such that c(y, uy,
Vi) = c(Y, W, Vo) (This means the user who
knows the secret X, given (uy, vy), can easily
forge the committed value by changing u;

into up).

The following example can be found in
[BCC88, JSI96].
Example of Trap-door commitment. Let p and
g be two large primes and g|p-1 . The notation g
denotes a generator of the subgroup, G, of Z,
of order g. Therecipient’s secretskey is Xz I Z,
and the corresponding public key is
Yr =g mod p. The sender randomly selects
vOZ, and commits the value ullZ, into ¢ as
thefollowing: c=g"y.' modp
The sender sends (uv) to the recipient for

decommitting.

The scheme of multiple recipients can easily
be constructed by computing n different ¢; and r;.
However, there is an efficient scheme proposed
by Jakobsson et al. in 1996 [JSI96].

Multiple Recipients Trap-Door Commitment.
The commitment of u is modified to
¢=g"(Nl Ys)’ mod p.

Each Vi, i = 1,2,3,...,n would be convinced
by the proof that u can not be forged by othersas
long as he knows his secret key has not been
compromised. But any other user would not be
convinced because al Vi, i = 1,23,...,n could
collude to cheat him. The collusion would reveda
the shared secret {11 X, mod q to all verifiers V;
and make the verifier V; never believe the proof

of commitment again.

Definition 3 : (Message-dependent Proof of
Equality of the Discrete Logarithm) [Pet97]

A Message-dependent proof of equality of
the discrete logarithm of y; to the base g; and v,
tothebase g, isatuple :
(w,z)= Proofiegeq (M g1, Y1, G2, ¥2)
where  w=F(mllgully1llgally2llo: Y1 "llg2y2").  This
proof shows that the prover knows the discrete
logarithm x : 1ogg (Y1) =logg (Y,). To construct
this proof, the prover randomly selects kUl Z,
and calculates :

w=F(mllgy lly: g2 12 195 1g.*) and
2 =Kk —x(w+u) modq.

We combine Definition 2 and Definition 3
to construct the following proof that can be used
to restrict the verifiersin our scheme.

Definition 4 : (Designated Verifier
Message-dependent Proof of Equality of the
Discrete Logarithm)

Let V denote a designated verifier who has
a secret key/public key pair (X, , ¥, = g* mod p).
A designated verifier message-dependent proof
of equality of the discrete logarithm of y; to the
base g; and y, to the base g, is afour-tuple :
(W, 2,U,V) = Proof bviLogeQ (M, €, Oy, 1, 92, Ya2r W) »
where w=F(mcoyvilozvalo.” ™ a,” y,"*)

and c=g"w"'modp isatrap-door

commitment.

The prover, using this proof, only can
convince the designated verifier V that he knows
the discrete logarithm X : logg, (v;) =log,,(v,). TO
construct this proof, the prover randomly selects
u,v,k0Z, and calculates c=g"y," mod p,

w=F(mliclig Iy llg2 1Yz llg. Ilg.*) and
2 =k —x(w+u)mod g.



3~ The Construction of Our Scheme

In our paper, instead of directly using the
inheritor’s publickey y,, weuse h=y,°modp,
where 9 =F;(y; | Mpheitnce)  Mod p, t0 construct
our hinging method. The parameter 6 isa part
of inheritance key. Thisis, the inheritor needs to
know thevalue of x, & if he wants to prove the
equality of the discrete logarithm  of
a=g'modp and b=h'=(g*%)" modp.

Another important heuristic design of our
scheme is to modify the random t into
t=F3(ys|Im)’ mod p. In this case, the sgner
Scan easly recover t when the signature is
given for verification. Thus, S need not
remember many different values of t to verify
different signatures.

Our new scheme can be divided into the
following procedures.
®  System Setup. The parameters p, g and g

are the same ones described in Section 2,
and Fy, F, ,F; are tree callison resistant
hash function. The secret key/public key
pairs of the signer S the inheritor I, the
recipient R and the verifiers V, , i =
1,2,3,...nare

( Xe,ye=g* mod p ),

( x,y,=g" mod p ),

( Xg,Yr =9* mod p )and

( X0 W, = g™ mod p )i=123..n-

®  Signing Protocol. Assumethe signer has
signed a undeniable signaturea ( a,b,d )
related to the inheritor’s public key, i.e.,
6 = F3(¥ 1 | Minperitance) ™ Mod p.,
t=Fy(ys Im)** modp,
h=y, “modp,
a=g'modp,

b=h"modp and

J = (F(M |l Mypgiance) +0)* modp,
where M qitnce deNotes a warrant which
contains the identity of the inheritor and
the information about the inheritor’s right.
For delegating | the ability of confirming
this signature, the signer randomly sdlects
k, u, v and congtructs a proof of

(\N, Z,U,V) = Proof DVLogEQ (C, g,Ys,

where ¢=g" (N, w,)' mod p,

W= F2(q‘gHVSH':l("d‘aH”\nhemance) + bHJHQk
H(Fl(rd‘aumnheritence) +b)*)

z=k —xs(w+u)ymod q

Thus, the signature signed by S denotes
a(S,Cyii=12,..... n)=(a,b,u,v,w,z,d,minheritance) .
The inheritance key Kim = (m o) is

nheritance ’

kept asasecretby S.

Proof by the Signer. Vi can easily check
the proof by computing
c=g"(NM, ) mod p and verifying

w=F,(cll g lyslIF mllallMeritnce) + b 15
lg?ys"™™ IIFy (M@ M peitance) +b)? ™).
For proving the relation of a and b, Sfirg
COMPULES t =F 4(yg [[m)*s mod p and runs
the interactive protocol of bi-proof
BP(g.a,h,b) [FOO92] with the V; to show
the discrete logarithm t: logy(a) = logy (b)
(The reader can refer to the appendix for
detail).

Releasing the Inheritance Key.

After the signer releases the inheritance key,
V; can check hzyl'grmdp.

If the above eguation holds and the
signature proof by the signer is valid, V,

can be convinced that there exists an

inheritor | who can prove the validity of



the signature.

Proof by theinheritor. After getting the
inheritance key (M,_.....9), inheritor will
inherit the confirmation ability to verify
the signature. Therefore, V; checks whether
the dignature (a,b,u,v,w, 20, Myeitne) IS
created properly. The inheritor runs the
interactive protocal of bi-proof BP(g,h,a,b)
to show the discrete logarithm
x,6:10g, (m =log, () . Since
b=h'=(g*%)! mod p, the inheritor cannot
complete this proof without knowing the
valueof 4.

Conversion Protocol. The inheritor | can
convert the dgnaure into a
sdf-authentication signature that can only
convince the verifiers V;,iO[Ln]
pre-determined by S Here, | randomly
select ollZ, and
T =0+xF(ar)modq, where F is a hash

function. The inheritor | sends (o ,T) to all

computes

Vi, thus, Vi can verify g7 ZrpF@n)
[Chao4].

4. Security Analysis and Discussion

Here, three security properties would be

considered for our new scheme.

(1). Unforgeability of signature: There
exists no polynomial time agorithm which
can forge the undeniable signature z (a,b, &)
unless one except the signer S knows the
secret key xs . There are two scenarios that an
attacker A tries to forge «*( a*, b*,o* )

without access of the secret key Xs . The firg

one is that A sdects a message n, a* and
computes

b" = Fa(MalMheritance) + b - Fl(m*Ha*Hmnheritance) .
However, though A can easily obtain b*, it
would not have the same discrete logarithm
as a* has because F, is a collision resistance
hash function which outputs a random
number. The second one is A randomly
sdlects t* and compute a*= ¢ and b*= y.".
But A cannot find a proper m* satisfying
Fa(m Ha* [Mieriance) + 0 = F1(M@)Mpeitance) + b
because F, isinfeasible to be inverted.

(2). Indistinguishability of sgnature: Given
a*, a dmulated signature on the message m*
is computed as

b" = F1(Mfa|Meitance) + 0 = Fl(m*Ha*Hmnheritance)
and ¢*= J. The verifier cannot distinguish
between the correct dgnature and smulate
signature because he doesn’t know anything
about the discrete logarithm of a* to the base
g and b* to the base y; . Hence, without the
signer’s or inheritor’s help, the verifier would
not be convinced that both discrete logarithm
of a* and b* areequal.

(3). Consistency of verification: For the
sgnature  (a,b,u,v,W,z,0,Mpaitne) - the
inheritor can help R verifying the signature to
verifiers Vi, i = 1,23,..,n by running the
interactive protocol of bi-proof BP(g,h,ab)
between | and V, to show the discrete
t:logg(a) =logy(b) . The
inheritor cannot claim that a correct (incorrect)

logarithm

signature isincorrect (correct).

(4). Smulating by the Designated Verifiers:
We specidly discuss the designated verifier's



process of simulation. Colluding of al V
without accessing the sgner’s secret xs can
eadly do the following smulating transcripts
of the proofs. This means the verifiers not
belong among Vi, i = 1,2,3,...,n would not be
convinced by the proof even if the inheritor
proves that a and b has the same discrete
logarithm corresponding to the base g and .
The designated verifiers can collude to

smulate the correct transcripts by randomly
sdecting a, 8,1, 20 Z, and calculate:

c=9g“mod p

a=g " modp

h=y,%mod p

b=h"mod p

w= Fz(CHgHysuFl(m* |alMphaitence) + BJO*
|97 ¥ [F(m* 8] Mperance) + )7 5*7)
u=(B-w)modq

v=(a-u)(Ex,) " modg
5. Conclusions

We have proposed an undeniable signature
scheme with partialy inheritable confirmation
ability which provide a nice approach to convert
an undeniable signature to a confirmer signature.
In our scheme, the signer can easily determine
the time of delegating the confirmation ability to
the inheritor. However, if the signer refuse to
rdesse the inheritance key, the inheritor is
impossible to peform the confirmation
procedure. To overcome this drawback is still an
open problem, which we will invegtigate in the

future.
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Appendix : Interactive Bi-proof of
Equality

Fujioka e. Al in 1992 proposed an
interactive bi-poof system [FOO92] that either
proved log, (a) =1og, (b) or
log, (a) # log, (b) - This proof system can be
used to construct our scheme on the inheritor
proving the correctness of the signature to the
pre-determined verifiers. We use BP(g,a,y,b)
to represent this proof system.

1. The verifier chooses random values
u,vZ, and computes d = g“a’, and
sends d to the prover.

2. The prover chooses random values
k,k,wOZ,, computes
ry =91, =y“r,=g"and r, = y* and
sends lg,fy:Tg:Ty and wto the verifier.

3. The verifier sendsu,v to the prover to open
his commitment.

4.1f d# g“a’ then the prover halts,
otherwise he computes
S=k-(v+w)x mod q and
s=k -(v+w)kmodq, and sends S, S
to the verifier.

5. The verifier first checks whether

V+W 5, V+w

S, —_
g*a™ =ry, g,

VW _
=T,

— S
=T and yry v

SbV+W

then he verifies. y iry .

If the above eguation holds, then
log, (a) =log, (b), otherwise

logy(a) #log, (b).



