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£ 4.1 3P 2R

X — I:Grphnit([< G, Info,m,,,T, > K;'1K,) @
I = all routers : RegStart(< G, Info, RegTime,,T, > K;") ©)
R = local hosts : RegStart(< G, Info, RegTime,,, T, > K;") 3)
M — R:Register([< G,m,,,T,, > K, 1K) ©)
R — I : Register([< G,s,,T, > K3'1K,) (%)
I VR :GenKey(< q,, {7170 | i 11 ul), [GrpKey]AKey,T, > K;')  (6)
For each subgroup manager R @)

R VM, : GenKey(< g, {a ™ basbvsh | iy 13,
[GrpKey]MAKey,,T, >K,")

O IATR R rFHEFER § A »FH BTN

w2l

M — R :JoinRequest([< G,m,,,T,, > K, 1K) ®)
R — I : JoinRequest([< G,s,, T, > K;'1K,) )
I+ G : Rekey (< [newGrpKey)GrpKey,[newAKey]AKey,T, > K ;") (10)
I — R : JoinConfirm (< q, ,a,s}s‘sz"‘s“ ,[newGrpKeylnewAKey,T, > K,;") (11)
R — M : JoinConfirm(< q,,a" ,[newGrpKey|MAKey,,T, > K;') (12)

£ 5,23 fhr-FHEFEE S Shor BN

M — R :JoinRequest([< G,m,,,T,, > K, 1K) @®)

R — I : RekeyRequest([< G," join",T, > K;'1K,) (9a)
I+ G : Rekey(< [newGrpKey]GrpKey,T, > K;") (10a)
R VM, : Rekey(< [newMAKey, IMAKey,, T, > K;') (11a)
R — M : Joinconfirm(< q o, ", (12a)

[newGrpKeylnewMAKey,,T, > K,'

203X AYPF - FHEFEE I ZHRFFEAR

M — R: LeavingRequest(< G,T,, > K,}) (13)

R — I : RekeyRequest(< G,"leaving", T, > K ;') 14)

I+ VR : Rekey (< [newGrpKey]AKey,T, > K;") (15)

For R_without member leaving (16)
R = VM, : Rekey([newGrpKey]MAKey, ,T, >K R:l)

For R with member leaving 17)

DB 11 (m, | peltng I p#i)

R VM, : Rekey({a™ | jell,ngl},
[newGrpKeylnewMAKey,,T, > KRfl)

204X AYPF-FHEFRR L FTHRFF EA R

M — R: LeavingRequest(< G,T,, > K,,) (13)
R —> I : LeavingRequest(< G,T, > K}') (14a)
L01(s, peltulap= )
1+ VR, :Rekey(< {a’ | jellul}, (15a)
[newGrpKeylnewAKey,T, > K;")
For R_without member leaving (16a)

R > VM, : Rekey([newGrpKey]MAKey, ,T, > K, D)
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# 6.1 £%#p R

9] [10] [11] [12] (8] [13] SSKM
with degree d
Group 0 1 1 1 1 1 1
Key
Subgroup| u+1 | u+l 0 0 0 u+2 0
Key
Auxiliary d A u
———(N-1) D 2logyn | 14Y
Key | N+u | N+u |d-1 2log, N | 2log, N 0 p
+ =u+2
2(u-1)~2(log, u)
£6.2 2T [ LE R
[91 | [10] [11] [12], 8] [13] SSKM
with degree d
Requested |, & 1 5 2 log, n.+2 2or3
Subgroup
Manager |Leave| n;-1 | n;-1 log, n; n; or0
Non-requested| Join 0 0 0 0
Subgroup
Leave| 0 1 1 1
Manager
Join 1 |2(log, N-1)| log, N +2|((log, u +2)~u)orl| 4orl
Group
Manager |1 cave u |d(log, N-1)| log, N |lor(log,u ~(u-l))| loru
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