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ABSTRACT

A proxy signature scheme allows a designed person,
called a proxy signer, to sign messages on behalf of an
original signer. Generalizing the concept of the proxy
signature scheme, Yi et al. proposed the proxy multi-
signature scheme which allows a proxy signer to generate
a proxy signature on behalf of two or more original
signers. In this paper, we first analyze and improve the
security of two proxy signature schemes, proposed by
Sun and Hsieh at 1S'99. Our analysis indicates that these
two schemes suffer from the public key substitution
attack and a kind of direct forgery. Then we show that
the same attacks on Sun-Hsieh proxy signature schemes
can be generalized to work on Yi et al.’s proxy multi-
signature schemes. Two proxy multi-signature schemes
are consequently proposed to defeat these attacks.
Finally, we point out that the Sun-Lee-Hwang threshold
proxy signature scheme is also vulnerable to the same
attacks above. An improved version is therefore
proposed.

1. INTRODUCTION

The concept of the proxy signature scheme was first
introduced by Mambo et al. [1] in 1996. A proxy signature
scheme allows a designed person, called a proxy signer, to
sign on behalf of an original signer. In [2], Mambo et al.
further proposed a more secure version in which the proxy
signer cannot repudiate the creation of a valid proxy
signature against anyone later. This property is usualy
referred to as “nonrepudiation”. So far, a number of proxy
signature schemes with nonrepudiation property have been
constructed [1-5]. Part of them are named proxy-protected
proxy signature schemes [2-3] and the others are named
nonrepudiable proxy signature schemes [4-5]. Among
these nonrepudiable proxy-protected proxy signature
schemes, Zhang's scheme [4] has been shown to be
insecure dueto Lee et a. [6]. Recently, Sun and Hsieh [5]
showed that the Mambo-Usuda-Okamoto scheme is unfair

to the original signer because the proxy signer can transfer

the delegation to others, and that the Kim-Park-Won
scheme is vulnerable to the public key substitution attack
in which an attacker can forge a valid proxy signature by
updating his own public key. To repair both the Mambo-
Usuda-Okamoto scheme and the Kim-Park-Won scheme,
they also presented two modified versionsin [5].

Generalizing the concept of the proxy signature, Yi et
al. [7] proposed a new type of proxy signature scheme,
named proxy multi-signature scheme, in which a proxy
signer can generate a proxy signature on behalf of two or
more origina signers. They proposed two proxy multi-
signature schemes based on the Mambo-Usuda-Okamoto
proxy signature scheme and the Kim-Park-Won proxy
signature scheme respectively.

On the other hand, a (t, n) threshold proxy signature
scheme [3,4,8] is a variant of the proxy signature scheme
in which the proxy signature key is shared by a group of n
proxy signers in such a way that any t or more proxy
signers can cooperatively employ the proxy signature key
to sign messages on behalf of an original signer, but t-1 or
fewer proxy signers cannot. In [8], Sun, Lee, and Hwang
showed that the threshold proxy signature scheme
proposed by Zhang [4] suffers from some weaknesses and
the threshold proxy signature scheme proposed by Kim et
al. [3] suffers from a disadvantage. In addition, they also
proposed a new threshold proxy signature scheme, the
Sun-Lee-Hwang scheme in short, to prevent these
weaknesses.

In this paper, we first analyze and improve the
security of the two proxy signature schemes, proposed by
Sun and Hsieh. Our analysis indicates that these two
schemes suffer from the public key substitution attack and
a kind of direct forgery. Then we show that the same
attacks on Sun-Hsieh proxy signature schemes can be
generalized to work on Yi et al.’s proxy multi-signature
schemes.  Two proxy multi-signature schemes are
consequently proposed to defeat these attacks. Finally, we
point out that the Sun-Lee-Hwang threshold proxy
signature scheme is also vulnerable to the same attacks
above. An improved version is therefore proposed.
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The remainder of this paper is organized as follows.
In section 2, we analyze and improve the Sun-Hsieh proxy
signature scheme based on the Mambo-Usuda-Okamoto
scheme. In section 3, we analyze and improve the Sun-
Hsieh proxy signature scheme based on the Kim-Park-
Won scheme. In section 4 and 5, we analyze the Mambo-
like proxy multi-signature scheme and the Kim-like proxy
multi-signature scheme, proposed by Yi et al. In section 6
and 7, we further propose a proxy-unprotected proxy
multi-signature scheme and a proxy-protected proxy multi-
signature scheme against forgery respectively. In section
8, we analyze and improve the Sun-Lee-Hwang threshold
proxy signature. Section 9 gives a general approach to
defeat the public key substitution attack. Finaly, we
conclude this paper in section 10.

2. ON SUN-HSIEH PROXY SIGNATURE
SCHEME BASED ON MAMBO-USUDA-
OKAMOTO SCHEME

2.1 Description of the Scheme[5]

Let p be alarge prime and g be a generator for Z; . The
original signer has a private key s, €Z,,/{0} and the
corresponding public key v, =g* (mod p); the proxy
sgner has a private key s, eZ,,/{0} and the
corresponding publickey v, = g> (mod p). Both v, and
v, are certified by a certification authority (CA). Let h()

be a public collision resistant hash function.  For
simplicity, we describe only the signature verification
process for a proxy signature.

A proxy signature, generated by the proxy signer, on
amessage m is a 4-tuple (m,Sign, (m),K , M,,), where
S’gngp (m) is the signature on m using an ordinary
signature scheme with a proxy signature key o,. The

validity of the proxy signature can be checked by the
verification eguation in the ordinary signature scheme with
the corresponding public key

v=y,-v, K" (mod p) .

2.2 Cryptanalysis of the Scheme

In this section, we show that the original signer can make
the public key substitution attack feasible. First, the
original signer selects a random number ke Z  , {0}, and
computes K =g* (mod p). Then he selects a random

number a € Z,,/{0} and updates his pulic key by v,=

(v, "KM ) g2 (mod p). Thus o,= a is a valid
proxy signature key. Thisis because
V=V, v, K" (mod p)

— Vy 1 h(M,,K) y -1 a v, 1 h(M,,,K)
=(v, °K ) -g7-v,’K (mod p)

=g* (mod p) =g”* (mod p).

2.3 Our Improvement

Here we present an improved proxy signature scheme to
defeat the above forgery.

(Proxy generation): The origina signer first
chooses a random number ke Z,, {0}, and

Step |

then computes K=g“ (mod p) and
c=s, -V, +k-h(M,,K) (mod p-1), where
M, is a warrant which contains the original
signer’'s 1D, the proxy signer’s ID, the
delegation period, the issue time for the
delegation.
(Proxy delivery): The original signer sends
(o,K,M,,) to the proxy signer over a public
channel.
(Verification and alteration of the proxy): The
proxy signer confirms the validity of
(o,K,M,) by checking if the following
congruence holds:

g% =v, “K"™% (mod p).
If it holds, then the proxy signer computes an
alternative proxy signature key
o,=0+s,-h(M,,K,v,) mod (p-1).
(Signing by the proxy signer): The proxy signer
signs a message m by using an ordinary
signature scheme with secret key o, . Assume

Step 11

Step 111

Step 1V

that the resulting signature is S'gn(,p (m). The
proxy signature on m is (m,Sgn% (m),K,
M, )

(Verification of the proxy signature): The

verifier computes the corresponding public key
in the ordinary signature scheme:

V=, oy, MR MK (mod p)

Then, he verifies the validity of Sign(,p (m) by

Step V

checking the validity of the verification
equation in the ordinary signature scheme with
the new generated public key v.



3. ON SUN-HSIEH PROXY SIGNATURE
SCHEME BASED ON KIM-PARK-WON
SCHEME

3.1 Description of the Scheme[5]

The system parameters are the same as those in Section
21. For simplicity, we describe only the signature
verification process for a proxy signature. Similar to
Section 2.1, a proxy signature on a message mis a 4-tuple
(m,Sign(,P (m),K, M,). The validity of the proxy
signature can be checked by the verification equation in
the ordinary signature scheme with the corresponding
public key v=v,"™* ") .y .K (mod p).

3.2 Cryptanalysis of the Scheme

In the following, we show that (i) the original signer can
make the public key substitution attack feasible; (ii) the
original signer can create a valid proxy signature key o,

with respect to an arbitrary user (who has/hasn’t been told
as the proxy signer).

(i) First, the original signer selects a random number
keZ,,{0}, and computes K=g“ (mod p) and
e=h(M,,K,v,). Then he selects a random number

a

ae Z,,{0} and updates his pulic key by v, = vp’el g
(mod p). Finaly, he computes o,=ae+k (mod p-1).
Thus o, is avalid proxy signature key. This is because

h(M,, K, v,)

V=V, v, -K (mod p) = (vp’e’lga)‘*vp-gk

(mod p) =g”* (mod p).

(ii) First, the original signer randomly selects a number
ke ZH/{O}, and computes K = g* -vp’l (mod p). Then
he computes o, =h(M,,K,v,)-s, +k (mod p-1). Thus
o is a vaid proxy signature key because

p

h(M,,.K.v,) h(M,,.K.vp)-s,+k

V=V, “V,-K(mod p) (mod p)= ¢

(mod p) =g°* (mod p).
3.3 Our Improvement

In this section, we present an improved proxy signature
scheme to defeat the above forgery.

Step 1 (Proxy generation): The original signer first

chooses a random number k € Z,,/{0}, and

then  computes  K=g* (mod ),
e=h(M,,K,v ), and o =es, +k (mod p-1).
Step 2 (Proxy delivery): The origina signer sends
(M,,,0,K) to the proxy signer over a public
channel.
(Verification and ateration of the proxy): The
proxy signer confirms the validity of
(M,,,0,K) by checking if the following
congruence holds:
o, h(My.Kvp)

g° =V, -K (mod p).
If it holds, then the proxy signer computes an
alternative proxy signature key
o,=0+s, h(M,,v,,K) mod (p-1).
(Signing by the proxy signer): The proxy signer
signs a message m by using an ordinary
signature scheme with secret key o, . Assume

Step 3

Step 4

that the resulting signature is Signgp (m). The
proxy signature on mis
(mSgn, (M),K, M,,).

(Verification of the proxy signature): The
verifier computes the corresponding public key
in the ordinary signature scheme:

V:VOh(MW,K,vp) .Vph(Mw,vD,K) K (mod p) .

Then, he verifies the validity of Sgn%(m) by

Step 5

checking the validity of the verification
equation in the ordinary signature scheme with
the new generated public key v.

4. ON MAMBO-LIKE PROXY MULTI-
SIGNATURE SCHEME

4.1 Description of the Scheme[7]

Let A, A, ..., A, ben origina signers with private key
s €Z,,{0} and public key v, =g°
respectively. These v, arecertified by a CA.

(mod p)

Step A (Subproxy key generation): For each 1< i <n,
the original signer A chooses a random
number ki eZ,,/{0}, and then computes
K, =g“ (mod p) and o, =s +kK, (mod p-
1).



Step B (Subproxy key delivery): For each 1<i <n, the
original signer A sends (o;,K;) to the proxy
signer in a secure manner.

(Subproxy key verification): For each 1<i <n,
the proxy signer confirms the validity of
(0,,K;) by checking if the following
congruence holds: g :viKiKi (mod p).

If (o;,K;) passes thisequation, he acceptsit as
a valid subproxy key; otherwise, he rejects it
and requests A for a vaid one or he
terminates this protocol.

(Proxy signature key generation): If the proxy
signer confirms the validity of al (o,,K;) for

Step C

Step D

1< i <n, then he computes ¢, = > o, mod (p-
i=1

1) asavalid proxy signature key.

(Signing by the proxy signer): The proxy

signer executes the signing operation of an

ordinary signature scheme using o, as the

signing key. Assume that the resulting
signature is Sgn, (m). The proxy multi-

A, is

Step E

signature on m for A, A,, ...,
(m,Sgn, (M),Ky,....K,).
(Verification of the proxy multi-signature): The

verifier computes the corresponding proxy
public key in the ordinary signature scheme:

v=y, v, K K (mod p).
Then, he verifies the validity of Sgn% (m) by

Step F

checking the validity of the verification
equation in the ordinary signature scheme with
the new generated proxy public key v.

4.2 Cryptanalysisof the Scheme

In the following, we show that the Mambo-like proxy
multi-signature scheme is also insecure against the public
key substitution attack that an attacker can forge a valid
proxy multi-signature by updating his own public key.
Without loss of generality, we assume that A wants to

forge a proxy multi-signature on m for A, A,, ..., A.
He first selects t+1 random numbers,
oy, KyeyandKy e 2, {0}, and then  computes
V= (Vv KO K )M g7 (mod p). Then he

makes a request to CA for updating his public key Vv, with
v, * (Note that he may claim that he has lost his private

key). Thus o, isavalid proxy signature key and v= g’
(mod p) isthe corresponding proxy public key.
Thisisbecause v=v,*--v,K," ---K " (mod p) =

(Vv - KlKl KtKn)-lgG* (V- - KlKl KtK‘)‘l =g
(mod p). Therefore, A can use o, to generate a forged
proxy multi-signature on an arbitrary message m for A,

A, ..., A.

5. ONKIM-LIKE PROXY MULTI-
SIGNATURE SCHEME

5.1 Description of the Scheme[7]

The system parameters are the same as those in the
Mambo-like proxy multi-signature scheme.

(Subproxy key generation): is the same as Step
A except that o; =es +k (mod p-1), where
q = h(M w? Ki ) .

(Subproxy key delivery): isthe same as Step B
except that (o;,K;) is replaced with
(M w10 KI) .

(Subproxy key verification): is the same as
Step C except that g« =v,*K,; (mod p), where
g =h(M,,.K;).

(Proxy signature key generation): is the same
as Step D except that (o,,K;) isreplaced with
(M W’O-i ' K|) .

(Signing by the proxy signer): is the same as
Step E except that the proxy multi-signature on
mfor A, A, ..., A, is
(m,Signap(m),Kl,...,Kn,MW).

(Verification of the proxy multi-signature): is
the same a Step F  except that
v=v,%...v, K, --- K, (mod p), where

e =h(M,,K,) for I<i <n.

Step i

Step ii

Step i

Step iv

Step v

Step vi

5.2 Cryptanalysis of the Scheme

In the following, we show that the Kim-like proxy multi-
signature scheme is insecure against a direct forgery.
Without loss of generality, we assume that A wants to

forge a proxy multi-signature on m for A, A,, ..., A.
He first selects t-1 random numbers, K,,..., K, e Z {0},
and then computes e =h(M,,K;) for 2<i <t. Then he



selects a random number k, eZ, ,/{0}, computes
K= (v, v %K, - K,) gt (mod p) and
e =h(M,,K,). Let s be the private key of A. Thus
o, = S € +k (mod p-1) isavalid proxy signature key
and v=g”* (mod p) is the corresponding proxy public key.
Thisis because

v=v%..v*K, - K, (mod p) =

Vv*K; KK, (mod p)= (g*)*g“ (mod p)

= g (mod p). Therefore, A canuse o, to generate a

IO

forged proxy multi-signature on an arbitrary message mfor

ALAL ..., A.

6. PROXY-UNPROTECTED PROXY
MULTI-SIGNATURE SCHEME
AGAINST FORGERY

Both the Mambo-like and the Kim-like proxy muilti-
signature schemes, proposed by Yi et al., are proxy-
unprotected because the identity of the proxy signer cannot
be proved. In this section, we present a proxy-unprotected
proxy multi-signature scheme which is secure against
forgery. The system parameters are the same as those in
the Mambo-like proxy multi-signature scheme and we
assume that the proxy signer has a private key s,

S

€ Z,,{0} and the corresponding public key v, =g~
(mod p).

Stepa  (Subproxy key generation): is the same as Step
A exceptthat o, =s -v, + kK, (mod p-1).

Step b (Subproxy key delivery): isthe same as Step B.

Step c (Subproxy key verification): is the same as
Step C except that g° =v," K, (mod p).

Stepd (Proxy signature key generation): is the same as
Step D.

Step e (Signing by the proxy signer): is the same as
Step E.

Step f (Verification of the proxy multi-signature): is

the same as Step F except that
v=y" v KK S (mod p).

Security Analysis:

Without loss of generality, we assume n=2. Therefore,
v=v,"v,” K, K, * (mod p) .

In the following, we show that the public key substitution
attack cannot work here. Without loss of generality, we
assume that A wants to forge a proxy multi-signature on

mfor A and A,.Let v, =v,*.g° (mod p), K, =v,".g*
(mod p), and

gap :Vzav1+v2+cK1+eK2gbvl+dK1+fK2 (mod p) must hold. If A
can make the equation av, +v, +cK, +eK, =0 (mod p-
1) hold, he can obtain o, = bv, +dK; + fK, =0 (mod p-
1). However, it is infeasible to find a, ¢, and e such that
av, +Vv, +cK, +eK, =0 (mod p-1) holds. This is
because v, depends on a, K, depends on ¢, and K,

depends on e, and hence any change of a, ¢, and e will lead
tothechangeof v;, K;, and K, respectively. If he fixes

v;, K;, and K, such that they are independent of a, c,

and e respectively, then he must solve the difficult discrete
logarithm problem to find b, d, and f.

K,=v,°.g" (mod p). Then

7. PROXY-PROTECTED PROXY MULTI-
SIGNATURE SCHEME AGAINST
FORGERY

In Yi et al."s paper, they mentioned that their idea can
also be used to construct proxy-protected proxy multi-
signature schemes in which the proxy signer cannot later
repudiate the proxy multi-signature which he has ever
signed. Similarly, these constructed proxy-protected proxy
multi-signature schemes also suffer from the same security
problems as described above. In this section, we present a
proxy-protected proxy multi-signature scheme which is
secure against forgery. The system parameters are the
same as those in the Mambo-like proxy multi-signature
scheme. Moreover, let h( ) be a public collision resistant
hash function. Furthermore, the proxy signer has a private

key s, € xZ,,/{0} and apublickey v, =g% (mod p).
Step (1) (Subproxy key generation): is the same as Step
A except that o, =s, v, +kh(M,,K;) (mod
p-1), where M, is a warrant which contains
the original signer 1D, the proxy signers 1D,
the issue time for the delegation, the valid
delegation period, etc..

(Subproxy key delivery): For each 1<i <n, the
origina signer A sends (M,,o;,K;) to the
proxy signer over a public channel.

(Subproxy key verification): is the same as
Step C except that g% =v," K,"") (mod
p).

(Proxy signature key generation): If the proxy
signer confirms the validity of all
M, o0;,K;) for 1< i <n, then he computes

Step (2)

Step (3)

Step (4)



o,=S,-V,+ .0, mod (p-1) as a valid
i=1

proxy signature key.

Step (5) (Signing by the proxy signer): is the same as
Step E except that the proxy multi-signature on
mfor A, A,, ..., A, is
(m,Sgn% (m),K,,...K,,M,,).

Step (6) (Verification of the proxy multi-signature): is

the same as Step F except that
V= vap ,V1V1 "'ann . th(vaKl) Kn(Mw!Kn) (mod p) .

Security Analysis:

The difference between the proxy-protected proxy multi-
signature scheme and the proxy-unprotected proxy multi-
signature scheme proposed in Section 6 is that the proxy
signer’'s public key isincluded in the proxy public key v,
and K, isreplaced by K,"""  Similar to Section 6,
the proposed scheme is also secure against the public key
substitution attack. Here we also note why K, is
replaced by K,"™=) If K/ is used, the resulting
scheme is unfair to the original signers because the proxy
signer can transfer the delegation to others. The use of
K,"™«5) limits the transference because M, indicates
who the proxy signer is.

8. ON SUN-LEE-HWANG THRESHOLD
PROXY SIGNATURE SCHEME

In this section, we show that the Sun-L ee-Hwang threshold
proxy signature scheme [8] is also vulnerable to the public
key substitution attack and a direct forgery. For
simplicity, we describe only the signature verification
process of the Sun-Lee-Hwang scheme.

Let p be a large prime, g be a prime factor q of p-1,
and g be an element of order qin Z. Let p, p,, ..., P,
be the n proxy signers. Assume that the original signer has
aprivate key x, and apublic key y, =g* (mod p); and
each proxy signer p, has a private key x, and a public
key y. =g* (mod p). All these public keys are certified

by aCA. The PGID (Proxy Group ID) which records the
proxy status is defined to be {EM, Time, Group}, where
EM denotes the event mark of the proxy share generation
including the parameters t and n, Time denotes the valid
delegation period, and Group denotes the information
describing the identities of the origina signer and the
proxy signers of the group. A threshold proxy signature
on mis (m, r, PGID, Y, T), which is cooperatively

generated by t out of n proxy signers. Any verifier can
verify the validity of the threshold proxy signature (m, r,
PGID, Y, T) by checking if the following equation holds:

9" =[y,""™r [Ty 1" Y (mod p).

i=1
8.1 Cryptanalysis

Without loss of generality, we assume that p, wants to

forge a threshold proxy signature on an arbitrary message
m for an arbitrary proxy group { p,, p,, ..., P,}. Hefirst

selects three random numbers, r, a and b Z,, and a
forged PGID.

b

Then he computes Y=g (mod p),

Y, :(yoh(r'PG'D)rH y,)'g* (mod p), and T= ah(m)+bY
i=2

(mod ). Finaly, he makes a request to CA for updating
his public key with y,. Thus(m, r, PGID, Y, T) isavalid
threshold proxy signature because the verification

equation, g" = [y,"""r [Ty, 1"™ Y" (mod p), holds.
i=1

In addition, the original signer can also forge a valid
threshold proxy signature with respect to an arbitrary
proxy group by updating his own public key, while the
proxy group can not repudiate. We describe this forgery
asfollows:

We assume that the origina signer wants to forge a
threshold proxy signature on an arbitrary message mfor an
arbitrary proxy group { p,, P, ..., P,}. Hefirst selects

three random numbers, r, a and b € Z_,, and a forged
PGID.

q’

Then he computes Y=g° (mod p),

Yo=(r]] y,) "D ga (mod  p), and T=
i=1

a-h(r,PGID)-h(m)+b-Y (mod qg). Finadly, he makes a
request to CA for updating his public key with y;. Thus
(m, r, PGID, Y, T) is a valid threshold proxy signature

because the verification equation, g'=

[yoh(r,PGID)r H y 1"™ YY" (mod p), holds.
i-1

In the following, we show that a direct forgery by the
origina signer can work. The original signer first selects
two random numbers a and b € Z,, and a forged PGID.

Then he computes Y=g* (mod p), r=(]]v;)™"g" (mod
i=1

p), and T= [x,-h(r,PGID)+b]-h(m)+a-Y (mod q).

Thus (m, r, PGID, Y, T) is a valid threshold proxy



signature because the verification equation, g’ =

[yoh(r,PGID)r H y 1"™ ¥Y (mod p), holds.

i=1
8.2 Our Improvement

In this section, we present an improved threshold proxy
signature scheme in order to defeat the above attacks.

Proxy share generation:

Step (I)  The original signer randomly selects K e Z,,
computes 7 = g* (mod p), and broadcasts T .
Step (I1) (a) Each proxy signer p, randomly selects «;

€ Z, and computes 1, =g“T (mod p).
(b) Each proxy signer p checks whether
e Z;. If thisis not true, he goes back to step
(8). Otherwise, he broadcasts r, .

Step (I11) The origina signer computes r = TII.r.,
S=nxh(r,PGID,y,)+k (mod g), and
broadcasts S .

Step (1V) Each proxy signer p computesr = T1..,r, and
checks if the following equation holds: g°

- yon’lh(r,PGID,yo)i;- (mod p)'

If it doesn’t hold, p, broadcasts an error and
stops.

Each  proxy  signer o} computes

§=S+a +x-h(r,y;) (modaq).

Each proxy signer p randomly selects a
polynomial f; of degree t-1in Z, such that
f(0)=1s. Thatis f (x) = §+a,x+ ... +

Step (V)

a,.,X" (modq). Then p sends f,(j) mod
qto p; (for 1< j <n and j=i) in a secure
method. In addition, p aso broadcasts
g**, ..., g™ [Notethat g* doesn’'t need to

be broadcasted here because g°
h(ry) -1

can be
computed by: g% =g°r,y, . For each
distributed f; (i) (for 1<j <nand j=i), p, can
verify the vaidity of f, (i) by checking if the
following equation holds:

gfl(i) - ggrj yj h(rv)',)i:’—l (gam)i (gal‘z)i2

(g*)" (modp).
If al f, (i) are verified to be legal, each p

computes X’ = ij(i) (mod @) as a vaid

i=1

proxy share. Let f(x) = > f,(x) = D5
j=1 =1

+ Oa, )% (mod q.

=1

n
+Qla)x + ...
i=1

Hence, x'=1(i).

Note that in Step (V), if these n proxy signers collude,
they may change the threshold value t into t'. However,
this collusion is not meaningful because t dishonest proxy
signers can sign any message that they want to sign.

Generation of the proxy signature without revealing
shares:

Without loss of generality, we assumethat p,, ..., p, ae
the t proxy signers who want to cooperate to sign a
message m on behalf of the original signer. Each proxy
signer p (1< i <t) randomly selects a polynomial f,’ of
degree t-1in Z,. That is f'(X) = a,'+a  'x+ ... +
a,.,'X" (modq). Thus f’(0) = a,’. Then p sends
f,"() to p; (for 1<j <t and j=i) in a secure method. In
addition, p aso broadcasts g*°, g**, ..., g™*. For
each distributed f,’ (i) (for 1<j <t and j=i), p, can verify
the validity of f,’ (i) by checking if the following equation
holds:

g"¥=g" (g"*) (g"*)" - (g"*)" (modp).

If al f,’(i) are verified to be legal, each p, computes x"
= ifj'(i) (mod q) and Y:f[ g®° (mod p).

j=1 j=1

Let f'(X =Zt:fj’(x) = Zt:ajyo’+(zt:ajvl’)x+ .

t
X a, )X (modg). Thus, X" = f'(i). Theneach p
j=1

computes T, =x’'h(m) +x"Y (mod q). Let f"(x) =
f)h(m) + f'(X)Y. Hence T, = " (i) (mod g). Each p,
broadcasts T,. For each distributed T, (for 1< j <t and
j#), p can verify the validity of T, by checking if the
following equation holds:



gT‘ :[ g”gF_nHeryjh(r'yl) (Hgam)i (l—IgaJ.z)i2
=1 j=1

==

" itt m ' a0’ ' a1 '\i ' a;5'\i?
(e ") 1" - [(e ") (e 9") (e 9"") =

i1 i1 -1 i1

(e g™)" I' (mod p).

j-1
Each p computes T = f" (0) = f(O)h(m) + f’(0)Y from
T, (for 1+ j +t) by applying Lagrange interpolating

polynomial. The proxy signature of mis (m, r, PGID, Y,
T).

Verification of the proxy signature:

<s
Because g (modp) = g~ (modp) =

B (0301 )
g - (mod p) =

h(r,PGID,Y,)%,3< (o, SKEXh(r,)

9 o (mod p) =

n n
h(r POID.Y) f e yih(r,x) (mod p) =

i-1 i-1

Yo

h(r,PGID,y,) h(r,y;)

reb

i-1
new public key.
Thus verifier can verify the validity of the proxy signature
(m, r, PGID, Y, T) by checking if the following equation
h(r,PGID,yD)r e yih(r,y) ]h(m) YY (mOd p)'

i-1

where y, is the original signer's public key and y,’s are
the proxy signers' public keys.

Y, (mod p), we can use g'© asthe

holds: g" = [y,

9. A GENERAL APPROACH TO DEFEAT
THE PUBLIC KEY SUBSTITUTION
ATTACK

From Section 2 and 4, we know that both the Sun-Hsieh
proxy signature scheme based on the Mambo-Usuda-
Okamoto scheme and the Mambo-like proxy multi-
signature scheme are only subject to the public key
substitution attack. In this section, we propose a general
approach to defeat the public key substitution attack
without modifying these two schemes.

It isclear that under the public key substitution attack,
an attacker must update his public key, but the
corresponding private key is unknown to him due to the
difficulty of the discrete logarithm problem. Therefore we
need a strict CA that can prove the user’ s knowledge of the
corresponding private key when a user registers or updates

his public key. This work may be completed by either
encryption or signature. For example, the CA selects a
challenge number r, encrypts it with the user’s public key
and sends the ciphertext to the user. The user must
response r to CA in order to prove that he knows the
corresponding private key. On the other hand, the CA
may request the user to sign a challenge number r, and
then check the validity of the signature on r with the user’s
public key.

10. CONCLUSIONS

In this paper, we have shown that some proxy signature,
proxy multi-signature, and threshold proxy signature
schemes are vulnerable to the public key substitution
attack and/or the direct forgery. The improved versions of
these schemes are proposed to defeat these attacks. Due to
the limit of space, we omit the security analysis of these
improved schemes. The detailed anaysis for these
improved versions are given in the full version of this

paper.
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