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ABSTRACT

The authors propose a novel generalized secret sharing
scheme that realizes an ordered access structure, in which
the participants of a qualified subset can reconstruct the
shared secret only if they follow the sequence of share/
subshare presentation specified by the dealer. The security
of the proposed scheme is based on the intractability of the
discrete logarithm problem and the robustness of the one-
way hash function. Besides, the cheating trick by pre-
senting a fake subshare or the violation of the sequence of
share/subshare presentation will be effectively identified
during secret reconstruction.

1. INTRODUCTION

A secret sharing scheme is a very useful method for
safeguarding a secret (for example, a sensitive document
or a cryptographic key) among a set of suspicious
participants [3, 13]. For doing this, the shared secret is
usually divided into several pieces of shares and each
participant is assigned a share. Meanwhile, each parti-
cipant will be grouped into one or several qualified subsets,
such that only the participants of a qualified subset can
cooperatively reconstruct the shared secret by presenting
their shares to each other. With all the qualified subsets
regarding the shared secret they form an access structure
and the secret sharing scheme that realizes a general
access structure is referred to the generalized secret
sharing scheme|[2, 5, 9, 12].

Almost previously proposed generalized secret sharing

schemes provide only the solution that the participants of a
qualified subset have order-free sequence for the presenta-
tion of shares or subshares. Sometimes, it may require that
these participants should follow a seriate order to present
their shares or subshares for secret reconstruction. Such

restriction for the presentation of shares or subshares could
be in compliance the authorization strategy specified by
the dealer. The access structure that achieves such require-
ment is called the ordered access structure. Note that, like
previously proposed secret sharing schemes, the shared

secret cannot be reconstructed if any one of the partici-
pants in the qualified subset is absent during the secret
reconstruction phase.

Based on the intractability of the discrete logarithm
problem [1, 8] and the robustness of the one-way hash
function[7, 11], we shall propose a new generalized secret
sharing scheme that can realize an ordered access structure.
In the proposed scheme, each participant only holds one
single share with fixed size. When the participants of a
qualified subset want to reconstruct the shared secret, each
of them should follow the predefined seriate order to
present a publicly verifiable subshare (generated from his
own share) to the subsequent one for secret reconstruction.
Cheater identification for secret reconstruction, which has
been intensively studied in the literature [4, 6, 10, 14-16],
is also considered on the design of the proposed scheme.

2. THE PROPOSED SCHEME

Denote G ={uy,Us,.., Uy} asaset of n participants that
want to share a secret k, and D as the dealer of k. Let G,
be the ordered access structure of k defined by D and Q
be the i-th qualified subset in G, . For preserving the
property of the ordered access structure, any ordered
qualified subset Q; is represented as a sequence, i.e.,
< U, U, Uiy >, Where each U1 G . The shared
Ujj 'sin Q
honestly present their subshares (derived from their own
shares) satisfying the sequence < ujy,Ujy,..., Uiy, > SPEC-
fied by the dealer D.

secret k can be reconstructed only if all

The proposed scheme is divided into two phases: the
preparation phase and the reconstruction phase. In the
preparation phase, the dealer D defines system parameters,
generates a share for each participant, and generates a
check vector and a ticket for each qualified subset in the
access structure. The main tasks in the reconstruction
phase include generation/verification of subshares and
secret reconstruction. Details of these two phases are
described as follows.



2.1. Preparation Phase

Initially, the dealer D prepares a noticeboard that is
publicly readable to all participantsin the system, but only
he has the access privilege to update the contents of the
noticeboard. After that, D performs the following steps:

Step 1. Define system parameters:
(1-1). Select two large primes p and g, such that
al(p-1).
(1-2). Select agenerator g modulo p with order g.
(1-3). Publish aone-way hash function h.

(1-4). Put {p,q,9} inthe noticeboard.

Step 2. Generate a share S = (slj,s2j) for each

uil G, where Slj,SZjiza are randomly

chosen, and then send Sj to uj via a secure

channel.
Step 3. For each qualified subset Q; in G, generate a

check vector V; and aticket T; as follows:

(3-1). Randomly select aninteger W1 Z;.
(3-2). Let (Sl” ,sZij) be the share for Uiji Qi .
For j=12,...,m, compute

Wij = Wj(j-g) 8l +s2;j modq, @
vij =h(g"")mod p.

(33). Compute t}; and t2; as tl; =g"™0 mod p
and t2; =k- g%“immod p .

(34). Denote V; and T; by V; = (Vj, Vi, Vipy)
and T; =(t1;,t2;), and put V; and T; in

the noticeboard.

2.2. Secr et Reconstruction Phase

Suppose that the participants of the qualified subset
Q =< Uiy, Ujp,.., Uiy, > Want to reconstruct the secret k

and the communication channels among them are
noise-free. These participants cooperatively perform the
following steps:

Step 1. The first participant uj; gets tl; from the

noticeboard, computes the subshare Ay by
Aq :t]1-51i1 xgS41mod p and then presents it to
the subsequent participant u;,.

Step 2. The subsequent participants uj 's (for j=
2,3....,m- 1) do the following tasks in accordance
with the sequence <Ujp,...Ujm-1) >:

(21). Get vj¢j-y from the noticeboard and verify
Ai(j-l) by testing if
h(A(j-1) =Vi(j-y(modp). @

If the equality fails, then identify uj¢j.1) asa

cheater and stop this phase.
(2-2). Compute asubshare

» 2
Aj =Aj-3 5 x> mod p. ®
Then, present it to the next participant
Ui (j+1) -

Step 3. The last participant u;,, first verifies Am.p) as
in  Step  (2-1), and  then
Am=Am. 5™ xg%m modp and presentsiit all

computes

the other participantsin Q.

Step 4. Every participant  Ujj 1 Q- <Ump> gets v,
from the noticeboard and verifies A, asin Step
(2-1). A

Step 5. Every participant  Uj; | Q ogets t2; from the

noticeboard and reconstructs the shared secret k by
computing k =t2; + Aj,mod p.

Note that from Steps 2 to 3, the violation of subshare
presentation will be effectively identified, because the
subshares A’ s sequentially presented by the participants

of the qualified subset are publicly verifiable. Once the
shared secret k has been reconstructed, all these subshares
are useless.

Here, we will give abrief sketch to show that the proposed
scheme works correctly. By raising both sides of Equation
1 to exponents with base g, it yields the result of Equation

3. Based on the fact that Ay = gwi (mod p) , one can

easily deduce the correctness of the proposed scheme from
Equation 3.

3. SECURITY ANALYSS

It is believed that solving the discrete logarithm problem
(DLP) over GF(p) is computationally infeasible when p is
large (e.g., more than 512 hits) [8]. On the other hand, a
one-way hash function h is considered robust enough if it
produces a large enough output (e.g. at least 128 bits [11])
and has the following properties[7]:

(i) h can be applied to an argument of any size and
produces afixed-size output.

(i) Givenx, itiseasy to compute h(x).

(iii) Given h(x), it is computationally infeasible to deter
mine X.

(iv) h(x) is collision free, i.e. it is computationally
infeasible to find distinct x and y with h(x) = h(y).

The security of the proposed scheme depends on the
achievement of the following two issues:

Security issue 1: Under the cryptographic assumption the
DLP, any adversary cannot reveal the share held by the
participant from its derived subshare.

Analysis:



From Equations 1 and 3, it can be seen that the share
Sj =(slj,s2;j) for u;1 Q is protected by the secret

parameters W’ s chosen by D. However, it is computa-
tionally infeasible to solve wj;’s form the public check

vector V; or the ticket T; under the cryptographic as-
sumption of the DLP.

Security issue 2: Under the robustness of a one-way hash
function, the cheating trick by pooling a fake subshare will
be effectively identified.

Analysis:

From Step (2-1) of the reconstruction phase, it is to see
that afake subshare will beregarded asvalid if it can pass
the verification check, i.e., Equation 2, performed by the
subsequent participant. However, under the assumption of
a robust one-way hash function, it is computationally
infeasible for an adversary or a malicious participant to
find the input value corresponding to a specific output (i.e.
the check value Vj; in the check vector V;) from the

one-way hash function h.
4. CONCLUSIONS

We have addressed a new application for a generalized
secret sharing scheme that realizes an ordered access
structure, in which the participants of a qualified subset
can reconstruct the shared secret only if they present their
subshares in a seriate order specified by the dealer in
advance. The security of the proposed scheme is based on
the intractability of the discrete logarithm problem and the
robustness of the one-way hash function. Besides, the
proposed scheme provides the solution for identifying the
cheating trick by presenting a fake subshare or violating
the seriate order of subshare presentation during the secret
reconstruction phase.
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