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ABSTRACT

In this paper, we propose a general solution
of interconnecting various authentication and
kev distribution protocols over a heterogeneous
IWAN without affecting the original security
platforms. '

I. INTRODUCTION

In a wide area environment, many local area
environments (which is also called realms or
domains) may be interconnected via a backbone
network. Each realm may adopt a security
platform for its requirements. Therefore, there
may be many different authentication and key
distribution protocols [3, 5, 6, 7. 8, 9] in various
realms. Fach realm can use its required
encryption algorithm, such as DES, RSA [10], or
MAC (Message Authentication Code) encryption
technique [11]. For this reason, a heterogeneous
AN can be defined as (1) each realm can adopt
a different security protocol, and (2) each realm
may use a different encryption algorithm.
Otherwise, the environment is  called
homogeneous.

Therefore, an end-to-end inter-realm
authentication and key distribution protocol is

important  for  practical heterogeneous
environment  usage. Many  researchers
constructed protocols for inter-realm

authentication and key distribution, such as Lu
and Sundareshan’s protocol (1, 2], Kerberos [3],
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Piessens. Decker and Janson's protocol [4]. Lu
and Sundareshan’s method used a hierarchical
architecture to construct their end-to-end inter-
realm protocol. so the same protocol should be
adopted in all realms. Kerberos has the similar
situation. In this situation. the original security
platform which the realm adopts should be .
abandoned if inter-realm secure communication
is required. Piessens. Decker and Janson's
method connects two different existing protocols
successfullv. but it can be used only in
connecting two adjacent realms.

This paper proposes a general solunon of
interconnecting various authentication and key
distribution protocols over a heterogeneous
WAN without affecting the original security
platform. The control center of the long-haul
network (LHCC) in [1. 2] is not needed in our
protocol. The network topology is also
unrestricted. The inter-realm protocol is easy to.
port and totally transparent to users.

This article is organized as follows : Section
II gives a brief description of various inter-realm
protocols.  Section  III  illustrates  the
interconnection mechanisms of our design.

. Section IV demonstrates a example for inter-
realm authentication and key distribution to show
the generality of our design. Section V compares
our designed protocol with several existing inter-
realm protocols. Also, performance issues are
discussed. Section VI gives a conclusion of this
article.

II. PREVIOUS WORKS
A. Luand Sundareshan’s protocol (1. 2]
Lu and Sundareshan’s protocol adopts the

hierarchical architecture to perform
authentication and key disiribution. The control
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center of the long-haul network, LHCC, is set up
to maintain the inter-AS exchange keys of
authentication servers in various realms.

After the completion of the above protocol,
the requesting client and the requested .server in
different realms share a session key for secure
communication. Note that both realms should
adopt the same protocol, which involves LHCC,
ASs, and the resiricted flow steps, for
accomplishing end-to-end secure communication.
This protocol is classfied as one which is
operated in homogeneous environments since the
same protocol should be performed in various
realms.

B. Kerberos [3]

 In Kerberos version 4, each TGS (Ticket-
Granting Server) stores secret keys with other
TGSs, so the local TGS can provide the ticket for
remote TGSs. This approach causes the problem
of scalability. In contrast. Kerberos version 3
adopts a hierarchical concept, in which each TGS
shares secret keys with TGSs in its parent and
child realms. The multi-hop inter-realm
authentication is then performed in version 3.
The scalability problem is resolved, whereas
additional message transmissions for requesting
remote services occur. Note that Kerberos is also
executed in homogeneous environments.

C. Piessens, Decker and Janson’s protocol [4]

The object of Piessens, Decker and Janson’s
protocol is to interconnect existing different
protocols of adjacent realms. A  proxy
mechanism is used in gateways to accomplish the
object.

The major disadvantage of Piessens, Decker
and Janson’s  protocol is  that onmly
interconnections of  adjacent realms are
considered. The protocol can not be applied
across several realms or over a large WAN. The
protocol  suffers  another  problem  of
interconnecting various security platforms. It is
difficult for both cryptosystems to share a session
key, for example, a conventional-encryption
cryptosystem such as DES can not agree a
session key with a public-key cryptosystem such
as RSA. Except this condition, problems can also
happen when interconnecting both conventional-
encryption cryptosystems or interconnecting both
public-key cryptosystems. This problem is
mentioned in [4].

ITI. Interconnecting Mechanisms
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A. Proxy Mechanism

The proxy mechanism used in our protocot
adopts the concept of Piessens. Decker and
Janson’s protocol, with some modifications.
There are proxy processes, which play the roles
of clients and servers, in gateways. But in
contrast to their protocol, proxies for the
requested servers are generated in the gateway
which connects to the realm of the requesting
client, whereas proxies for the requesting clients
are generated in the gateway which connects to
the realm of the requested servers. Besides
proxies of clients and servers. gateway proxies
are generated for each session period. These
gateway proxies handle all inter-gateway
transactions, including protocol translations,
cryptography transformations, etc.

B. DH+MSR

The DH+MSR mechanism [12] in Fig. | is
composed of the Diffie-Hellman key exchange
technique [13] and the MSR (Mean Square Root)
technique [14].

C. Stateful and Stateless Gateways

Gateways can be categorized into two types.
One called stateful gateways can keep long-term
and short-term information for communicating
endpoints. The other called stateless garewavs
can keep short-term rather than long-term
information. The definitions of short-term and
long-term states in gateways in [4] are re-
illustrated as follows :
¢ short-term state: state that has to be kept during

the translation of one dialogue.
e long-term state : state that has to be kept
between successive dialogues.

D. Virtual Link

If there are no inter-gateway keys between
gateways, the system is insecure. If there are
inter-gateway keys for every adjacent gateways,
the system is insecure and inefficient since
transformations should be performed in the
intermediate gateways. If there are inter-gateway
keys for every two gateways, the scalability
problem occurs.

The most efficient way to solve the
problem is to distribute inter-gateway keys
dynamically when inter-realm comimunication
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occurs. The key exchange occurs along with the
request and the response messages. Then the
encryption /decrytion operations are handled
only at the source and destination gateways,
whereas the intermediate gateways simply
forward messages. We call this method the
virmul link technique (Fig. 2) since it seems that
there is a direct link between the source and the
destination gateways.

The method used in this paper to implement
the virtual link technique is the DH-+MSR
mechanism. The major advantage of «the
technique is that no inter-realm third party, such
as LHCC in [ L. 2]. is required.

IV, EXAMPLE

The meaning of the notation in the examples
came from {4], and are described as follows :

* The common notation of entities is represented
as Qix" or Qix". which Q" is the real entity
and Qjy " is the proxy process in a gateway.

* QQ is an object of C (client), S (server), AS
(authentication server), or GW (gateway).

* Q" means that it is the i-th entity in domain X,
which uses authentication system n.

Fig. 3 illustrates the flows that a client Ciy'
requests services from a server S;,”. Assume
realm X adopts the KSL protocol, whereas realm
Y uses the NS protocol. The parenthesis {}, <>
and () in the following description represent
different cryptoaraphy such as DES.

L. CI\ Y . NL»C:\

2. S_l‘l _*AS\ PNy Cl. W .er_/)

3. AS\ - JY : {fvx'rCi.X'I'Kc.\"}Kgn:tv {lvc»
Sﬂ 1-1\“ }/\L i

4. Sy ’*GW\ : Sjy' passes the request to
W,

5. GWY'=GWy* & Ny G, G, Sjy7, Py, Cert,
where P.=c™ mod N,

Cert,= ,//](GH/;, , P; ymod N,

6. GWy? checks if Cert,’=h(GW,P,) mod N,
if so, computes the inter-gateway key
(PJ 'mod N,
GWY —*C,x © GWy? passes the request
to C,\

7. CI\ Sy D Ci’ N,
8. Sy _’AS ? 87 (Cix " N T Ny
9. ASy ’C,\ .

(S}} N Ac 3 T)Aa\m(cﬂ KL srT)lu fv
10. Ct\ e (Ctk K«, wT)Iu (N)[u ¥

11. Cix —*GWY C Cix? passes K, and the
tlcket (C,k KL v T to GWY

12, GWy =GW
G W <Num>5/m GW‘,NQﬂ P, Cert,
(C:X 'S_/Y EKn A‘L A'(CIY Kc AoT)Iu)/\\\

where P_v=a5~" mod N,

Cert,= 1/]z(GW , P, ) mod N,

13. GWy' Checks if Cert,”=h(GW,.P,) mod N,.
if so, computes the inter-gateway key
EK,‘}.=(R‘:)S" mod N
Gw\' -GW,*: GW, <N ™ By

14. GW\ - Jyl : GW\ passes the tld\et
(CI\ S/)‘ EKU K; KE (Clk K( K T)M)/\u o S|\

15. Sy '=Ciy’ D N. Sy AR } e
{ Tg};:\‘- CL\'IvK:.s' 'vEKr_t"S}')'- ( CI ¥ ! S/ ¥ EK\‘_\'vKu iw(
CIX ~'1{c K 7;\')1\1\' )Ks:\'} Kt\"‘Vl V ks

16. CL‘(‘_’ le IS P
Fig. 4 illustrates the flows of repeated

authentications of the above protocol. The

detailed steps are shown as follows.

1. Ci'— J\' SN Tu“\C,\ Ko EK. Sy
(Cl\ S/) EK\\ '(\(CI\ K §r T)l\s )M\il\u

2. Sy —>GW\< : Sy p%scs EK,,. S,, and
(Clk S/) EK\\ L\(C'lk K‘ ¥ T)A»)Au to
GW\

3. GwK 'SGWy ! Now S (Ci Sjv EK,y.

(. st (C‘ﬂ KLA T)/H)A\\ .

4. GWy —»C,\ GW\ gets EK\\ and

passes S/y K. ,.(C,\f Kt - T),“ to Cix°

5 Cl\ — _]\’ . IV‘ '(Cz\ KL ye T )A\
6. SJ\ Cl\ : . N (N )/\L ¥
7. Cl‘( o J\~ : (Ns )/\1'1\‘

8. Cix —»GwY : Cixacknowledges GWy*
9", GWy =GWy 't G, <Ny >exiy. Gy Ny
10°.GWy *—GWy ' : GW,,<Ngm>£,m

1 GW\(' =Sy GW\ acknowledges Sy '
127, S,y —*Cl\ : lN };\U
13’ Cl‘( - JY : ffva § Kes®

In the above inter-realm protocol. the inter-
gateway key EK,, is included in the inter-realm
ticket. This is because we assume stateless
gateways are used. When a session is closed, the
inter-gateway key between GWy and GWy is
removed. To include the inter-gateway key in the
ticket avoids the additional overhead of
computing that key. When the ticket passes
through GWy and GWy, the inter-gateway key
EK,, is directly distributed to both gateways.

If stateful gateways are used, long-term
information can be stored. For example, cross-
realm information, such as inter-gateway keys in
Table. 1, can be cached in gateways. If an inter-
realm request is issued, the source gateway, such
as GWy, looks up the inter-gateway key table. If
a destination gateway, such as GWy, is found, an
inter-gateway key EK,, can be extracted from the
inter-gateway key table. If no such information
exists, the inter-gateway key exchange described
above should be executed. In the stateful gateway
case, the inter-gateway key EK,, is not necessary
to be included in the ticket in the above protocol,
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since such information has been cached.

Every gateway has a secret key, for example
K, and K,, in the above protocol. If the secret
key is compromised, replacement of a new secret
key for the old key can be performed, and then
the gateway remains in the secure state. For
providing a secure environment, the gateway can
change the secret key periodically.

V. DISCUSSION

A. Comparisons

The comparisons of our protocol with
Piessens. Decker and Janson’s protocol, Lu and
Sundareshan’s protocol. and Kerberos version 5
are listed in Table. 2.

All mechanisms of our protocol are
performed in gateways. There are two major
advantages for such design. First, the inter-realm
protocol is totally transparent to users. Secondly,
the design makes the protocol more efficient for
porting. Porting can be done by simply changing
gateways without affecting the original systems.

B. Performance Analysis

Since the security platforms in local realms
remain unchanged, they are not the factors to
affect performance. The main factors exist in
gateways and inter-gateway transmissions. We
evaluate the performance from the aspects :

(1) Does the protocol incur any additional
message transmission?

(2) How much overhead will the protocol suffer
from computing inter-gateway keys?

(3) How much overhead will the protocol suffer
from transformations of different encryption
algorithms in gateways?

For the part of (1), our protocol does not
incur any additional message to perform the
inter-gateway key exchange. The components of
the DH+MSR mechanism, the public key and the
certificate, accompany with the request and the
response messages which are the necessary parts
of inter-realm secure communication.

For the part of (2), gateways compute inter-
gateway keys upon receiving the opponent’s
public key and certificate. Note the public key is
pre-computed, and the certificate is given by an
off-line central authority, these parts do not raise
any overhead. The computations in gateways are :
to check the certificate (Cert’ =h(GW,P,) mod
N,), and to compute the inter-gateway key
(EKo=(P)™ mod N). In the case of stateful
gateways, the procedure of the inter-gateway key
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exchange of two realms is executed only once
since both gateways can cache long-term
information. Stateful gateways can reduce such
computations. )

_For the part of (3), our protocol should
transform different encryption algorithms at
source and destination gateways. The
intermediate gateways simply forward messages.
Note that the universally agreed intermediate-
ciphered form is necessary since the destination
gateway has to recognize arrived messages. and
so does the source gateway. Without such form.
every encryption algorithm should be recognized
by each gateway. and it is impratical for design.

VI. CONCLUSION

We proposed a general solution to
accomplish the inter-realm authentication and
key distribution for heterogeneous environments
without affecting original security platforms.
Several mechanisms are used to construct the
protocol. The proxy mechanism allows security
platforms in each realm to operate independently.
The DH+MSR mechanism is used to dynamically
exchange inter-gateway keys. The wvirtual link
technique allows the intermediate gateways to
simply forward messages.

Comparisons  with  other  inter-realm
protocols are discussed. Performance issues are
also proposed. We have demonstrated the
outstanding features of the proposed protocol.
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Destination Destination GW Inter-Gateway Key
S GWy - EK,,
s GW; | EK,
Table. 1 Inter-Gateway Key Table
Our Piessens, Kerberos Lu&
Protocol Decker & V5 Sundareshan
Janson
Connect Existing yes partial no no
Protocols
Permit Different yes yes yes not
Cryptography mentioned
Across Several yes no yes yes
Realms
Repeated yes yes yes no
Authentications (only 2 realms)
Across Realms
Inter-Realm Key DH+MSR not hierarchy hierarchy
Across Realms mentioned
No More Message for yes not mentioned no no
Inter-Realm Kevs

Table. 2 Comparisons of Various Inter-Realm Protocols
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XP.Cert,

Check if Cert} mod N, =

AY.P ) mod N,
ifso, £K, =tP)’* mad .V
else abort

Y.P. Cert,

Check if Gl mod N, =

MX.P)Y mod NV,
ifso. ER (. = (P, )" mod N
else abort -

P, =a¥ mad NV . Cont, =\/h(vX.P;) mod M,

Po=a™ mod N . Cery = JHY .2 mod V,
Fig. | DH+MSR mechanism

TN l <M>£&n ﬁ (M )A"- 5

Fig. 2 Virtual Link Technique

KSL

ACROSS REALMS

Fig. 3 Inter-Realm Protocol of KSL and NS

KSL

NS

ACROSS REALMS
Fig. 4 Inter-Realm Regeated Authentication Protocol of KSL and NS
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