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Abstract

In this paper, we make some changes to
the block size of DES. The original DES encrypts
64 bits of plaintext. Here we propose two
variants. The encryption block sizes are 128
and 32xq(q=2) bits, respectively.
The algorithms are more secure as the
size of encryption block increases.
Besides, we also find out that there does
not exist decryption algorithms for some
variants of the cross-block.
Keywords: encryption, decryption, Data
encryption standard (DES)

1. Introduction

DES was proposed by IBM and adopted as
a federal standard on November 23, 1976 [1].
The original DES operates on 64-bit blocks of
plaintext. Our variants try to expand the size of
encryption block to be variable. There are some
similar variants before. In Generalized DES
(GDES)[1,2], it operates on variable-sized
blocks of plaintext. The plaintext is divided into
q 32-bit sub-blocks and the number of rounds is
variable. In each round and the function f is
calculated once on the right-most block. The
result is XORed with all the other sub-blocks,
ie, 8", 8", .., and B, which are then rotated

to the right one sub-block. The operations in the
last round are modified slightly so that the
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encryption and decryption process differs only in
the order of the subkeys. In figure 1.1, the
operations of the round / are shown.
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Figure 1.1 GDES

In the following sections we shall proposed two
variants.

2. Variant I

2.1 Encryption

The first proposed variant, we call it

variant [ which operates on a 128-bit block of
plaintext with two 56-bit keys. It makes no
differences between encryption and decryption
algorithm except the order of the subkeys.
While encryption, the 128-bit input block is first
transposed under an initial permutation which
is presented in Table 2.1. The generation of our
initial permutation table is similar to the one in
DES except the size expended from 56 to 128
and the difference between neighboring numbers
is 16 instead of 8. The table should be read from
left to right, top to bottom. For example, the
initial permutation moves bit 114 of the plaintext
to bit position 1, bit 118 to bit position 17, bit
122 to bit position 34, and so forth. Then the
output of initial permutation is broken into 4 sub-
blocks, each 32 bits long, which are passed
through # (n must be odd) rounds of
transformations. After that, the 4 sub-blocks are
joined together and transposed under the final
permutation shown in Table 2.2. The final
permutation must be the inverse of the initial
permutation,
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To make the decryption algorithm be the

14 98 82 66 SO 34 18 2 116 10 8 68 52 36 20 3 ; )
18 102 8 70 54 38 2 6120 104 88 72 56 40 24 3 same as the encryption algorithm, the subblocks
122 106 60 74 S8 42 26 10 124 108 92 76 60 44 28 12 the final r ered by
126 110 94 78 62 46 30 14 128 112 96 80 64 48 32 i§ Of:” 5 oih (c:)tmdmustbereordrdb
I3 97 8l 65 49 33 17 1 1S 99 8 6 S 35 19 3 8,78, 8,”5," . The encryption algorithm is
U7 101 85 69 53 37 21 5 119 103 8 71 55 39 23 7
121 105 89 73 ST 4L 25 9 123 107 91 75 59 43 27 described as follows.
125 109 93 77 61 45 29 13 127 11195 79 63 47 31 i3
Table 2.1 Initial permuration Algorithm 2.1 Encryption of variant [
. Input: Plaintext P, subkeys
7283 80 16 88 24 96 32 104 <0 112 48 120 56 13 = Y et " A A el
779 15 87 2395 31103 39 1L 47 19 55 127 &3 K E e K and K220 K3 i
06 7 14 %6 22 94 30 102 33 110 46 113 S4 126 = Output: Ciphertext C
69 5 77 13 85 21 93 29 101 37 09 45 117 53 125 & Process:
68 4 T6 12 84 20 92 23 100 36 08 44 116 52 124 & .
€ 375 U8 19 9 W 9 3 7 45 LS N1 & P is transposed under /P
66 2 74 10 82 13 90 26 93 3t 106 42 {14 S0 12 & [P(P) is divided into 8", B, B, "
65 1 73 9 81 17 8 25 97 33 05 41 11349 121- &7 () ' -5
Table 2.2 Final permutation Fori=lton
. ) ) ‘ Begin
In this variant, the operations are different If i is even
in the even and odd rounds. Let B](.J_ )1 denote the Begin'
. . . B(Ir B\ <)
th input sub-block of the (i-/jth 0 n
_] P . th ( 1) round,& B(”"B‘_Kl)ef(lg( Kll))
denote the jth output sub-block of the ith round. B = gtd

In each odd round (see Figure 2.1), the sub-block B = 3”’ O (B KP)

B} is operated under function / with the subkey End
&;" and then XORed with the sub-block 5. else
Begin

The result becomes the sub-block B3 . The sub- B =g
block 3% becomes the sub-block BV, The 5‘-"—BI"l‘
generations of 5*and B* are similar to the Bm -B(:‘,@“Bm A

Bm_B:_‘i@[ I‘:)'Xl"))
first two sub-blocks. We can see it in this fi igure. A

In each even round (see Figure 2 .2), the
sub-block £ becomes the sub-block B . The

sub-block B'%) becomes the sub-block BY . The

End
End
C: [P-i (B;,“.B,‘,”.B},“.B},“)
O

sub-block 8% is operated under function JSwith
the subkey &'“and then XORed with the sub-
block BZ'. The result becomes the sub-block
8. The sub-block B is operated under
function /' with the subkey 4'® and then XORed
with the sub-block 5!). The result becomes the

sub-block z*.
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Figure 2.1 The operations of 0dd round in variant [
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Figure 2.2 The operations of even round in variant [
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The overall structure is shown in Figure 2.3. The
number of rounds must be odd such that the
encryption and decryption algorithm are the
same except the order of subkeys used in
decryption and encryption is different. The two
initial keys £ and &*Vare used to generate
subkeys &' and & (1<i < n)respectively.
The generation of subkeys is similar to the one in
DES except that the number of generated
subkeys is different. The key scheduling of DES
generates 16 subkeys because there are 16
rounds in DES. As the number of rounds » in
variant [ is not 16, we must design a different left
shift bits table. This can be done by doing some
changes to the left shift bits table of DES. If n is
greater than 16, we can increase the size of the
table by splitting any round that left shift 2 bits
to two rounds that left shift | bit; if # is less than
16, we can decrease the size of the table by
combining the left shift bits two rounds into one
round. Here we generate a left shift table which
produces 15 subkeys in table 2.3 by combining
the first two columns of the original table.
Variant | may use only one 56-bit key which
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means A"+ = £'Y'. [t’s obviously that variant [
with one 56-bit key would be less secure than the
one with two 56-bit keys.
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Figure 2.3 The overall structure of variant [
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TABLE 2.3 Left shift number table

2.2 Decryption

The decryption algorithm is the same as
the encryption algorithm except the order of the
subkeys. The order of the encryption subkeys
are KV KVW...kVand; kP KWK the
order of the decryption subkeys are changed and
reversed, ie., K KB and
KK L KM Let Dk denote the jth key of

the ith round in the decryption and &' is the jth

key of the ith round in the encryption, then the

_ relation between the encryption subkeys and

decryption subkeys can be expressed as:
oK =k =1,2, 1Li<n) (1)

Theorem 2.1 Let DB’ denote. the jth sub-

block of the ith round in the decryption and
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DB . DBy . DBy, DB are the initial sub-block
of ciphertext. We have

DBy =8, for 1754 2)
In the following context, we prove the equation
D8 =85, for 1Si<nand 1L <4(3)

proof:
We will prove it by using mathematical induction
Basic induction: i=1, we will prove pg!*' = 5%/,

for 1</<4.

According to the encryption/decryption

algorithm and Eq.(1),(2), we have:
Dm ‘_051 D_BHI_BH»_B(‘III
DB:*' = DBy @ F (DB . DK}V)
=B ® (B, DK{")
=8I @r (B KPWF(BY, DKM)
=B(5;=B\5-1)

5" I_DBUI _Bt') B("ll BI(':'IJI
DB!"' = DB ® F( DBy, DK{*)

= B(l) @f(BU’ K:“)
O F(BELKI® F(BY DKL)
= B:l: =8,

Hypothesis: let i/ = k and the result holds. That is,
DB, =g, for 1s /54
Consider i = k+1,
if k is even,
DB = DB =B, = Bl = BT,
DB = DB + £(DBY' DKL)
=B ®F(BE DKM
=B (B K@ (B - DEED
= Bk = B
DB = DB = BY, = B, = BY5L,
DB {i{-DB"’@f(DB“’ DK
=8 (B . DK
=B} l®f(3:‘.-‘ I‘KH’)@“‘(B;::-NDK/L{{

=Bl =850,
else
DB = DB = B}, = Byli = BT,
DB =DBY ® F( DB, DK2))
=B:(:4} ®F (B . D K | 1)
=B OB LK S F(BNL L DK
=8 =BT,
DB = DB = B = B, = B,
DB = DB + £ (DB . DK\))

-B:,:’.ef(B*“ DK
=B @ (B WKE®F(BLL L DK

= ot §-3)
"Bn-(' -1 = B/; tiﬂ)
Therefore, P\’ =5Y), for 1<j<pand 15,54

Q.E.D
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Applying Eq.(3) with i = 1, we get DB\ = 5.
DB =8 , DB, =8" and DB, =5". S0
[P(DB" DB\ .DB,* . DBy is the
plaintext.

exactly

2.3 Discussion

According to the description above, we
know that variant [ is still a Feistel network[1]
like DES. The operations of each round are in
fact two one-round operations of DES. On the
last round the resulting four sub-blocks are the
reversed order of the previous rounds.

In the encryption process of variant I, the
128-bit plaintext is divided into four initial sub-
blocks 5,5, 85" and 85" . Then the four sub-

blocks are mixed together through repeated
rounds to make each of output sub-block after
the encryption process is dependent on all the
initial sub-blocks. We use a function §(5,°') to

present the set that influences 51"

Definition 2.1

S8 = {B;“[B;J' is in fluenced by 5}

Hence, the influence relation of each sub-block

in each round by the initial sub-blocks are:
Roundl:

s ={av s ={a" 5"
S(B“”)= B9l S8y = 365;756:»}
Round 2:

S(B Y =5(8" = Bf’,B‘{“}

S(B =8By = 3:,"’}
S8 =SB S(BN)=
S8 ) =SB S(BM)=
Round 3;
5(3}“»=5(3§‘)={BA“}
S8 =S(B U SB)= {55, g
5(5;“)=5(B;")={55“.55”,53”}

S8 =58 oS = (5" A 8 A"
Round 4:

S(B =58 ={a", él).Bom,BA”}
S(B)=8(8)= B, 35)#90“}}

{1) (2) (1)
B B, B l

(1) pi3) 4
555"

5(5:"")=5(B§3’)US(B,(3')= BéN'B((':‘?‘B{;‘H}
5(5',:')=5(B;“)u5(5f”)= Bé“,Bf;“.Bf‘)j'.Bf‘,”}
Round 5:

S8 =587 =B 5, 5]

S8 =580 S =B 5P 47, 5"
S(B;”)=5(B§“)={Bé”.332).30(3),36‘”} 0
S8 =SB S = (B0, 5 5, 5"
Round 6:

S8 v)___S(B;JJ)z{ !;Il.Bal)‘B(;:w‘B,«’H}
.S'(B,f"')=5(B§:')U5'(3_5“)={B$“,B€,“.B,‘,""
5(3i4")=5<5;“’)={BA"'BO“.BA“.BA”

S(B,{"):S(B;”)U5(55'”)={B(;“.B((,I’,B{;:“.B(‘,”}

The derivation results are listed in table 2.4.
From the table we see that affer six rounds each
of the four output sub-blocks is influenced by all
the initial sub-blocks. Therefore, the number of
rounds must be greater than or equal to six.

i)

'H}

Sub-block 1 Sub-block2 | Sub-block 3 Sub-bleck <
Round | a 8. 8% EANER |
Round 2 8. 8" EX i
Round 3 B i 3 7
Round 4| &".8".8".8" ! AN A i
Round 3| 8/".8)".8;" 380080 | a3 s
Round 6] 8,88 . 80" | &, 8,7, 8. 8" | 8.8, 8. 3 | a".8.8,7.3" |

Table 2.4 The relation between sub-blocks in each round and the initial sub-

blocks
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2.4 Extended variant I

|
The block size of plaintext in variant I can

be expanded to 32xg (q is even and greater than
or equal to 4) with one 56-bit key. We call it
extended variant I. In this case, the initial and
final permutation are ignored and the whole
algorithm is as follows:

Algorithm 2.2 Encryption of extended variant I

Input:  32xg-bit plaintext P,  subkeys
K Ky K,
Output: 32 x ¢ -bit ciphertext C
Process:
Pis divided into 8", 84" ... 54
fori=lton
Begin
if i is odd
Begin
for j=1,3,5,7,....g-1,
Begin
B =B
BY =B ®F (BN K,
End
End
else
Begin
5" =54
B =B ®F(BY.K)
j=2,4,6,8,.,4g-2,
Begin
8 =B

B =B @ (B K,
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End
End
End
C=(B8" . B ... B
|
Similarly, the number of round must be
even and after the last round, the resulting sub-
blocks are reserved and combined together to
form the ciphertext. This is done to make the
encryption and decryption algorithms the same.
In DES, it enciphers 64-bit block of
plaintext: our extended variant I enciphers
32 x g -bit block for g is unfixed but must be even
and greater than 4. That is, the number of sub-
block is unfixed and therefore expanded variant [
is more flexible. As g increases, the encryption is
more secure, but the number of rounds must be
increased too.

3. Variant IT

3.1 Encryption

The second proposed variant, we call it
variant II in Fig 3.1, operates on a multiple 32-
bit blocks with 56-bit key. The 56-bit key is used
to generate 71 (n is the number of rounds) subkeys
and the generation algorithm of subkeys is the
same as variant [. Initially, the block is divided
into g 32-bit sub-blocks. There are 7 rounds with
identical operations. In the first round, 5" is the

same as A . The sub-block 5*' is operated
with the key, &, for this round under function f
and XORed with sub-block 8" to get the sub-

| Plaintext
i

: i i i |

—B'_'——' B | \_ B | B By B
] K& dxdK
& i @ @/ RD/
| 3—&—0 ¢
4 . - )

= - !
— ! K i K | K .

-

K, 4 K, — K, K,
v e ¢ o4
i |
i
. A

i
Ciphertext
L

Figure 3.1 The encryption structure of variant II
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block 7% . The sub-block 5! is combined with
the key &, under function /" and XORed with
sub-block A*' to get the sub-block 5! ....etc.
The sub-block By* is combined with the key, &,
under function fand XORed with the sub-block
B to get the sub-block 5*’. These operations
are repeated » times.

The encryption algorithm is as follows:

Algorithm 3.1  Encryption of variant [1
Input : Plaintext P, subkey K &, ...&,
Output: Ciphertext C
Process:
P is divided into B§", 5> ... B"
fori=1ton
Begin
B = e
forj=2tog-1
B =B @ (B K,)
gi'= gL® f(B:\Yt)'Ki)
End
C=(B",8Y,.B%)

3.2 Decryption

The decryption structure is given in Figure
3.2. The ciphertext is first divided into ¢ 32-bit
sub-blocks and then passed through n rounds
with identical operations. The subkeys used here
are the reverse of the encryption subkeys and
they are K, .K,.,...K, - The relation between the
encryption and decryption subkeys is :

DK, =K, for 1Si<n (4)

In the round i, 1<i<n, the sub-block
pa* is the same as DB . Then DB is
combined with the key for this round DK, under
function £ and XORed with the sub-block D52
to get the sub-block DB . The new generated
sub-block pa'* is combined with the key DK;
under function f, XORed with the sub-block
paYy and gets the sub-block A" ,...etc. The
new gth sub-block DB'® is combined with the
key for this round under function f, XORed with
the old gth sub-block DB!9) and gets the new
first sub-block ppi.

The decryption algorithm for variant II is
given as follows:
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Algorithm 3.2 Decryption of variant [I
Input : Ciphertext C,
subkey DK, .DK,...DK,

Output : Plaintext P

Process :
Cis divided into pgy"', DBS™ ... DB
Fori=1lton
Begin
3 . (1
DB = pBY)
Forj=3togq
DB = DB @ F(DB Y DK,)
DB!" = DB & (DB . DK,)
End
P=(DB\" DB ..DBY)
a
Ciphertext |
!
S T U A
(oB [osy pet DB [DBY DB
A ree T ¢ p———
— e ey e
. i | i
i bl ’L [
|l —_—T
[oB(™ DB DBy DB DBH5) DB‘,M:{Q .
EEg L DB
oK, DK, . DK, DK,
DB DB DBRN  pBY) (DBl DB
A A
e N
| - —
p?] [l S?EL pa}-% [} [oBr - DB G
L DK, DK, DK, DK,

' Plaintext |

Figure 3.2 The decryption structure of variant [T

Note that the decryption operations of one round
are sequential, which means that the ¢ blocks of
one round can not be processed with parallel.
For example, the sub-block Dg'* must be

generated before the sub-block pa“; the sub-
block D8 must be generated before the new
fifth sub-block DB ,...etc.

. Theorem 3.1  The relations between the
encryption and decryption sub-blocks are as
follows: )

DBy =8 for 1</<gq and (3)
DB =B (1sj<q,1Si<n). (6)
proof: .
{(1)We will prove it by using mathematical
induction.
Basic of induction : / =1, we will prove
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DB =8y forj=23, .., q. .
Clearly when /=2, DB/* = pg)" = B\ = 8!,
Suppose DB!*'= B, '

We will prove DRl = gl

DB**" = DBy  F(DB™ . DK,)

=BEV@r (B K@ (B DK, ) = B

Therefore, Dp!'=pY) for 25 /24.

For j=1,

DB\" = DBy @ £ (DB*', DK,)

=BU®F (B .K®F(BY.DK) = B,
(2) Suppose itis true for i =r, i.e.,

DB =Byl (15/5q).

(3) Consider i = r+1,

When j=2, DB\ = DB\ = BYl) = B2,

Suppose that it is true for j = £, i.e., DB(*) = BL¥) .

Whenj = k+1,

DB = DB @ F (DB, DK,.))

=BNS (B K, )@ F(BE) DK, )
= B(k‘l)

a=r-l
Therefore, DY) =B for 25,24
Forj=1, '

DB = DBY' @ f (DB, DK ,.,)
=B @B K, )®F (B .DK..))

(3%}
=2

From (1), (2), (3), we have the results.

Q.E.D
Applying Eq.(6) with i = n, we get _
Ciphertext=( DB, DB .., DB Y= (B, B . BY))

i.e., the decryption result is the plaintext.

3.3 Discussion

Variant II operates on 32xg4-bits blocks
which make the cipher more secure. The output
bit is influenced by g blocks rather than two
blocks in DES.

The number of sub-block, g, depends on
the size of the plaintext. It equals the size of
plaintext divided by 32. In the algorithm, the
round numbers are influenced by block number
q.

The number of round, n, is a variable
which is influenced by g and affects the security
of the cipher. As g increases, n should also
increase to make the cipher secure. The design of
the key scheduling is similar to the one of DES
except the number of left circular shifi per round
must change. We have already discussed the
concept in section 2.1.

Comparing the encryption algorithm of
variant Il with GDES we mentioned before,
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every sub-block, except 5%, in variant II is

operated with subkey and then XORed with the
sub-block right next to it. In GDES, only one
sub-block is operated with subkey. So, variant I
is more secure.

3.4 Observation

In observing the original DES and our
variants. we find out that there is always some
sub-block remaining the same in each round and
we use this sub-block to make decryption
process work properly. If we design a variant of
DES that does not keep this property, which
means that none of the sub-blocks in each round
remain the same, there does not exist any
decryption algorithms. |

4. Conclusion

In this paper, we discuss several cross-
block DES. The original DES process 64-bit
block of plaintext. Here, we process blocks of
variable size. We design two variants. All of
the variants have variable round number. The
variant [ processes 128-bit block of plaintext
with 112-bit key and can expand to process
64 « g -bit of plaintext. Every two sub-blocks are
‘operated together in one round. The variant II
processes 32 x g -bit block of plaintext with 56-bit
key. The second input sub-block keeps the same
in the round; all the remaining sub-blocks are
operated with the subkeys and XORed with the
next right sub-blocks. We also find out that there

does not exist decryption algorithms for some
variants of the cross-block.
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