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Abstract—Wireless sensor networks are expected to
work for along period of time. Furthermore, lots of
wireless sensor network applications are deployed in
the rigorous environments. As a result, sensor nodes
are usually prone to errors and would miss their
function during their lifetime. In this paper, on the
basis of dual-mote architecture, we thusimplement a
checkpoint/restart scheme for wireless sensor nodes.

In addition, due to the considerations of cost
and ener gy consumption, the microcontroller in each
wireless sensor node usually does not have the
memory management unit. Consequently, we also
design three incremental checkpoint schemes in the
MMU-Less sensor nodes. We leverage the idea of
sandboxing to track the memory regions changed
during each checkpoint period. The three
incremental checkpoint mechanisms differ in the
checkpoint data size and system execution over head.
The smaller the checkpoint data sizeis, thelarger the
execution overhead.

We have implemented our system in the Mica2
mote. For the experimental result, the operations
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take less than 6.5ms on the sensor node platform.
Consequently, our proposed scheme can effectively
increase the rdiability of the sensor networks with
neglected over head.

Keywords: checkpoint/restart,
sensor networks

fault tolerance,
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