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Abstract—In recently years, the Internet is the major In one hand, there are many papers focused on
media to convey or delivery digital contents. Users can the reversible watermark [6], [10], [12], [18], [23]
purchase or sell the digital contept_s on the Internet. Als_o that watermark recovery information is embedded
some approaches can use the digital watermark to claim 15 the jmage which does not affect its resolution.
that some dlgltgl contents are owned by proofing the cor- It al b dtod i the i itted
responding digital watermark to other users. In recently _t also Can e used to detect | _t € Image trans_mltte
years, a lot of buyer-seller watermarking protocols were 1S modified or not. The reversible watermark is re-
proposed. However, when users may want to exchangecently getting interested by researchers. The reason
their digital contents by using these proposed protocols, js that it can recover the original image without
none of them cannot cope with the watermark exchange gn additional help or information about the original
problem. By the way, due to the security problem of 446 and detect the tampered watermarking region.
network_, users may not trust each other, so the mutual On the other hand, users may want to purchase
authentication between users must be ensured before ex- L !
changing digital contents. In addition, how to exchange the the digital contents from the shop on the Internet
digital contents fairly on the Internet is another problem and also embed the watermark into this sold digital
since users may not be honest. Not only our proposed content performed by the shop or the Watermark
scheme can exchange th_eir watermarked digita_l contents Certificate Authority (WCA for short). There were
ztt—:tﬁgrrely but also keep their exchange process fairly to eachgy e papers focused on the buyer-seller watermark-

Index Terms—digital watermark, digital content ex- ing technique [3], [17], [19], [25], [28]. W.Ith the .
change, fair exchange, mutual authentication. help of "’_‘bove S_Che_m_es’ the user_can claim her/his
ownership on this digital content with the embedded
watermark.

However, if one user wants to exchange their own

Data hiding is an interesting research topic idigital content with another user from the Internet,
recently years. It can be defined as the processtioey may have to extract their original watermark
embedding the digital content like audio or imagirst and then embed their own watermark into the
in the cover image or host image imperceptiblyn-watermarked content received from each other.
In recently years, digital watermarking is graduallisually, if their original watermarks are robust,
growing up by the e-commerce on the Internethen it can not be removed except the watermark
It can be used for claiming the ownership on thembedder, or they have to perform the buyer-seller
digital content and protecting the integrity of th@rotocol again by choosing a new watermark.
digital content. Due to this reason, we propose our watermark

. INTRODUCTION



exchange scheme for digital content exchange amayer's anonymity during the transaction with the
keep their original watermark after the exchangeeller. The seller can know the buyer’s public key
protocol. Hence, we can efficiently perform thand the buyer’s certificate of this public key. By the
watermark exchange and also have the fair digitahy, this scheme does not support the watermark
content delivery to each other. exchange function. In [17], the proposed scheme
can solve the above problems but does not offer
Il. RELATED WORKS the watermark exchange function.

Digital watermark is getting gradually attentive In these schemes [9], [17], [19], [25], [28], none
in recently years. They can be applied to the buyesf them can cope with the watermark exchange
seller watermarking protocol to claim the ownershiproblem and some of them still have some problems
of the owner. Up to date, many buyer-seller waas mentioned above.

'Egrsrratrzlg?g schemes were proposed [9], [17], [19], . T HE PROPOSEDSCHEME

In these buyer-seller watermarking schemes [9],In order to cope with the watermark exchange
[17], [19], [25], [28], we can discover that soméroblem, we propose our method to solve it and
of them can cope with the customer’s copyrightave other additional nice properties. Not only our
problem, the binding problem, the dispute problegtheme is efficient but also it can ensure fair trans-
and the buyer’s anonymity, the conspiracy probler@ction between users on the Internet.
the copy detection problem, etc. On the Internet, if Our proposed scheme contains following nice
some users want to exchange their digital contergoperties including watermark exchange, authen-
with another users, how does she/he transfer tfeation and key agreement, without WCA, low
ownership to another user in their digital content @mputation cost, and optional usage for robust
We define this situation as the watermark exchang@termark or reversible watermark. In one hand,
problem i.e., the ownership transfer problem. [#he user can send her/his desired exchange digital
such situation, one user can not exchange his/tg@ntent to the Trusted-Server(TS for short) to be
own digital content to another users and they all mayged for fair exchange. On the other hand, the TS
have to perform the current buyer-seller watermarkan provide the mutual authentication with both
ing protocols again. Hence, this not only causes tHgers and also generates the session key for digital
inefficiency of these users but also there may hagentent exchanging usage. In our proposed scheme,
cheating problems happened among these userswe have four phases including the setup phase,

In the following, we review the related buyerthe authentication and key agreement phase, the
seller watermarking protocols. In [25], the proposetiatermark exchange phase, and the recovery phase.
method does not provide the security analysis aftations are as follows.
can not solve the conspiracy problem. In [19], the « p: a prime number
proposed method can solve the above problems E: an elliptic curve defined oveF,
but if the buyer generates the empty string as the. ¢: the number of points o’
embedded watermark, it may cause that the buyer G: a point onE having prime ordey
gets the final digital content and distributes to the « z;: a private key with0 < x; < ¢ — 1, where
another party. If the judge then executes the copy- i € {Alice, Bob, Trusted-Server(T$)
right violator identification and arbitration protocol, « X4 rg: a temporary symmetric shared key be-
she/he discovers that the(1V) # o(c) wheree tween Alice and TS
is the empty string selected by the buyer, and then. Yz rs: a temporary symmetric shared key be-
she/he cannot accuse the buyer is guilty. By the way, tween Bob and TS
their scheme also does not provide the watermarke m;: the original digital content without any
exchange property. In [9], the proposed method does watermark embedded inside, where ¢
not provide the buyer’s anonymity property and also  {Alice, Bob}
does not offer the watermark exchange property.. M;: the watermarked object after watermark
In [28], the proposed method does not provide the embedding operation by performing reversible



watermark/robust watermark method, where

i € {Alice, Bob}

P;: the public key P, xG on E of
each participant in the protocol, wheie
{Alice, Bob, Trusted-Server(T$)

W;: the watermark for exchanging and embed-

Finally, lete = (ID4, o, No, h(ID4l|a||N))
be the exchanging information of A.

4) Alice generatesix, .. (IDa,a, Ng, h(1D 4|
a||N,4)) and forwards it with! D, and N4 to
Bob.

Bob:

ding operation, where € {Alice, Bob} o

. sky: the session key which is used in each 1) After receivingEx, (D4, a, Na, (1Dl
transaction, wheré, j € {Alice, Bob} a|[Na)), ID4 and N, from Alice, Bob

. F(-): the watermark embedding function with ~ computess = (Mg||Args||Fp(-)||sm;) and
the reversible or robust watermark method,  YB7s = h(Pg||Prs|lzpPrs) with the secret
wherei € {Alice, Bob} key zp.

« h(-): a secure one-way hash function 2) Then Bob also generates= (1D, &, N, h(

. Arg; the digital content exchange agreement  !Dsll¢[[N)) and Ey, (¢) usingIDp and the
information agreed on the both party Alice and ~ nonce variableV.
Bob, wherei € {Alice, Bob} Then, Bob forwards (/Dy4, Na, Ex,(e)) and

« Ex,,(-): the symmetric encrypting function({Dp, N, Ey,(¢)) to the Trusted Server. After TS
with the temporary symmetric shared k&y;, receives this information, TS will decrypt the cor-
wherei, j € {Alice, Bob, Trusted-Server(T$) responding cipher text by the following steps.

o Dx, (-): the symmetric decrypting function 1) First, TS derives the temporary sharing key
with the temporary symmetric shared k&y ;, Xars = h(Pal||Prs||zrsPa) andYp 75 = h(
wheresi, j € {Alice, Bob, Trusted-Server(T$) Ppl||Prs||zrsPp) using her/his secret key

. sm,. the watermark secret value for extracting Trs.
watermark based on the corresponding water-2) ComputeDy, ;. (Ex, o (IDa, o, Na,h(ID4
mark technique(reversible or robust watermark)  ||a||N4))) = e = (IDa, a, Na, h(ID4||a||N
adopted byi € {Alice, Bob} ).

3) Computel)yB’TS (EYB,TS (([DB, £, NB, h([DB

A. The setup phase llel|NB)))) = ¢ = (IDp,e, Ng, h(IDglle||N

In this phase, Allqe(A for short) and Bob(B f(_)r 4) The TS will check ¢ and ¢ with
short) use the generic ECC cryptosystem operations W(IDalla|[N4) and h(IDgl|z||Np). After
[7] to generate the parameters and both prepare checl?in . aﬁdgﬁ if the aEr;e valig Ithen TS
exchange tuples including the exchanged objects g » 1INy ’ .

computes the session keyk,p, where is

and the watermark _exchange agreemehts, and the skap — h(NsNp) @ h(zrsrP), where
Argg,...etc as mentioned above. vPenC
R .

In tlhi begnnmgl, n thAS par’;,kA szleclts ) Then, TS also computes the signat@rend
74 € (1 <2y < ¢—1) as the secret key and also Z' on As and B's exchange watermarked

computes the public ke, = x4G. objects, respectively.
e Ch=0aG, Cg=¢G
e S = h(NA + 1||Sk3AB||OA), t= h(NB + 1

||skan||Ch)
o ZJ =svps+a,Z =teps +e

Alice:
She prepares 4 and P, as the secret key and the
public key, respectively. Alice generates necessary
parameters as the following steps.

6) TS forwards these cipher-texisand ¢ where
1) C(_)mputePA = x,G modg. _ § = Ex,,.(Ng,Na+ 1,5kap,s,2), € =
2) Alice generates the watermark objeat, by (NATNB+1 skas,t,7') and the ses-
wherea = {MAHArgAHFA()HSMA} SiojffiTﬁeySk’AB to B’0b Y
3) Then Alice computes the shared k&y ;¢ =
h(P4||Prs||zaPrs) using the secret key,.  Bob:



1) After Bob receivess and ¢ from TS, Bob  2) If they are valid, Alice can perform her/his

decryptsDy,, (&) and checksVi +1, skap, watermark embedding operation. She will ex-
Cp with h(Np+1||skap||Cp). If the result is tract the Bob’s watermark’, and embed her
valid, then Bob computegy;, .(N4+ 1) and watermarki¥, into the objectMp by using
forwardsé to Alice with Eg,,, (N4 +1). Fp(Mp,Wa, Sm,) = M.

_ 3) After generating her own watermarked ob-
Alice: ject, she prepares her watermarked object to
1) Alice decryptsDx, .. (0) and Dy, (Es,, ( Bob. She also prepare§y,e, Z,s,C4) and
N4+ 1)), respectively. Then Alice can check forwards ., . (a, e, Z,s,C4) to Bob.
N4 +1 and g, and she/he can also get and 4) If Bob receives these tuple from Alice, he will

verify the session keyk 45 from 6. perform the watermarking operation enas
2) After she/he checks the nonég, + 1, she/he the same as Alice. If he does not receive these
can computer,, ,(Np+1) with sk, as the tuples from Alice, then Bob can carry out the

response to Bob. Therefore, She ends up this  recovery phase to ask TS for performing the
authentication and key agreement protocol dispute resolution on this exchanging transac-
with Bob and TS. tion between Alice and him.

C. The recovery phase

o . . In this phase, if Alice does not forward her
After the authentication with TS, Alice s_tarts t%xchange object to the user Bob after Bob has sent
perform the watermark exchange phase with Bolyis \atermarked object to her, then Bob can ask

Alice: TS to perform the recovery phase. First, Bob sends
1) She prepares the exchange digital contdif €xchange objecty, ., (U, Cs ¢, ¢) including
& = (Ma||[ID4||Arga||Fa(-)||$m,) and = the partial signature generated by Alice and Bob’s

H(«). Then Alice computes the hash value olyatermarked object to TS. When TS receives these

. P A A 7). wherec = hy (P tuples from Bob, he performs the recover phase.
(P P Arga, Arga, 2), wheree = hn(Fa, 188 natuna?) Ca) and () e oot

2) Alice performs the signing operation and geﬁ/_alid, then he extracts the Alice’s watermark object

erates the signatur§ — r, + x4¢, where TOM partial signature?.
R, =rG andn €ER Zq.
3) Let U = {S,Z,¢,s, R} be the exchanged

B. The watermark exchange phase

oa =7 — STy

information with the partial signature on.  After extracting, he forwards the encrypted wa-

Finally, she also forwards the final resultermark objectsZy, . (a) to Bob. When receiving

E (U, Ca) to Bob. the tuple from TS, he can decrypt the cipher-text
Bob: and get the desired watermark object.
1) He decryptsEy, . (U, C4) with the session V. SECURITY ANALYSIS

key skap. In our proposed scheme, our method can solve the
2) Then he can check and Cy. If U is valid, watermark exchange problem as mentioned above in

he preparese, ¢, t, Z', C, ¢). Section 2. We describe the_security analysis of the
3) Bob finally forwards his encrpyted waterProposed scheme as followings.

marked objectt,; , . (¢, ¢,t, Z',Cp, ¢) to Al- « Authentication: In the authentication phase,

ice using the session key: 5. we can find out that Alice and Bob both run

_ the challenge-response authentication with TS.
Alice: TS will authenticate the both sides and also
1) After Alice receives these tuples from Bob, assigns the session key to Alice and Bob. In

she/he can decrypt&y, . (¢, 0,t, 2", Cp, ¢) this phase, we can know that Alice and Bob

and checks whether they are valid or not. send their challengev, and Nz to TS. And



TS also responses th&, + 1 and N + 1 watermarks,,, ands,,, are generated by the
back to Alice and Bob. If the attacker wants  secure watermark generating function and the

to reply the old nonceV, or Ng to TS, then watermarking embedding function is also a se-
she/he must have to decrygix, ,,(e) and cure function as mentioned in [22]. By the way,
By, (@) without havingX 4 rg or Yp 15 With the attacker cannot embed his/her watermark

non-negligible advantages in the polynomial into the watermarked objects or extract the
time bound. It will cause the contradiction in  watermark from them, respectively.

our assumption in the appendix. On the other

hand, after authentication with both parties, TS V- PERFORMANCE ANDFUNCTIONALITY

will also generate theV, + 1 and N + 1 COMPARISONS

encrypted by session keyk,p as a response We assume thap is 1024 bits andg is 160

to Alice and Bob, respectively. After receivingpits for security consideration [20]. Assume the
these encrypted nonce variables, Alice and Bdb is the computation time of one hashing oper-
can verify them and also finish the autheration, E is the computation time of one modular
tication phase. If the attacker wants to replgxponential operation in a 1024 modulty, is the
the nonce response variables, then she/he mesmputation time of one modular multiplication in
have to decrypt the encrypted nonce variables 1024-bit modulo and®C), is the computation
by guessing the session key with non-negligibtene of the multiplication of a number over an
advantages in the polynomial time bound. Rlliptic curve [2], [13], [21]. By the way, we as-
will also cause the contradiction in our assumsume that schemes [9], [17], [19], [25], [28] whose
tion in the appendix. In the appendix, we havencryption operation is about RSA encryption
the formal proof of this property. operation and letig, SymEnc, andSymDec to be
Key-agreement In the authentication and keythe signature operation, symmetric encryption and
agreement phase, we can find that TS will preymmetric decryption, respectively. Assume that an
pare the session keyt 45 for usage in the wa- elliptic curve over a 163-bit field has the same
termark exchange phase. However, the attaclescurity level of 1024-bit public key cryptosystems
cannot computesk,p without having X, s such as theRSA or the Diffie-Hellman crypto-
or Yz rs, Where they were computed by Alicesystem[13]. Assume thatl = 8.24EC), for the
and Bob’s secret keys, respectively. Hence, vimplementation with the StrongARM processor in
claim that the authentication and key agreeme2®OMHz as referenced in[13]. We also can find
phase is secure unless the attacker can corred¢tg relationshipt = 240M,E = 600H, Sig =
guess the session key 4z with non-negligible SymEnc, SymDec = SymEnc [3], [14], [29].
probability in the polynomial time bound. In [25], the we find that their scheme does not
Fair-exchange After the authentication andhave the security analysis. The computation cost
key-agreement phase, Alice and Bob have safiout the watermarking protocol is ab@i80M +
their exchange digital contents and secret ind1. Also their scheme does not provide the wa-
formation about this digital content to TS foitermark exchange property. In [19], the proposed
fair exchange. In this phase, we can know thatheme do not provide the buyer's watermark ver-
if there is a dispute (like Alice or Bob do notification function for being used by Judge. So the
send their digital content to the other party)Judge may not be able to accuse the suspect buyer
Alice or Bob can ask TS to solve the disputéhat is guilty. On the other hand, the computa-
in this situation. There are many papers [1{on cost of the watermarking protocol is about
[24] proposed to deal with these fair transactiol680M + 1W. Also it don’t provide the water-
problems efficiently. In the appendix, we alsmark exchange property. In [9], their scheme also
have the formal proof on this property. does not provide the buyer’s anonymity protection
Watermark-exchange In this phase, Alice and watermark exchange property. Their compu-
and Bob use the session ke .z to encrypt tation cost of the watermarking protocol is about
their own digital contents. We assume that ti&862M + 11/. The computation cost is higher than



that of our proposed scheme. In [28], the buyern$] K. Takashima, "Scaling Security of Elliptic Curves Wifast
anonymity was not solved and computation cost is sairi“QtL:Si”\Gll ngggfx El\fl‘dim"fp;]gszmlsé;'Ez'g(')E?Tfa”S- on Fun

- amentals, Vol. -A, No.1, pp.152-159, :
abOUt(3n+3) x240M +2W, wheren is the number [15] M. Abdalla, M. Bellare, and P. Rogaway, "The Oracle Dffi
of watermarks. In [17], the proposed scheme can not Helliman Assumption and an Analysis of DHIES,” CT-RSA01,
provide the watermark exchange property. Table 1 pp143-158, 2001.

. : 6] M. A. Strangio, “Effiecient Diffie-Hellman Two-Party ke
and Table 2 are the funct|onaI|ty and performanéje Agreement Protocols based on Ellptic Curves,” Proceedofgs

comparisons tables. the 2005 ACM Symposium on Applied Computing, pp.324-331,
2005.
VI. CONCLUSIONS [17] M. H. Shao, "A Privacy-Preserving Buyer-seller Watainking

. . Protocol with Semi-trust Third Party,” Proceeding of TrusB
In our scheme, we use the lightweight authen- |ncs 4657, pp.44-53, 2007.

tication method combining with the watermark ex8] M. U. Celik, G. Sharma, A. M. Tekip, and E. Saber, "Lossle

; i i Generalized-LSB Data Embedding,” IEEE Trans. Image Pro-
change, to provide fair digital content exchange and cess., Vol. 14, No. 2. pp.253-266, 2005,

also to solve the Watermark exchange problem. N@§; m. beng and B. Preneel, "On Secure and Anonymous Buyer-
only users can authenticate the other party on the seller Watermarking Protocol,” Proceeding of ICIW, pp.&29,

Internet, but also they can exchange their dig:?b]ZOOS-

. NIST FIPS PUB 186-2, "Digital Signature Standard,” idatl
content fairly. In summary, our proposed scheme nsiitute of Standards and Technology, U. S. Department of

can offer the solution for the watermark exchange Commerce, 2001.
; ; : [21] N. Koblitz, A. Menezes, and S. Vanstone, "The State dipEt
prObIem and also pt’OVIde multlple properties. Curve Cryptography,” Designs, Codes and Cryptography, Vol
19, pp.173-193, 2000.
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User B
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The authentication and key agreement phase



User A User B

1. Ch=aG, R =G

2. ¢ = h(M4||ID4[|Argal|Fa(-)||8m4)

3. S=1r1+cxa

4. U={82s,¢, R}

5 B (T, 0, . T ¢

; H( ) Es.k_,”g (L 3 CA} - Dsk__“_,(U, C-‘A) _ {U. 0_4)
2. Check (U,C},)
3. 0 Z=5Prs+Cy
4. then prepares (g,t, 7', Cg. o)
5. else
6. return “fail”
o Estpp(e, 1, 2", Ch, ) 7. Eg,p(e,t, 2, Cp, &)

o Doy (Eary (2,1, 2. Cp, 00)) = (6,1, 2", Cp, @)
. Verify and check (e,t, Z', Cg, ¢)
. If they are vaild

= W b =

. then compute the watermarking embedding

operation Fy (Mg, spm,. Wa) = M

5. and prepare (a,e)

6. Esk,p(ase€) Eg,p(a,€)

| -
"If Bob does not receive the
E, (@, e) from Alice then

he/she enters the recovery phase.

Fig. 2. The watermark exchange phase

TABLE |
PROPERTIESCOMPARISONS

The security requirements

P1 P2 P3 P4 P5 P6
Ours Yes Yes Yes Yes Low Optinal
[9] No No No Yes  High Robust

[17] No No No Yes  High Robust
[19] No No No Yes  High Robust
[25] No No No  Yes  High Robust
[28] No No No  Yes  High Robust

Yes: Satisfied;No: Not satisfied

P1: Watermark Exchange

P2: Authenticaiton and Key Agreement

P3: Without Watermark Certificate Authority

P4: Watermark Ownership

P5: Computation Cost (Low/Medium/High)

P6: Optional(robust or fragile watermark)/Robust Watetma




User B TS

By o (U,Ca,¢,6) )

L DYJJ.T:.'(EYB.TS(U' Ca,s, ‘;J)) = (U,Ca,¢, ."r’))
2. If (U,Cy, e, ¢) is valid
3. If they are vaild
4. then compute o = Z — sxpg
5. EY}J,T‘:’- (Q)
. Eyy rs(a)

Fig. 3. The recovery phase

TABLE I
EFFICIENCY COMPARISONS

Ours  SH+14EC)+19SymEnc/Dec+2W = 421M+2W

[9] 9Exp+1D+AH+1W ~ 2162V +1W
[17]  6Ezp+2D+3S+1W ~ 216GV +1WW
[19]  SEzp+1D+2S+1W ~ 168QV/+11W
[25]  6Exp+3S+1W ~ 2180V +1W
[28]  (2n+3)Exp+1D+(1n+2)S+2W = (3n+3)x 240M+2W

M: Modular Multiplication Operation

Ezp: Exponential Operation

E: Public Key Encryption Operation

D: Public Key Decryption Operation

S: Signature Operation

H: Hash Operation

W: Watermark Embedding Operation
SymEnc/Dec: Symmetric Encryption or Decryption
EC): Scalar Multiplication of Elliptic Curve Point
n: The number of Watermarks



