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Abstract— Mobile ad hoc network is an
infrastructureless wireless network and is formed by a
group of mobile wireless nodes which cooperatively
communicate with each other using wireless technology.
The features of ad-hoc networks are rapid deployment
and low cost operation. Because of the broadcast natur e of
radio and secure weaknesses of the routing protocols,
ad-hoc networks are usually susceptible to different

security threats. In this study, we proposed a scheme to
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enhance the Ad-hoc On-Demand Distance Vector (AODV)
routing protocol. We adopted two mechanisms to secure
the AODV message. One mechanism used digital
signatures to protect the non-mutable fields of the
messages, and another mechanism applied hash chains to
secur e the only mutable information in the messages (hop
count information). Besides, we added a seed value to
digital signatureto prevent that malicious nodes reuse the
same digital signature, and in order to protect the data
packets to be transmitted, source node and destination
node must exchange each other’s seed and then use these
two seeds to derive a session key, which is to be used to
encrypt and decrypt data packet. The performance of the
proposed security mechanisms was evaluated by using
NCTU-ns network simulator.
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The address is 1.0.1.8

The address is 1.0.1.16

The address is 1.0.1.8

Current Time: 533.00 sec Event: <Insert:21502, Degueue:21501, Rest:23>
The address is 1.0.1.18

The address is 1.0.1.8

Current Time: 54,00 sec Event?: <Insert:21499, Dequeue:21500, Rest:22»
The address is 1.0.1.18

Current Time: 55.00 sec Eventw: <Insert:21493, Degqueue:21494, Rest:21>
The address is 1.0.1.18

The address is 1.0.1.8

Current Time: 56.00 sec Event?: =Insert:215301, Dequeue:21501, Rest:21>
The address is 1.0.1.8

The address is 1.0.1.18

The address is 1.0.1,8

Current Time: 57.00 sec Event?: <Insert:21640, Dequeue:21640, Rest:Z21>
The address is 1.0.1.18

The address is 1.0.1.8

Current Time: 58,00 sec Event?: =Insert:21579, Dequeue:21579, Rest:21>
The address is 1.0.1.16

The address is 1.0.1.8

The address is 1.0.1.8

Current Time: 589,00 sec Event?: <Insert:21613, Dequeue:21615, Rest:21>
The address is 1.0.1.18

The address is 1.0.1.8

The address is 1.0.1,8

Current Time: 60,00 sec Eventw: <Insert:21582, Degqueue:21582. Rest:21>
The address is 1.0.1.18

The address is 1.0.1.8

The address is 1.0.1.8

Current Time: 61.00 sec Event: <Insert:21323. Degueue:21323, Rest:Zl>
The address is 1.0.1.8

Current Time: 62,00 sec Event: <Inseri:21097, Degueue:21097, Rest:Zl>
The address is 1.0.1.8

The address is 1.0.1.18

The address is 1.0.1.8

Current Time: 63,00 sec Event?: =Insert:21209, Dequeue:21209, Rest:21>
The address is 1.0.1.16

The address is 1.0.1.8
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