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Visual Authentication on Mobile Devices
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Abstract-The notion of visual authentication was first
devised by Naor and Pinkas in 1997. They addressed that
a straightforward application of a naie visual
cryptographic scheme in the authentication requirement
is vulnerable and proposed a scheme incorporating visual
cryptography with an additional encryption algorithm to
achieve visual authentication. We develop a simple visual
two-secret sharing scheme, without any other encryption
algorithm, to accomplish the same goal in this paper. Our
approach possesses the advantages of low-technology and
portable which enable the authentication to be validated
in a visual sense. A simple scenario of utilizing our
scheme in the authentication phrase of E-payment via
modern mobile cell phones is designed to show the

feasibility of our ideas.
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Algorithm 1 Encrypting two secret images into
two shares.
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Input : Two hxw binary images P; and P, where
Pli, j1 €{0, 1} (white or black), 1<i<h,
1<j<w and ke{1, 2}

Output : Shares S; and S, such that S;®S; reveals
P;, while S;®flip(S;) reveals P, to our
eyes

1. for (1<i<h, 1<j<w) do

1.1 { if (P4[i, j]J==0) N = permutation(M°)
else N = permutation(M*)
[/l permutation(M) permutes M columnwise
1.2 Aqli, j1=N[1] /I N[1] isrow 1 of N
1.3 Az[i, j1=NI[2] /I N[2] is row 2 of N
1.4 if (P2[i, j]==0) N = permutation(M°)
else N = permutation(M*")
1.5 Bali, j] = N[1]
1.6 B2[i, j]1 = N[2]

}
2. By=flip(By) /I flip(B,) flips B, horizontally
3. (Si, S2) = merge(Aq, Az, By, By)
Output(S;, Sy)

# ¢ permutation(M) # 7 #-4E M iaff o
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merge(A;, Ag, B;,By) e A&+ Aj 2 By B &=
SypE s AdEd Afr By P& S iRARIRE
SLE Pl oA SpehA L T TAIRA
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VAR s E

ETRS F} ETIRS ‘a;

merge1(Az, Az, By, By)
1. for (1<i<h) do

{ Si[2i-1] = Aq[i]
/IS &7 2i-1 3% 5 Ay #07] |
S1[2i] = By [i]
Sa[2i-1] = Ai]
S1[2i] = B[i]
}
2. return(Sy, S2)

merge,(As, Az, B1, B)
1. for (1<i<h) do
{ if(q>1/2) /lqe[0, 1], arandom number
{ Sif2i-1] = Aqi]
S1[2i] = B4[i]
S2[2i-1] = Aq[i]
S2[2i] = Bo[i]

else

{ S1[2i-1] = Bq[i]
Si[2i] = Agli]
Sz[2i-1] = Bo[i]
Sp[2i] = Ao[i]

}
2. return (Sy, Sp)

merges(Az, Az, B1, B)
1. for (1<i<h) do
{ if(g>1/2)
{ Sif2i-1] = Ai]
S1[2i] = B4[i]
}
else
{ Sif2i-1] =By[i]
S1[2i] = Aqfi]
}
if (q>1/2)


P2P101
橢圓形


{ S2i-1] = AJ[i] f v I P4 B R merge, o merges 425

S2[2i] = B[i] el HERESE
}
else
{  S,[2i-1] = By[i]
S2[2i] = Af[i] Q
} =~ 29 Rt (a) Py (b) P2

¥
2. return(Sy, Sy)
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