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Abstract― A remote user authentication scheme for 
multi-server environment provides mutual authentication 
and session key establishment between users and multiple 
servers. Recently, two dynamic ID-based remote user au-
thentication schemes for multi-server environment were 
proposed. In this article, we analyze the security of both 
schemes. One scheme was proposed by Geng and Zhang. 
And we show that the proposed scheme suffers from a 
user-spoofing attack. In 2009, Hsiang and Shih also pro-
posed the other scheme. We show that Hsiang and Shih’s 
scheme is vulnerable to an insider attack and a 
server-spoofing server attack. 

Index Terms― security, user authentication, key agree-
ment, multi-server, anonymous. 

I. INTRODUCTION 

With the popularity of Internet, more and more 
applications are constructed on multi-server envi-
ronment, in which users may access multiple serv-
ers remotely. In this multi-server environment, the 
system often consists of many different servers 
around the world, which provides services or re-
sources to be accessed over open communication 
networks. For providing mutual authentication be-
tween users and servers, there are three kinds of ap-
proaches: password-based, public-key based and 
ID-based authentications.  

Traditional remote user authentication is only 
suitable for solving the privacy and security prob-
lems in the single server architecture. The issue of 
remote login authentication for the single server en-
vironment has already been solved by a variety of 
schemes [3, 6, 9, 15]. If the traditional remote user 
authentication schemes are applied to the 
multi-server environment, each user must register 
and remember many credentials for multiple servers. 
Therefore, a secure remote user authentication 

scheme for the multi-server environment is needed 
to solve this problem. Several schemes [1, 2, 7, 11, 
14] have been presented to study accessing the re-
sources securely in the multi-server environment. 

In some situations, users want to access the re-
sources of the service providers anonymously. Sev-
eral schemes [8, 10, 12] have been proposed to 
solve this issue. These schemes use dynamic IDs to 
login the service providers to achieve user’s ano-
nymity. However, these schemes are only suitable 
for the single server environment. Recently, to de-
velop a dynamic ID-based user authentication 
scheme for the multi-server environment becomes a 
new research issue. In 2008, Geng and Zhang [4] 
proposed a dynamic ID-based user authentication 
and key agreement scheme for the multi-server en-
vironment using bilinear pairings. In 2009, Liao and 
Wang [13] also proposed a dynamic ID-based user 
authentication scheme for the multi-server envi-
ronment. Later on, Hsiang and Shih showed that 
Liao and Wang’s scheme is vulnerable to insider at-
tack, masquerade attack, server-spoofing attack, and 
registration center spoofing attack. Meanwhile, 
Hsiang and Shih [5] also proposed an improvement 
on the Liao-Wang scheme to remedy these attacks. 
    In this paper, unfortunately, we will demon-
strate the security weaknesses of two recently pro-
posed schemes. We show that Hsiang and Shih’s 
scheme [5] is vulnerable to an insider attack and a 
server-spoofing attack. For Geng and Zhang’s 
scheme [4], we will show that their scheme suffers 
from a user-spoofing attack. The remainder of this 
paper is organized as follows. We review and show 
the security weaknesses of the Hsiang-Shih and the 
Geng-Zhang schemes in Section 2 and 3, respec-
tively. Section 4 draws our conclusion and future 



work. 

II. ANALYSIS OF HSIANG AND SHIH’S SCHEME 

    In this section, we briefly review Hsiang and 
Shih’s scheme and show their security weaknesses. 

A. Review of Hsiang and Shih’s scheme 

   Without loss of generality, suppose that the 
multi-server system consists of one registration 
center (RC), m users and n service providers. The 
notations used in this scheme are summarized as 
follows: 
• h( ): a one-way hash function. 
• Sj: the j-th server. 
• Ui: the i-th user. 
• IDi: the identity of Ui. 
• PWi: the password of Ui. 
• RC: the registration center. 
• r, x, y : the secret keys of RC. 
• SIDj: the identity of Sj. 
• ⊕: the exclusive-or operation. 
• ||: the concatenation operation. 

The registration center RC knows a master se-
cret key x and two secret numbers r and y. For each 
service provider, said Sj, the registration center RC 
uses SIDj to compute a shared secret key h(SIDj||y) 
between RC and Sj, and then sends h(SIDj||y) to the 
service provider Sj via a secure channel. Hsiang and 
Shih’s scheme mainly consists of three phases: the 
registration phase, the login phase, as well as the 
mutual authentication and key agreement phase. 
We briefly review these phases as follows: 

[Registration phase] 
1. Ui selects a password PWi and a random number 

b. Then, Ui computes h(b⊕PWi) and sends IDi 
and h(b⊕PW i) to RC through a secure channel. 

2. RC computes (Ti, Vi, Ai, Bi, Ri, Hi), where 
Ti=h(IDi||x), Vi=Ti⊕h(IDi||h(b⊕PWi)), Ai=h(h(b 
⊕PWi)||r)♁h(x⊕r), Bi=Ai♁h(b⊕PWi), Ri=h(h(b 
⊕PWi)||r), and Hi=h(Ti). RC stores <Vi, Bi, Hi, Ri, 
h(·)> into a smart card and issues it to the user Ui 
via a secure channel. 

    Without loss of generality, assume that Ui 
wants to login the service provider Sj. The login 
phase as well as mutual authentication and key 

agreement phase are depicted in Figure 1. 

[Login phase]  
    In the login phase, Ui keys his/her IDi, PWi 
and the server identity SIDj to the smart card, and 
then the smart card performs the following steps.  
1. The smart card computes Ti = Vi⊕h(IDi||h(b⊕ 

PWi)) and Hi
*=h(Ti), then the smart card checks 

whether H i
* is equal to H i . If it holds, the le-

gitimacy of the cardholder can be assured; oth-
erwise the login request is rejected. 

2. The smart card generates a nonce Ni and com-
putes 

  Ai=Bi ⊕ h(b ⊕ PWi), 
  )()( iiiii ||N||AThPWbhCID ⊕⊕= , 
  )( jiiiij ||SID||NAhTP ⊕= , 
  =iQ )( iii ||N||ABh , 
  ijii NSIDRD ⊕⊕= , 
  and )1(0 jii ||SID||NAhC += . Then the smart 

card sends ,,, ijii  Q PCID<  >ii N CD ,, 0 to the 
server Sj. 

[Mutual authentication and key agreement phase] 
    Upon receiving the login request message 

>< iiijii N C D Q PCID ,,,,, 0 , the service provider 
Sj authenticates the user Ui as follows. 
1. Sj generates a nonce Njr and computes 

jrjjr NySIDhM ⊕= )||( , and then sends the 
message >< iijjr  N C D SIDM ,,,, 0  to the reg-
istration center RC. 

2. Upon receiving >< iijjr  N C D SIDM ,,,, 0 , RC 
computes  

)( ||ySIDhM'N jjrjr ⊕= , 

ijii NSIDD'R ⊕⊕= ,  
and )( rxh'R'A ii ⊕⊕= .  
Then RC checks whether )1( jii ||SID'||NAh +  

is equal to C0 or not. If it does not hold, RC re-
jects the request and terminates the session. 

3. RC chooses *
qRrj ZN ∈ and computes (C1, C2), 

where ))((1 rjjjr ||N||ySID'||hNhC =  and  
))((2 '||N||ySIDhhAC jrji ⊕= .  

Then RC sends >< rj, N, CC 21  to Sj. 



4. Upon receiving the message >< rj, N, CC 21 , the 
server Sj checks whether ))(( rjjjr ||N||ySID||hNh  
is equal to C1 or not. If it does not hold, the 
server Sj terminates the session. 

5. The server Sj computes (Ai, Ti, h(b♁PWi), Bi), 
where ))((2 rjji ||N||ySIDhhCA ⊕= , 

)( jiiiji ||SID||NAhPT ⊕= ,  

)()( iiiii ||N||AThCIDPWbh ⊕=⊕ ,  
and  

⊕⊕= bhAB ii ( )iPW .  
Sj checks whether Qi is equal to )( iii ||N||ABh  

or not. If it does not hold, the server Sj rejects 
the login request and terminates the session. 
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Fig.1. the login, mutual authentication and key agreement phases of Hsiang-Shih scheme 



6. The server Sj chooses *
qRj ZN ∈  and computes 

)( jiiiij ||SID||A||NBhM = . Sj sends >< jij', NM  
to the user Ui. 

7. Upon receiving (Mij′, Nj), Ui checks whether 
' M ij  is equal to )( jiii ||SID||A||NBh or not. If it 

does not hold, Ui interrupts the connection.  
8. Ui computes )( jijiij ||SID||A||NBh''M = , and then 

sends it to the server Sj.  
9. Upon receiving the message ''M ij , the server Sj 

checks whether ''M ij is equal to 
)( jiji ||SID||A||NBh  or not. If it holds, the legal-

ity of the user Ui can be assured.  

    After finishing the mutual authentication and 
key agreement phase, both the user Ui and the 
server Sj can compute the common session key 

)( jjiii ||SID||N||N||ABhSK = .  

B. Attacks on Hsiang and Shih’s scheme 

    In this subsection, we demonstrate that Hsiang 
and Shih’s scheme is vulnerable to an insider attack 
and a server-spoofing attack. We show that any le-
gal user can compute a secret value h(x⊕r). 
Meanwhile, a server can also compute h(x⊕r) when 
any user has ever login the server. Then we will 
show that anyone who has h(x⊕r) can compute any 
session keys between users and servers, as well as 
counterfeit the other servers.  
    Since Ui is a legal user and has <h(b ⊕ PWi), 
Vi, Bi, Ri, Hi >, Ui can obtain h(x⊕r) by computing  
Ai= Bi ⊕ h(b ⊕ PWi),  
and  
h(x ⊕ r)= Ai ⊕ Ri = Bi ⊕ h(b ⊕ PWi) ⊕ Ri.  
    At the same reason, suppose that there exists a 
user Ui who had ever login the server Sj, so Sj can 
get <CIDi, Pij, Qi, Di, C0, Ni>, <C1,C2, Nrj> and Mij’. 
Then, Sj can obtain h(x ⊕ r)= Ai ⊕ Ri by computing 
Ai=C2 ⊕ h(h(SIDj||y) ⊕ Nrj), Ri = Di ⊕ SIDj ⊕ Ni.  

According to the descriptions above, we have 
showed that any legal users or any servers can 
obtain h(x⊕r). In the following, we show that any 
attacker with h(x⊕ r) can perform an insider attack 
and a server-spoofing attack.  

(i) Insider attack 

     Here, we show that Hsiang and Shih’s 
scheme cannot resist the insider attack. Without 
loss of generality, suppose that the malicious 
insider Ui is a legal user and has obtained h(x⊕r). 
The malicious insider Ui can perform the following 
steps to get the session key SK=h(Ba||Aa|| 
Na||Nb||SIDb) between the any user Ua and any 
server Sb.   
1. Ui may intercept the transmission < CIDa, Pab, 

Da, Na, Nb> between the user Ua and the server 
Sb. 

2. Ui computes (Ra, Aa, Ta, h(b ⊕ PWa), Ba), where 
Ra=Da ⊕ SIDb ⊕ Na,  

  Aa=Ra ⊕ h(x⊕ r),  
  Ta= Pab ⊕ h(Aa|| Na||SIDb),  
  h(b ⊕ PWa)=CIDa ⊕ h(Ta||Aa||Na),  
  and  

Ba= Aa ⊕ h(b ⊕ PWa).  
      Thus, the malicious insider Ui can get the 

session key SK=h(Ba||Aa||Na||Nb||SIDb). 

(ii) Server-spoofing attack  

    In the following, we show that any attacker 
with the value h(x⊕ r) can counterfeit any server. 
Hence, Hsiang and Shih’s scheme cannot resist the 
server-spoofing attack. Since we have shown that 
any legitimate user Ui can obtain h(x⊕ r), the 
legitimate user Ui can do the following steps to 
impersonate any server Sb to any user Ua 
1. When Ua sends < CIDa, Pab, Qa, Da, C0, Na> to 

Ui, Ui randomly chooses Nj∈Zq
*

 and computes 
(Ra, Aa, Ta, h(b ⊕ PWa), Ba, Mab), where 

  Ra = Da ⊕ SIDb ⊕ Na,  
  Aa=Ra ⊕ h(x⊕r),  
  Ta= Pab ⊕ h(Aa|| Na||SIDb),  
  h(b ⊕ PWa)=CIDa ⊕ h(Ta||Aa||Na), 
  Ba= Aa ⊕ h(b ⊕ PWa), 
  and  

Mab=h(Ba||Na||Aa||SIDb). 
  Then, Ui sends < Mab, Nj> to the user Ua. 

2. The user Ua will check whether Mab = 
h(Ba||Na||Aa||SIDb) holds or not. It is clear that 
Mab is equal to h(Ba||Na||Aa||SIDb). Hence, Ua 
will believe that Ui is the server Sb. 

III. ANALYSIS OF GENG AND ZHANG’S SCHEME 



    In this section, we briefly review Geng and 
Zhang’s scheme and then demonstrate the security 
weakness of their scheme.  

A. Review of Geng and Zhang’s scheme 

    We briefly present the definitions and proper-
ties of bilinear pairings, which are used in Geng 
and Zhang’s scheme. Let G1 be an additive cyclic 
group with a prime order q and G2 be a multiplica-
tive group with the same order q. G1 is a subgroup 
of points on an elliptic curve over a finite field E(Fp) 
and P is the generator of G1. G2 is a subgroup of 
the multiplicative group over a finite field. A bilin-
ear pairing is a map ê : G1×G1→G2 which satisfies 
the following requirements: 
1. Bilinear: ê (aP, bQ)= ê (P, Q)ab for all P, Q ∈ G1 

and a, b ∈ Zq
*. 

2. Non-degenerate: there exist P, Q∈ G1 such that 
ê (P, Q) ≠1. 

3. Computability: there is an efficient algorithm to 
compute ê (P, Q) for all P, Q∈ G1. 

The notations used in this scheme are summa-
rized as follows: 
• H( ): a one-way hash function {0, 1}∗ → G1. 
• f ( ): a one-way hash function {0, 1}∗→ Zq

*. 
• s: the secret key of RC. 
• PubRC: the public key of RC, where PubRC = sP. 
• xj : the secret key of Sj. 
• Pubj: the public key of Sj, where Pubj = xjP. 
• IDi: the identity of Ui. 
• PWi: the password of Ui. 

    Without loss of generality, suppose that the 
multi-server system consists of one registration 
center (RC), m users and n service providers. Geng 
and Zhang’s scheme mainly consists of two phases, 
the registration phase, as well as the login and ses-
sion key agreement phase. We briefly review two 
phases as follows: 

[Registration Phase] 
    In the registration phase, a user Ui submits IDi 
and h(PWi) to the registration center RC. Then, RC 
computes (SIDi, Pi, Vi, Veri), where 

)( RCii ,IDIDHSID = , 

ii SIDsP ⋅= , 

))(||( iiii PWhIDHPV += , 
and 

)( ii PfVer = . 
RC computes )())((ˆ sf

iRCi ,SIDIDHeAID =  and 
stores >< ) () ( , f, H, AID, Ver, VSID iiii  into a 
smart card and issues it to the user Ui via a se-
cure channel.  

[Login & Session Key Agreement Phase] 
    When the user Ui wants to access the re-
sources of the server Sj, Ui inserts the smart card 
and keys his/her IDi

*, PWi
* and the session identity 

SIDj. The smart card computes 
)(- *

i
*
ii

*
i ||PWIDHVP =  and checks whether 

)( *
iPf  is equal to iVer  or not. If it holds, the va-

lidity of the cardholder can be assured. The login 
and session key agreement phase is depicted in 
Figure 2. The smart card (Ui) and Sj perform the 
following steps to achieve mutual authentication 
and key agreement. 
1. Ui randomly chooses *

qRi ZN,r ∈ 1  and computes  
PrC 11 = , 

jii PubrSIDCID ⋅+= 1 , 
)( 1||CNfh i= ,  

and  
)(1

1 hPPrW *
i

- += .  
Then, Ui sends the login request message 

>< , W, N, CCID ii 1  to the service provider Sj . 
2. Upon receiving the login request message 

>< , W, N, CCID ii 1 , the service provider Sj 
computes 1C-xCIDSID ji

*
i ⋅=  and h=f(Ni||C1). 

The service provider Sj checks whether  
h

RCi P,Pe ,PubSIDeW, Ce )(ˆ)(ˆ)(ˆ 1 ⋅=  holds or not. 
If it does not hold, Sj rejects the login request 
and terminates the session.  

3. Sj randomly chooses *
qR Zr ∈2  and computes 

(C2, sk, AIDi
*, Ver), where  

PrC 22 = , 
)( 12 Crfsk ⋅= , 

)())((ˆ sf
iRC

*
i ,SIDIDHeAID = , 

and   
)( 1 ||sk||N||CAIDfVer i

*
i= .  



Then, Sj sends >< , VerC2  to Ui.  
4. Upon receiving the message >< , VerC2 , Ui 

computes )( 21 Crfsk* ⋅=  and checks whether 
)( 1

*
i

*
i ||sk||N||CAIDf  is equal to Ver or not.  

5. Ui computes )( 2
*

ii ||sk||N||CAIDfVer' =  and 
sends it to the server Sj. 

6. Upon receiving the message Ver' , the service 
provider Sj checks whether Ver' is equal 
to )( 2

*
ii ||sk||N||CAIDf . Meanwhile, Ui and Sj 

have obtained an identical session key =sk  
)( 12 Crf ⋅ = )( 21 Crf ⋅ . 
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Fig.2. the login and session key agreement phase of Geng-Zhang’s scheme 

B. Attack on Geng and Zhang’s scheme 

In this subsection, we will show that Geng and 
Zhang’s scheme is vulnerable to a user-spoofing 
attack, i.e., any legal user can create a new user 
without the registration center RC. The concrete 
scenario is presented as follows. 

Let Ui be any legal user, then Ui can create a 
new user, said Ua, without the registration center 
RC. Since Ui has <SIDi, Vi, Veri, AIDi> and can 
compute Pi=Vi-H(IDi||h(PWi)), then Ui chooses a 
random integer r∈Zq

* and computes SIDa= r⋅SIDi, 
Pa= r⋅Pi, AIDa= (AIDi)r, Va=Pa+H(IDa||h(PWa)) 
and Vera=f(Pa) for the new spoofing user Ua. 

    We are going to show that the spoofing user 
Ua can successfully login any server, said Sj, as a 
legitimate user. 
1. Ua randomly chooses r1, Na∈Zq

* and computes 
(C1, CIDa, h, W), where  
C1= r1P,  
CIDa= SIDa+r1⋅Pubj,  
h=f(Na||C1),  
and  
W= r1

-1(Pa+hP).  
Then, Ua sends < CIDa, C1, Na, W > to Sj. 

2. Sj computes SIDa= CIDa-xj⋅C1, and checks if 
)(ˆ 1W, Ce = h

RCa P, Pe, PubSIDe )(ˆ)(ˆ ⋅ . It is clear 



that this check will hold. Since Pa= r⋅Pi= r⋅s⋅SIDi, 
we have  

  )(ˆ 1W, Ce = ))((ˆ 1
1

1 P, rhPPre a
- +  

= )(ˆ hP, PPe a +  
= )(ˆ hP, PSIDsre i +⋅⋅  
= )(ˆ)(ˆ hP, Pe, PSIDsre i ⋅⋅⋅  
= )(ˆ)(ˆ hP, Pe, sPSIDre i ⋅⋅  
= h

RCa P, Pe, PubSIDe )(ˆ)(ˆ ⋅ .  
The server Sj randomly chooses r2∈Zq

*, and 
computes (C2, sk, AIDa

*, Ver), where  
C2=r2P, 
sk=f(r2⋅C1),  

)()),((ˆ sf
aRC

*
a SIDIDHeAID = , 

and  
Ver=f( *

aAID ,C1, Na, sk).  
Then, Sj sends < C2, Ver > to the user Ua. 

3. The user Ua computes Ver’= f(AIDa, C2, Na, sk) 
and sends it to the server Sj. 

4. The server Sj checks if Ver’ =f( *
aAID , C2, Na, sk) 

or not. Since  
AIDa=(AIDi)r 

= rsf
iRC ,SIDIDHe ⋅)())((ˆ  

= )())((ˆ sf
iRC SID,rIDHe ⋅  

= )())((ˆ sf
aRC ,SIDIDHe  

= *
aAID   

, it will pass the verification. Hence, the spoof-
ing user Ua can successfully login any server Sj. 

IV. CONCLUSION AND FUTURE WORK 

    In this paper, we have shown that two dy-
namic ID-based remote user authentication and key 
agreement schemes for multi-server environment 
have security weaknesses. Hsiang and Shih’ 
scheme is vulnerable to an insider attack and a 
server-spoofing attack. Geng and Zhang’s scheme 
suffers from a user-spoofing attack that each legal 
user can create a new user without the registration 
center RC.  
    Recently, to develop a dynamic ID-based re-
mote user authentication scheme for the 
multi-server environment has become a new re-
search topic. However, the recently proposed 
schemes for this issue do not establish the attack 

model and provide formal security proof. Thus, 
they are easy to suffer from some attacks. In the 
future, we hope to construct the attack model and 
propose a provably secure dynamic ID-based re-
mote user authentication and key agreement for the 
multi-server environment.  
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