A High Quality and Capacity Steganographic
Method by Pixel-value Differencing
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Abstract — Image steganography is a secret
communication technique that is different from
encryption/decryption methods from cryptology. In 2003,

Wu and Tsai proposed a simple and effective image

steganographic  technique, called the pixel-value

differencing (PVD) technique. Its main concept and
technic is to decide the amount of information Dbits
embedded in two neighboring pixels based on the
difference of their pixel values. In this way, regions with
higher smoothness will embed less information and those
with lower smoothness will have the opposite, therefore
reducing the degree of distortion of the image and
experimental

achieving imperceptibility. In addition,

results show that their method is capable of resisting
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Fridrich et al.’s RS steganalysis.

Because of the simplicity and efficiency of the
pixel-value differencing technique, Wang, Wu, Tsai, and
Hwang proposed an improved method with lower pixel
value modification using modulus computation in 2008,
increased the

which further image quality of the

steganography utilizing the pixel-value differencing

technique.

In this paper, we refer to Wang, Wu, Tsai, and

Hwang’s method and propose a new pixel-value
differencing technique implementing the concept of using
“weights”, followed by carrying out a series of
experiments. The results prove that our proposed method
has higher stego-image quality than Wang, Wu, Tsai, and
Hwang’s method when embedding the same secret
message, implying that we have higher PSNR value.
Especially under the requirement of high embedding
capacity, our method still maintains a safe PSNR (Peak
Signal to Noise Ratio) value where the PSNR value of
Wang, Wu, Tsai, and Hwang’s method drops too low and
fails to satisfy imperceptibility. Therefore, compared with
previously proposed embedding techniques that base on
pixel-value differencing, our method provides greater
suitability for practical applications.

Keywords —

steganography, embedding by

pixel-value differencing, imperceptibility,

non-detectability, RS steganalysis.
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(2) + £ % % S (Singular Group) :
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2 f e B 2 ¥ WU 27 Tsai[4]2 2 Wang %
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fo~sr 01 V- Al A ~ﬁ'ﬂ”mf§%v% N T

Btk E X R EhiEis[0, 255]4 E4oT
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k=1

« =l uld
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E=(C-x+y)mod2' @ * x*>+y? % & ] eh i&

2t
BB (X, Y2 e To= (X+y?)e » Bl
E=0
Te g ] hC > T 5 b e s B G o B 2 15 3%
1‘%‘1'@ A REART U R T UF B

E"f’hi/’()\ %‘urﬂlﬂ mﬁ';:o
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End for
Sc =S¢ W{Tc}
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bl4cd =3 pF > T,=12(L % 3.1)a T;=10(2
%32 - FF+ > C=5 i t=3pFeh- BE&iEZ
TR iE o

Betenw il 81,2,8, o, 84 BN 2
wEE > T RNEHET Pﬁqu%I“mu&t?
BEBicEE CaiE o 4rk 33977 - Fla HRE

BE - tEende d C By 2ei— > & 34 Fp


P2P101
矩形


EG T hk E e R o

#3394 34(E 53 2 2 1h)

ESRIR T+ R U2 gk B’»*";}k’\)\mﬁﬁ‘%‘z%“ 0
P p R RBRAERBILZ WEZ LR B HE
CHELIE MR- RO 3 I
‘d|:|gi_gi+1 =l U] > 4
B RId RO T @A b r (FEEEAR T b
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A F—JJ Rk ’ l/g\% I_E'; } [Ed ‘E‘ (X y)tu ,F‘ B - ‘H} /§ 5;
I, <d +x-y<u, % d, >0p%,
-u, <d,+x-y<-l, % d, <O0o
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])~ .
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(iv) 135t chiE 2 & WTo 2k & 13 i

#EC o
() () 3
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# E = (b—F)mod 2" (3.2)
Z_08 o
(i) ﬂ”* ; & /% (exhaustive method) &
P4
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(3.3
T o # x24y? 2 B L E) (X, Y)
2o o JFF) 5 1<t <8 > AT B 2

¥ {7
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o) R Rk E E (0, 0i) B ofT s
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% 0;~0 > g,~0 @ *
-0, 07,0) 3 2 5

(97,972 ) =(gi+] @*M/C], ofa

+2% 14 (2% mod C))

gi<0org, <0,
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F  0;~25 O ~ 255 moE
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* 0 ¥ Gy F O£ o 128
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=
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i b=13 -
(iv) ¥ t,=4 ehig 2 2 & WT > A2k i
i3 ®EC =6 -
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v a e A e Payload Payload PSNR Payload Payload PSNR

i (bit) (BPP) (dB) (bit) (BPP) (dB)
2,2,4,4,4,8,8, 16,
§6, 32,32, 64, 64} 205,964 0.79 48.32 205,964  0.79 52.27
{8,8,16,32,64,128} 407,410 1.55 41.50 407,442 1.55 49.21
{16,16,32,64,128} 527,694 2.01 37.00 527,726  2.01 46.64
{32,32,64,128} 655,762 2.50 30.54 655,799  2.50 43.89
{64,64,128} 774,234 2.95 23.93 786,434  3.00 40.96
{128,128} 674,086 2.57 18.73 917,504  3.50 38.01
{256} 8,848 0.03 31.75 1,048,576 4.00 35.00
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(Lena 512 x512) ang + * 3] e

3 o x A e Payload Payload PSNR Payload Payload PSNR

Gk mE e (bit) (BPP) (dB) (bit) (BPP) (dB)
{2,2,4,4,4,8,8, 16,
To. 3. 32, 64, 64} 205,964  0.79 50.35 205,964  0.79 52.27
{8,8,16,32,64,128} 407,442 155 44.29 407,442 155 49.21
{16,16,32,64,128} 527,726  2.01 40.30 527,726  2.01 46.64
{32,32,64,128} 655,799  2.50 34.76 655,799  2.50 43.89
{64,64,128} 786,434 3.00 28.81 786,434  3.00 40.96
{128, 128} 917,504 3.50 2278 917,504  3.50 38.01
{256} 1,048,576 4.00 16.33 1,048,576 4.00 35.00
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