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KC (Dataset S, int c)

{
P=¢; //Pis the partition result
Select ¢ points randomly in S to be centroids of ¢ groups;
While (Icentroid moving iteration)
{
For (each x; € S)
{
Compute the distances between x; and ¢ centroids;
Check the size of the closest group Ggjosest Whose
centroid is closest to x;;
While (lassign)
If (group size <2k-1)
{
ASSign Xj to Gclosest;
break;
}
else
Check the size of the next closest group
Gelosest Whose centroid is closest to x;;
}
}
}
For (each group G))
{
Check the group size of all groups;
Remove the groups whose group size equals 0;
If (the group size of G;<k)
{
/ladjust the group size of G;
LackCount = k-| G; |;
Empty = X[(2k-1)-|other groups]];
If (LackCount>| G; | && Empty=| G; |)
{
Assign each x; € G; to the closest group
whose group size between k and (2k-2);
Remove G;;
}
else
For (1 to LackCount)
Move x; from the closest group
whose group size is at least (k+1)
to G;;
}
}
}
}
Compute the new centroid of each remaining group;
}
P =PU all remaining groups;
return P;
}
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KCKW (Dataset S, int c)

{
P=¢; //Pis the partition result
Select ¢ points randomly in S to be centroids of ¢ groups;
While (Icentroid moving iteration)
{
For (each x; € S)
{
Compute the distances between x; and ¢ centroids;
Assign x; to the group whose centroid is closest
to x;;
For (each group G))
{
Check the group size of all groups;
Remove the groups whose group size equals 0;
If (the group size of G;<k) //adjust the group
IIsize of G;
LackCount =k-| G; |;
If (LackCount>| G; |)
{
Assign each x; € G; to the closest group;
Remove G;;
}
else
For (1 to LackCount)
{
Move x; from the closest group
whose group size is at least (k+1)
to G;;
}
}
}
}
Compute the new centroid of each remaining group;
}
For (each group G))
Check the group size of G;;
If (the group size of G;> (2k-1))
{
Use MD to form two groups with group size k;
Let each remaining x; € G; be a single group;
While (leach x; € G; is assigned to a group with
group size more than k)
{
Compute the Ward’s distances among groups;
Combine the two closest groups as one group,
but never combine both group sizes are more
than 2k;
}
}
}
P =PU all remaining groups;
return P;
}

B 2 KCKW j# & ;= pseudo code

1
g

(2) Census(1080-13) : & z 1080 % F#L » & %

L2 ? 13 B #HciEa nt\m/f!l;,]“} o LLA‘}J_%

* >+ [4][6][8][10][17][22][26] = % # -

(3) EIA(4092-11) : # 7 4092 £ F#L » & &

24 11 BacEA B 2 TR B
w[6][22]gw= g ¢ -

(=) 7%
AR R TE > FEKE 3 T Ak
i

2332544

7

=

A Tl

.,

—
¢

b HEEY o E - HEL e
FLo gt s e = B IR ,ﬁxfbmﬂwi
BEBHT i:’l B o fptHAFY 2 HRER(F
WAL R A V)G EUSH 3B 5 £ A
oy RS B 2 Bdp T Ap Ry
G222 % o UKW(MD)Z § St &1 p 2
;g%[?] ) é;’%c‘ F % Tarragona oL f kg it
i gl M-d 2 Sl g 2 pr[17]
H4x* Tarragona * Census F A& & (7§ % |
NPN-MHM ~ MD -~ MD-MHM -~ MDAV -
MDAV-MHM - CBFS ~ CBFS-MHM ¢ 2% #c5 !

R

foegel6] > & EIA TGS -G &%
CBFS-MHM = 2 i (7 p[3# »
Tarragona (k=3)
=l 171§ 17.3049 A17.7699
g 7 /’\169829 16.9326 :16.97;1}/ \
= 165 ‘ie/es./ 16.9835 16.9326  16.9741
2 1 | 1638 \
B 155 N
@3 15 15.6487
- 145
D O e NN
N N N @y C)<2,<<
Tk

B 3 Tarragona 4% # 2 7 2 #cdyp(k=3)



Census (k=3)
’_Tg o 571999 56022 5.68 57411
S 5 6.11 6.3498
= 560724 56523 5.6734 *
:;“ﬂ g 4.9631
£
B 1
)
2
FPEEFTFTHL S S
Qe, o, @ vé' Q%' ‘l‘
S N ® &
Tk
B 4 Census 7 4% & 2. 7 2% #cdp(k=3)
EIA (k=3)
1.6
3 1 ,1.3963
S 12 VAN
= 1
]
it 82 0.5525 0.4831
5 04 0.4831 d
gfs 0.2 04723 04422 0.4081 05271
i 0 I I I I
S S FSL
N N S O o
& ¥ NS
K\
ik
B 5EIA 74 & 2 % % #chh (k=3)

L1 A BEHETRETEL TR R e L

EE R

Dataset
Tarragona  Census EIA H®irt=
Method
Uk-W(MD) 2 N/A N/A N/A
M-d 3 9 N/A N/A
NPN-MHM 9 10 6 25
MD 8 7 3 18
MD-MHM 7 6 2 15
MDAV 4 5 4 13
MDAV-MHM 4 2 1 7
CBFS 6 4 4 14
CBFS-MHM 5 3 N/A N/A
KC 10 8 7 25
KCKW 1 1 5 7

BEE 3 2E 4 APV UERA
Tarragona f= Census 7 & gz @ » KC i eh
2 o e B KCKW 2 4rpi Bf il 55
# o BERATA R0 o § o 0 3k Tarragona
FE kg 0 KCKW 2% KC i fo Uk-W(MD)
0 IEIRP Y - B E A c-means i x A &
SR E S ZRBEMBRANAEEZDRE R

At R et L Haa o R EFEF AP - B
iz Tc-means 22 P4k 38 4 302 enid £ 0 fgecd
Lpend BT R REVLHY iEie- 2 AR
[ & BT — 4e— A3 ek o

R o B b gt Bl P o KCKW j# ehi
BT F oan s AR APRRE R LR 5: F
W é}?& - 2 ;2 NPN-MHM -

bk TR AR
AL EMAF A B L
(drd 1) 2 g FELLMEgH TR
g1 NIA shiE ¥ 4 7 v;;w gt
o b FORL R RRE 0 Tt O e e e

- FEd E_Jfﬁgmr»\%cmm%’i\lfﬁ?
M GEAR g el 2 e AR 2V
MDAV-MHM = i o & #2 § # 21 ¢ KCKW = 2
24 M it eha B ;;, ,;11 Bs F R e T A
Bendammkot > Bl L B H RRE ) KCKW &
BERE (Tarragona > Census) R B P 3953
MDAV-MHM = % » & 444 EIA ShF 44 8 &
Pl E_MDAV-MHM = 2 di 5 iR 4

I~ RABBAREER

MR A AT SR AP TR T
Birmg - g HEF % 2 y} g T ALARE
204 A EHBAEFEIIP O BEKF Len
FA o 2R uf‘:’&g‘%%%mﬁ T At APERF
Jt%iféﬁ’?ﬁ:iﬁv?*'ri’ﬁw N R
(A B At 5 LR N s v AR ﬂﬁ
AR R o FBAFEL Y - 2 g Ly -
ARG T AP e BB

y

TR ok
ASTS

=

e

DR

A

’

ES

J

:‘\
]
2
\
—i=
L
Sk
W
ol

Wow

-~ A_‘_
W‘\'&
M
W e

e NE
SR
’

3
&



— DT R PR RGE R A R R ) 1
FTRFLEaFFpe o

R ,r)g.&ﬁ;}%m% KRG RKEE
e H P bR L AR A K R
Btk A G T AHERY Y AT
SRS R T Y- LA AR
c-means £ Ff R 8 A ¥R o FRE Bt B A
R A R S A 0 s
H2ki o A SR BRERY ET AP
Ee ZMAL AT S b AFn B RS YA
L e O BT il S
GA F & = L ski# Bl eyl B i 53+ 5 ()
do i F HEEEN 2 S IBMRFE 2 s iR
TR = A VT EE NI SR R
PRAERRELEF IR E DT Al

H- 22 a2dpanc o

=it

-

—
7

AP R MBI G R (R

NSC 98-2410-H-260-018-MY3) -
=~ %3 —;:)lfl;-

[1] R.Brand, J. Domingo-Ferrer and J.M.
Mateo-Sanz, “Reference data sets to test and
compare sdc methods for protection of
numerical microdata”, European Project
IST-2000-25069 CASC,
http://neon.vb.cbs.nl/casc, 2002.

[2] V. Ciriani, S. De Capitani di Vimercati, S.
Foresti and P. Samarati, “k-anonymity”,
Springer US, Advances in Information
Security, 2007.

[3] ]L.H. Cox, J.P. Kelly and R.J. Patil,
“Computational Aspects of Controlled Tabular
Adjustment: Algorithm and Analysis”, in: The
Next Wave in Computer, Optimization and
Decision Technologies (B. Golden, S.

Raghavan and E. Wasil, eds.), Boston: Kluwer,
45-59, 2005.

[4] R. Dandekar, J. Domingo-Ferrer, F. Sebg,
“LHS-based hybrid microdata vs rank
swapping and microaggregation for numeric
microdata protection”, in: Inference Control in
Statistical Databases (J. Domingo-Ferrer, ed.),
vol. 2316 of LNCS, pp. 153-162. Springer,
Berlin Heidelberg NewYork, 2002.

[5] D. Defays and P. Nanopoulos, “Panels of
enterprises and confidentiality: the small
aggregates method”, in: Proceedings of 1992
Symposium on Design and Analysis of
Longitudinal Surveys, pp. 195-204, Statistics
Canada, Ottawa, 1993.

[6] J. Domingo-Ferrer, A. Martinez-Ballesté, J.M.
Mateo-Sanz and F. Sebé, “Efficient
multivariate data-oriented microaggregation”,
VLDB Journal, vol. 15, no. 4, pp. 355-369,
2006.

[7] J. Domingo-Ferrer and J.M. Mateo-Sanz,
“Practical data-oriented microaggregation for
statistical disclosure control”, IEEE Trans.
Knowl. Data Eng. 14(1), 189-201, 2002.

[8] J. Domingo-Ferrer, J.M. Mateo-Sanz and V.
Torra, “Comparing SDC methods for
microdata on the basis of information loss and
disclosure risk™, in: Pre-proceedings of
ETK-NTTS’2001, vol. 2, pp. 807-826,
Luxemburg, Eurostat, 2001.

[9] J. Domingo-Ferrer and V. Torra, “Fuzzy
microaggregation for microdata protection”,
Journal of Advanced Computational
Intelligence and Intelligent Informatics, vol. 7,
no. 2, pp. 153-159, 2003.

[10] J. Domingo-Ferrer and V. Torra, “Ordinal,
continuous and heterogenerous k-anonymity



through microaggregation”, Data Mining
Knowl. Discov. 11(2), 195-212, 2005.

[11] F. Glover, L.H. Cox, R. Patil and J.P. Kelly,
"Exact, Heuristic and Metaheuristic Methods
for Confidentiality Protection by Controlled
Tabular Adjustment”, International Journal of
Operations Research, vol. 5, No. 2, pp.
117-128, 2008.

[12] A.D. Gordon and J.T. Henderson, “An
algorithm for Euclidean sum of squares
classification”, Biometrics, 33, 355-362,
1977.

[13] J. Han and M. Kamber, “Data mining:
Concepts and Techniques”, San Francisco:
Morgan Kaufmann Publisher, 2001.

[14] P. Hansen, B. Jaumard and N. Mladenovic,
“Minimum sum of squares clustering in a low
dimensional space”, J. Classifi. 15, 37-55,
1998.

[15] S.L. Hansen and S. Mukherjee, “Apolynomial
algorithm for optimal univariate
microaggregation”, IEEE Trans. Knowl. Data
Eng. 15(4), 1043-1044, 2003.

[16] A. Hundepool, A. Van de Wetering, R.
Ramaswamy, L. Franconi, A. Capobianchi,

P.-P. DeWolf, J. Domingo-Ferrer, V. Torra, R.

Brand and S. Giessing, “u-ARGUS version
3.2 Software and User’s Manual”, Statistics
Netherlands, VVoorburg NL,
http://neon.vb.cbs.nl/casc, 2003.

[17] M. Laszlo and S. Mukherjee, “Minimum
spanning tree partitioning algorithm for
microaggregation”, IEEE Trans. Knowl. Data
Eng. 17(7), 902-911, 2005.

[18] J.B. MacQueen, “Some methods for
classification and analysis of multivariate
observations”, in: Proceedings of the 5th

Berkeley Symposium on Mathematical
Statistics and Probability, vol. 1, pp. 281-297,
1967.

[19] J.M. Mateo-Sanz and J. Domingo-Ferrer, “A
method for dataoriented multivariate
microaggregation”, in: Statistical Data
Protection (J. Domingo-Ferrer, ed.),
Luxemburg, Office for Official Publications of
the European Communities, pp. 89-99, 1999.

[20] C.A. Murthy and N. Chowdhury, “In search of
optimal cluaters using genetic algorithms”,
Pattern Recognition Letters, vol. 17, pp.
825-832, 1996.

[21] A. Oganian and J. Domingo-Ferrer, “On the
complexity of optimalmicroaggregation for
statistical disclosure control”, Stat. J. United
Nat. Econ. Com. Eur. 18(4), 345-354, 2001.

[22] A. Solanas, “Privacy Protection with Genetic
Algorithms”, Studies in Computational
Intelligence (SCI), Springer, Berlin Heidelberg,
92, 215-237, 2008.

[23] V. Torra, “Microaggregation for categorical
variables: a median based approach”, in:
Privacy Stat. Databases (J. Domingo-Ferrer
and V. Torra, eds.), vol. 3050 of LNCS,
pp.162-174, Springer, Berlin Heidelberg New
York, 2004.

[24] J.H. Ward, “Hierarchical grouping to optimize
an objective function”, J. Am. Stat. Assoc. 58,
236-244, 1963.

[25] Rui Xu and D. Wunsch, I, “Survey of
clustering algorithms”, IEEE Transactions on
neural networks, 16(3), 2005.

[26] W.E. Yancey, W.E. Winkler and R.H. Creecy,
“Disclosure risk assessment in perturbative
microdata protection”, in: Inference Control in
Statistical Databases (J. Domingo-Ferrer, ed.),



vol. 2316 of LNCS, pp.135-152, Springer,
Berlin Heidelberg New York, 2002.



A divisive partitioning method to
microaggregation

Huei-Jhen Lin Peng-Yeng Yin
National Chi Nan University National Chi Nan University
$97213519@ncnu.edu.tw pyyin@ncnu.edu.tw
ABSTRACT

The rapid development of information technology has made vast data collection easier. However, it also causes the
concern about individual privacy that may be revealed from the data. To effectively protect the individual data stored in
public statistical databases, the government can apply microaggregation which is one of statistical disclosure control
techniques in addition to enforcing individual data protection laws. The problem nature of microaggregation is similar
to that of classical clustering method. Consequently, there are several microaggregation techniques that are derived
from classical clustering methods, disclosing the importance of this research direction. Based on this observation, we
propose two new microaggregation methods, one is modified from c-means algorithm, and the other is created by
marrying c-means and the hierarchical clustering methods. Our hybrid approach can remain the advantages of the two
original methods without inheriting their drawbacks. Experimental results confirm our conjecture and manifest that

our hybrid approach outperforms several existing methods.

Key Words: Microaggregation, Statistical disclosure control, Information loss, c-means clustering, Agglomerative

approach
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