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Abstract- The paper proposes personal authenti-
cation for remote assistance using real-time se-
cret sharing via multiple channels (denoted as 
PA-RSS). The proposed personal authentication 
scheme for remote assistance allows an assistant 
login one's device securely and assists people, 
e.g., elders or children, in operating and confi-
guring their complicated e-devices easily. The 
proposed PA-RSS consists of i) an authentica-
tion server and a Google STUN/relay server that 
are responsible for personal authentication and 
NAT traversal, respectively, ii) a target PC user 
that needs someone's assistance and iii) an au-
thenticated assistant. Unlike past remote assis-
tance via IM (Instant Messaging) or e-mail in 
Microsoft Windows, a real-time secret sharing 
mechanism via multiple Key-delivery channels 
is designed and implemented in the proposed 
PA-RSS. The assistant is able to obtain pieces of 
information on target PC's IP, login account (ID) 
and password (PWD), even he only received 
parts of Keys (authentication codes). Compared 
with HTTPs, the advantage of real-time secret 
sharing is able to relieve server loading without 
establishing heavily secure HTTPs tunnels. Be-
sides, Jabber/XMPP (Extensible Messaging and 

Presence Protocol) and UPnP (Universal Plug 
and Play) libraries will be used for NAT traver-
sal, i.e., make a 'hole/tunnel' as target 
PCs/assistants are (both) behind a firewall or an 
IP-router. The proposed PA-RSS mechanism 
was applied for Taiwan/US patents and inte-
grated in our developed product- home multi-
media center. 
Keywords: remote assistance, multi-channel au-
thentication, Shamir secret sharing, NAT traver-
sal. 
 

I. Introduction 
Since IA (Intelligent Appliance) techniques 

became mature, more and more embedded 
computer&communication products gradually 
were appeared around our daily environment, 
e.g., access points and IP routers (as residential 
gateways) [1]. However, complicated configura-
tions make consumers operate hardly as they 
utilize these devices at the first time. Although 
currently designed UI (user interface) becomes 
friendlier, sometimes, consumers still have to 
call-for-assistance as something wrong/trouble 
happen, especially for consumers who are not 
familiar with emerging product operations. Thus, 
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how to assist people, e.g., elders and children, in 
configuring system parameters using secure and 
reliable personal authentication is an important 
issue that we concern. Some technical chal-
lenges that we have to address are as follows.  
1. NAT-traversal issue: Network address trans-

lation (NAT) is the method of modifying 
network address information in Internet 
packet headers. From the mid-1990s, NAT 
became a practical method to address prob-
lems of the IPv4 address exhaustion for 
home and small-office Internet connections 
[2]. Internet hosts can not directly connect to 
others which are behind a firewall or an IP 
router because hosts lack of pieces of infor-
mation on external IPs owned by the 
IP-router and internal IP/Port mapping inside. 
In the past, many good solutions were pro-
posed to address NAT-traversal problems, 
e.g., port mapping protocol, Microsoft UPnP, 
STUN (Simple Traversal of User Datagram 
Protocol), TURN (Traversal Using Relay 
NAT) and ICE (Interactive Connectivity Es-
tablishment) [3][4][5]. In our work, released 
UPnP and Google Jabber/XMPP libraries 
[6][7] are utilized to address the 
NAT-traversal issue over distinct se-
cure-level NATs [8], e.g., full-cone, re-
stricted-cone and symmetric, and ensure that 
the target PC user and assistant are able to 
communicate with each other. 

2. Reliable message-delivering issue: In the 
most of currently remote-assistance applica-
tions, personal authentication codes are de-
livered from the server via a single channel, 
e.g., non real-time e-mail and real-time IM 
(Instant Messaging) [9]. Codes might be lost 
over an error-prone channel or can not be 

real-time received. Compared with methods 
of single-channel message delivering, me-
thods of multi-channel message delivering 
were proposed in past researches [10]. In our 
work, this concept is also applied with Sha-
mir secret sharing for the personal authenti-
cation in the proposed remote-assistance 
program, in which the assistant is able to 
obtain demanded login information, e.g., IP, 
ID and PWD, even received authentication 
codes are incomplete.  

3. Personal authentication issue: Hypertext 
Transfer Protocol Secure (HTTPs) combines 
the Hypertext Transfer Protocol and a cryp-
tographic protocol. Although HTTPs pro-
vides a secure channel for signaling and data 
delivering, it also results in heavy system 
loading as more connections are requested 
[11]. In addition to HTTPs-like packet pro-
tection, how to simply authenticate an assis-
tant is legal or not using cryptography and 
prevent the system from attackers is another 
important issue that we consider in this pa-
per.  
The paper proposes personal authentication 

for remote assistance using real-time secret 
sharing via multiple channels (denoted as 
PA-RSS). The proposed personal authentication 
scheme for remote assistance allows an assistant 
login one's device securely and assists people, 
e.g., elders or children, in operating and confi-
guring their complicated e-devices easily. The 
proposed PA-RSS consists of i) an authentica-
tion server and a Google STUN/relay server that 
are responsible for personal authentication and 
NAT traversal, respectively, ii) a target PC user 
that needs someone's assistance and iii) an au-
thenticated assistant. Unlike past remote assis-
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tance via IM (Instant Messaging) or e-mail in 
Microsoft Windows, a real-time secret sharing 
mechanism via multiple Key-delivery channels 
is designed and implemented in the proposed 
PA-RSS. The assistant is able to obtain pieces of 
information on target PC's IP, login account (ID) 
and password (PWD), even he only received 
parts of Keys (authentication codes). Compared 
with HTTPs, the advantage of real-time secret 
sharing is able to relieve server loading without 
establishing heavily secure HTTPs tunnels. Be-
sides, Jabber/XMPP (Extensible Messaging and 
Presence Protocol) and UPnP (Universal Plug 
and Play) libraries will be used for NAT traver-
sal, i.e., make a 'hole/tunnel' as target 
PCs/assistants are (both) behind a firewall or an 
IP-router. 

The rest of this paper is organized as follows. 
Section II introduces personal authentication for 
remote assistance in Microsoft Windows and the 
Jabber/XMPP protocol for NAT traversal. Sec-
tion III introduces the system architecture of 
PA-RSS. Section IV describes proposed personal 
authentication using secure HTTPs and real-time 
secret sharing via multiple channels. Section V 
gives discussions and concluding remarks. 
 

II. Related Works 
In this Section, personal authentication of 

Microsoft remote assistance using the MSN 
messenger and e-mail are compared with our 
proposed PA-RSS. Also, we introduce XMPP 
protocol and Jabber tools for NAT-Traversal so-
lutions.  
 
A. Personal authentication of Microsoft's 
Remote Assistance 

In the US Issued Patents NO.6973482 [12], 

the inventors revealed the methods of Microsoft 
remote assistance via MSN and e-mail. Refer-
ring to Fig. 1, Microsoft MSN integrates the list 
of original contacts' information and the function 
of remote assistance, and the target PC user may 
issue a HELP-request signaling via MSN to the 
remote assistant. Actions are as follows.  
Step1. The target PC adds an assistant into their 
contact list, opens the MSN remote-assistance 
page, and then issues a HELP-request signaling. 
Step2. Target PCs are able to randomly generate 
a 'ticket', including pieces of information on the 
target PC's IP, temporally opening port, ID, 
PWD, expiration time and CA (Certification 
Authority).  
Step3-4. The 'ticket' is sent to the assistant via 
through the MSN server. The assistant’s program 
will execute the software of the remote desktop 
and login the target PC based on this ticket in-
formation.  

It is noted that MSN is able to perform the 
function of NAT traversal and establish a con-
nection between the target PC and assistant, 
even they are behind a IP-router (under NATs).   
 In addition to the aforementioned personal 
authentication for MSN remote assistance, per-
sonal authentication via e-mail is also the other 
feasible solution. Firstly, the target PC contacts 
the assistant via e-mail, and the mail server will 
forward the call-for-assistance ticket that con-
tains encrypted login information to the assistant. 
Then, the target PC informs the assistant about 
call-for-assistance requests by phone or other 
methods. Finally, the assistant receives this 
e-mail and obtain ID and PWD after passing CA 
authentication, and the assistant is able to login 
the target PC accordingly. 
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B. Jabber/XMPP Protocol for NAT-Traversal 
Solutions 

XMPP (Extensible Messaging and Presence 
Protocol) is the XML-based streaming protocol 
which is defined in RFCs (3920-3923) [13]. It 
provides a robust, secure and scalable architec-
ture for near-real-time messaging and structured 
data exchange. Originally, Jabber is the IM ser-
vice based on XMPP, and is an open standard for 
instant messaging [14][15]. In 2006, Jabber 
Software Foundation (JSF) published two 
XMPP-extended specifications, which are called 
jingle signaling and jingle audio. It is noted that 
jingle signaling is able to initialize and manage 
P2P sessions, replace TINS (Transport for In-
itiating and Negotiating Sessions) protocol and 
implement NAT-traversal functions [16]. At the 
meanwhile, Google also implemented these two 
extended-XMPP specifications, and released a 
library called libjingle for developing Google 
talk.   

Behind common full-cone NATs, networked 
software programs open a temporal port in the 
IP-router using UPnP techniques, i.e., port for-
warding, and the IP-router will forward packets 
to one of specific running programs inside from 
an assigned port. But the aforementioned me-
thod is not suitable for parts of restricted-cone 
and symmetric NAT traversal. The Jabber/XMPP 
protocol and library kits are further able to 
search a proper STUN/relay server and 
re-forward transmitted packets between the tar-
get PC and assistant, even they are behind sym-
metric NATs. The main functions of the Google 
libjingle contain i) NAT-type detection: through 
a Google STUN server, the NAT types, e.g., 
full-cone, IP-restricted, port-restricted and sym-
metric NATs, can be determined, ii) messaging 

negotiation: check whether Google account and 
password are matched or not and iii) P2P com-
munication: establish an end-to-end data com-
munication. 

 
III. System Architecture of PA-RSS 
The proposed PA-RSS system contains two 

major operations- personal authentication via 
multiple secure HTTPs channels (OP0) and ad-
vanced secret sharing (OP1) [17][18]. Multiple 
channels are composed of e-mail, SMS, phone, 
IM, etc, and the target PC user may send the 
call-for-assistance ticket that contain login in-
formation to the server. Fig. 2 shows the 
PA-RSS personal authentication for remote as-
sistance. Actions are as follows.  
Step1. The target PC issues HELP-request sig-
naling as something wrong happens, and ran-
domly generate ID/PWD.    
Step2-4. The target PC sends an encrypted ticket 
to the server, and then the server may decrypt 
this ticket and generate a Key set (authentication 
codes) automatically. Authentication codes will 
be delivered to the assistant via multiple chan-
nels.   
Step5-7. In the OP0 operation, the assistant 
receives the authentication codes, obtains the 
ticket as passing personal authentication, and 
logins to the target PC accordingly. In the OP1 
operation, the assistant needs to compute a ses-
sion Key (SK) as he receives any subset k shares 
(authentication codes) using Shamir secret shar-
ing, and decrypt ID and PWD demanded for re-
mote-assistance connection.  
 
IV. Proposed Methods of Personal Authenti-

cation for Remote Assistance 
In this Section, two operations of personal au-
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thentication for remote assistance, e.g., multiple 
secure HTTPs channels and secret sharing, are 
introduced in detail. 
 
A. Personal Authentication of Remote Assis-
tance via Multiple Secure HTTPs Channels 

Fig. 3 shows the message flow of PA-RSS 
personal authentication over multiple secure 
HTTPs channels. Among them, the target PC 
user named Layman owns a secret Key (SEED) 
and the server also owns a secret Key (X). It sa-
tisfies SEED = Hash (X||SN), in which SN is a 
series number and Hash is a Hash function. The 
advantage of this method is the number of SEED 
will not increase with number of served targets 
because SEED is just calculated dynamically 
based on SN, and Hash calculation can not result 
in heavy burden in the server. All detailed func-
tions are as follows.  
Scenarios: Layman bought the target PC and 
configured multiple call-for-assistance channels 
with the assistant (Veteran) for remote assis-
tance.  
Step1. The target PC will generate a set of ID 
and PWD randomly for the usage of re-
mote-assistance program and deliver owned SN 
to the server.  
Step2. The server will calculate a target PC’s se-
cret Key SEED based on an owned secret Key X 
and received SN using a Hash function. After 
calculated, SEED will be delivered to the target 
PC.  
Step3. The target PC will encrypt the pieces of 
information on IP, ID and PWD using SEED, 
and then deliver the call-for-assistance ticket that 
contains encrypted information to the server.  
Step4. The server will generate n authentication 
codes, e.g., R1…Rn, randomly, and deliver them 

to the assistant via parts of previously confi-
gured channels. 
Step5. The assistant will receive parts of authen-
tication codes and give his responses R’1…R’n 
to the server via multiple secure HTTPs channel.  
Step6. The server will verify whether these res-
ponses are correct or not, and inform the assis-
tant about target PC’s IP, ID and PWD if passing 
authentication.  

It is noted that the Public Key Infrastructure 
(PKI) is another solution for personal authenti-
cation. The prons of PKI is that SEED need not 
to be saved in the target PC, but the server may 
encounter denial of service (DoS) attack [19]. It 
is because if attackers get the Public Key and 
encrypt much useless information to the server, 
the server has to pay more efforts to decrypt 
these packets and determine whether packets are 
effective or not.  
 
B. Personal Authentication of Remote Assis-
tance using Secret Sharing via Multiple 
Channels 

As mentioned before, the establishment of 
secure HTTPs channels results in heavy servers 
loading. Thus, we attempt to modify Shamir's 
secret sharing and specify the authentication 
flow for remote assistance programs, which is 
shown in Fig. 4. All detailed functions are as 
follows.  
Scenarios: Layman bought the target PC and 
configured multiple call-for-assistance channels 
with the assistant (Veteran) for remote assis-
tance. 
Step1. The target PC will generate a set of ID 
and PWD randomly for usage of re-
mote-assistance program and deliver owned SN 
to the server.  
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Step2. The server will calculate the target PC’s 
secret Key SEED based on the server’s secret 
Key X and received SN using a Hash function, 
and generate a timestamp (T) and a set of coeffi-
cients A0…Ak-1. To protect SEED, a session Key 
(SK) is calculated by SK = H (A0), and then T, 
encrypted SEED, e.g., SEED⊕SK, and a Hash 
value H(SK||T) is delivered to the target PC.  
Step3. The target PC is able to extract SK from 
encrypted SEED, e.g., (SEED⊕SK)⊕SEED, and 
verify correctness of SK and T from the Hash 
value H(SK||T). It is noted that this Hash value 
plays the same role of MD5 or CRC.  
Step4. The target PC will deliver pieces of in-
formation on (i) IP, (ii) ID and PWD that are en-
crypted based on SK, e.g., ID⊕SK and 
PWD⊕SK and (iii) a Hash value H(ID||PWD||IP) 
to the server.    
Step5. The server is able to extract ID and PWD 
from encrypted data, e.g., (ID⊕SK)⊕SK and 
(PWD⊕SK)⊕SK, respectively. And verify cor-
rectness of IP, ID and PWD from the Hash value 
H(ID||PWD||IP). It is noted that this Hash value 
also plays the same role of MD5 or CRC. 
Step6. With Shamir secret sharing, the server 
will build a polynomial function f(x) based on 
the coefficients A0…Ak-1, and compute (i, f(i)) for 
i = 1…N. Then, the server will forward pieces of 
information on (i) IP, (ii) ID and PWD that are 
encrypted based on SK, e.g., ID⊕SK and 
PWD⊕SK, (iii) a Hash value H(ID||PWD||IP), 
and (iv) parts of compute (i, f(i)) for i = 1…N, to 
the assistant.  
Step7. With knowledge of Shamir secret sharing, 
the assistant is able to reconstruct A0 from any 
subset k shares and calculate SK accordingly. 
When SK is known, ID and PWD will be de-
crypted, e.g., (ID⊕SK)⊕SK and 

(PWD⊕SK)⊕SK, and then the assistant is able 
to login the target PC using these ticket informa-
tion. 
 

V. Discussion and Conclusion 
We compare the proposed personal authentica-
tion method PA-RSS for remote-assistance with 
Microsoft remote-assistance method which is 
introduced in Section 2.1. Some advantages are 
as follows.  
1. Security: Microsoft remote-assistance me-

thod needs to dispatch CA to the assistant 
via e-mail, but the cost of dispatching CA is 
relatively higher. Although users are able to 
publish their temporal CA, it does not iden-
tify users definitely because anybody is 
able to claim 'who I am' by sending e-mail 
on behalf of someone else. In this situation, 
the assistant may catch virus as they open 
the call-for-assistance letter with the illegal 
CA.  

2. Reliable message delivering: Compared 
with the Microsoft's methods, authentica-
tion codes are sent via multiple channels in 
the proposed PA-RSS, and thus the assistant 
is still able to obtain ticket information us-
ing Shamir secret sharing, even he only 
receives tickets from parts of channels.  

3. Real-time notification: E-mail is not a 
real-time data transmission channel. That is, 
unless the assistant just receives his e-mail, 
he can not receive this call-for-assistance 
message. In our proposed PA-RSS, the 
server is able to send authentication codes 
via multiple channels, and make the assis-
tant is able to receive the login information 
from parts of channels.  
In summary, our major contribution is to 
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design personal authentication via multiple 
channels for remote-assistance program in case 
of parts of authentication codes are lost or de-
layed. The proposed PA-RSS utilizes Shamir 
secret sharing to enhance the error robustness, 
i.e., the assistant is able to obtain and extract lo-
gin information as the received authentication 
codes are incomplete. Besides, the UPnP 
NAT-traversal solution and Jabber/XMPP are 
used for distinct secure-level NAT networks, and 
make people communicate with each other even 
they are behind an IP-router. The proposed 
PA-RSS control scheme was applied as Tai-
wan/US patents, and will be soon integrated in 
our developed product- home multimedia center, 
which is going to be cooperated with industries. 
From our many experiments and testing, the 
proposed PA-RSS is a good/feasible solution for 
personal authentication in developing re-
mote-assistance products. 
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Fig.1. Personal authentication of Microsoft remote assistance via MSN and e-mail. 
 

 
Fig.2. Proposed PA-RSS personal authentication for remote assistance.  
 

P2P101
矩形



 10 

 
Fig.3. Personal authentication for remote assistance via multiple secure channels.  
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Fig.4. Personal authentication for remote assistance using secret sharing via multiple channels.  
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