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Abstract—In 2005, a delegation-based authentication to provide secrecy, authenticity, data integrity, and
protocol for portable communication systems was pro- non-repudiation features.
posgd by Lee and_ Yeh. T_he major merits include: 1. Many well-known public key cryptosystems can
the identity of mobile user is not exposed over an open be adopted to provide the above features [1], [2], [3].

network; 2. the mobile user can construct the digital H h d of . dd S
signature for roaming service requests by himself; 3. the owever, the speed of encryption and aecryption in

protocol satisfies secrecy, authenticity, data integrityand PUblic key cryptosystems is lower than secret key
non-repudiation properties; 4. the mutual authentication Cryptosystems such as AES [4]. Also, the public
between the mobile user (MS) and the visited location key need to be changed periodically. The scalabil-
register (VLR) is satisfied; and 5. the computation and jty the communication bandwidth, the computation
communication cost is low. Later, Leeet al. showed o5n4hility and the storage space are inherent fatal
that a valid malicious VLR can trick the home location . . . .
register (HLR) by forging authentication messages and " resource-constrained wireless environments and
overcharging the service fee in Lee-Yeh's protocol. At the Portable devices. Therefore, the cost-benefit analysis
same time, Leeet al. proposed an improved method to and the performance are major concerns to partici-
enhance the security and the efficiency. The intentions of pants in PCSs.

this paper include: 1. to demonstrate that both Lee-Yeh  Global System for Mobile Communication
and Lee et al.'s protocols do not keep the privacy of MS (5g\)) js a popular standard for the mobile stations

actually; 2. to show that the overcharge problem still exis$ .
in Lee et al.’s protocol; and 3. to propose a new method in the world [5]. Based on the concept of the chal-

which can enhance the delegation and security level and lenge/response technique in secret key cryptosys-

keep the privacy and the efficiency of MS. tem, the computation cost of MS do not increase
Index Terms—Authentication; Hash Function; Privacy; dramatically and the long-term secret key; is
Proxy signature; Wireless Communications. embedded in the SIM card. We briefly demonstrate
the GSM protocol in Figure 1, where IMSI is the
. INTRODUCTION international mobile subscriber identity, TMSI is the

The portable communication system (PCS) istamporary mobile subscriber identity, LAl is the
convenient way for subscribers to obtain desirddcation area identity, and RAND is the random
services from service providers without using anyumber. In the protocol, the non-repudiation prop-
physical circuits. Oppositely, the radio waves trangfty is not provided, so a dishonest user may deny
mitted way is not secure since anyone can easthe calls. Besides, the privacy of user identity is not
eavesdrop the contents of communications from garotected due to the real identity IMSI is exposed
A widely adopted way is to employ cryptosystemsver open networks and there are no protection



MS VLR HLR in Section 6.

1. TMSI, LAI .
’ 2. IMSI

LEEet al’Ss DELEGATION-BASED
AUTHENTICATION PROTOCOL

In this section, we briefly review Leet al’s
protocol [7], demonstrate the linkability of MS’s
identity and show that the overcharge problem exists
in their protocol.

3. IMSIL, RAND, SRES, K.

4. RAND

5. SRES

SRES = A3(K,, RAND)
K. = A8(K;, RAND)

i?fig(ﬁi(gzﬁgym A. Protocol
The protocol consists of on-line and off-line au-
thentication processes. In the on-line authentication
process, VLR verifies the signature of the service
request and connects HLR for obtaining the first
mechanisms between VLR and HLR. The sensitigession key on demand. In the off-line authen-

information could be eavesdropped. Finally, the mtication process, VLR does not need to connect

Fig. 1. The authentication in GSM systems

tual authentication property between MS and VLRLR frequently for asking next verifier when MS

is also not provided.

accesses the network via VLR again. Based on the

In 2005, Lee and Yeh employed the concegoncept of hashing chain [8], VLR can identify MS
of proxy signature to propose a delegation-basky using the old token to generate the next token
authentication protocol [6]. In which, many admire@imultaneously.
requirements are achieved such as identity privacy,l) Parameters.p is a large prime number (512

non-repudiation, mutual authentication between MS
and VLR, easy key management, low computation
cost, and the communication efficiency. Unfortu-
nately, Leeet al. pointed out that Lee and Yeh'’s

protocol is not secure against a valid malicious VLR
from forging service request withesses without the
help of MS [7]. The overcharge problem happens.
At the same time, Leet al. employed the concept

of hashing chain [8] to propose an improved method

for eliminating the above weakness. In Leeal.’s 2)

protocol, it not only keeps the same requirements,
but also enhances the computation efficiency by the
pre-computation technique.

The major contributions of this paper include:
(1) to demonstrate that Lee-Yeh and Letal’s
protocols do not keep the privacy of user identity
actually; (2) to show that the overcharge problem
still exists in Leeet al.s protocol; (3) to propose a
novel method to keep Leet al’s requirements and

to enhance the efficiency and the privacy of MS. 3)

In next section, we review Leet al's improve-
ment and show their weakness. In Section 3, we
present our method. In Section 4, we analyze the
security of the proposed protocol. In Section 5, we

bits); ¢ is a prime factor ofp — 1 (160 bits);

g is a generator in groug;; Kyy is a pre-
shared long-term secret key between VLR and
HLR; IDy andIDy denote the identities of
VLR and HLR; [n]x denotes the message
m encrypted using the ke¥ in a symmetric
encryption schemei, |m, denotes the con-
catenation of two random strings; and h() is a
one-way hash function in cryptography.
Setup. HLR generates a private/public key
pair (x, v), wherez is a random number and
v = g* mod p. For each registered MS, HLR
selects a random numbérand calculates<

= ¢* modp ando = x + kK mod ¢, where
(o, K) is the key pair shared between MS and
HLR and K is the pseudonym of MS. After
that, HLR writes ¢, K) into MS’s SIM card
and stores them with the real identity of MS
into a secure database.

Pre-compute. MS generates a random num-
ber n,, calculates a hashing chain'(h,),
h?(ny), ..., H*1(n;) and stores them, where
n is a pre-defined constant used for limiting
the times of the off-line authentication.

analyze the efficiency of our proposed protocol and4) On-line authentication.

the related protocols. Finally, we conclude this paper

1. MS sendsk to VLR.



2. VLR generates a random numbgrand  On-line authentication process
sends it with/ Dy, back. MS VLR HLR
3. (a) MS generates a signaturg §) for (o, K) (v, Kym) ((x, ), (0, K), Kyn)
the messageVy, n, and I Dy, wheret  (0)Pre-compute and store
is a random number, = ¢! modp ands " P R0 =N
= (o * h(N, || ny || IDy) + t * r) mod (K
q. (3.2) (2) my, IDy
b) MS sends«, s, K, Ny, [IDy, ID r=¢ -
Eo )VLR ! : " v) s = oth(NilInallIDyy+r
4. (a) VLR verifies whether the equation (:b)7, 5, K, Mi, Iy, IDy
g° = (WK E)Nilin2llIDv)pm mod p holds. (4.8 Check
If the verification is successful, VLR g’ =, KXYl
encrypts the messag@/{, n,, IDy) by @0 Ny ll72 11Dy i st 10y
using the keyKy g. (5.2) IC:N h(N, [ ns|or)
(b) VLR sends [V, || no || IDv]k,, '
; 5.0)[N,, 1, ID,|1ml|11|G k.. . 1Dy, L
5. (a) HLR decrypts the messagé/[ || (6.:2) Check
) (6.b) Store Cy, I
N2 || ]DV]KVH by using the keyKVH. (6.) [Ny, 3, IDy],, IDy ore
According to K, HLR searches the cor- —
. .. (6.d) Check N,
responding kew in its database. Then (.c) ¢, = hiljnsfinslio)
HLR calculates the first sessio_n keyt ith Off-line authentication process
=h(Vy || ng || ns || o), whereng is also  vis () VLR (C,[=h""(n))  HLR
a random number. [h"*1 (1, )].. Cheek h(™(ny) =
(b) HLR sends the encrypted message — =update/=h""(n)
[[Nlu ns, I-DV]O' || Ng H l H CI]KVH Wlth Cii=h(/,C)andcounti=i+1<n
IDy andIDy to VLR, wherel = N;. .
Fig. 2. Leeet al's sch
6. (a) VLR decrypts [IV1, n3, IDy], || no 9 eeet als scheme

| 1 Cilk,, to obtain [Ny, n3, IDy],,
No, | and Cl.
(b) If ny and!l are the same as before,

VLR sets up the first time session key

SK = Cl-

(c) VLR forwards [V, n3, IDy], with
1Dy to MS.

(d) MS decrypts |V, n3, IDy], to ob-
tain Ny, n3 and IDy.. If N; is correct,
MS believes that VLR is authenticated
by HLR.

(e) MS calculates”; = h(Vy || na || ns

counteri < n, and verifies whether
the digest of the decrypted message is
equal to!l. If they are correct, MS is
authenticated. VLR renews the verifier

= hn=*1(n,) for next authentication and
the counteri = ¢ + 1 and calculates next
session keySK = C;;1 = h(, C;). We
demonstrate the protocol in Figure 2.

B. Privacy of MS

Both of Lee-Yeh and Leet al’s protocols use the

| o) and sets up it as the current sessigmseudonym¥i’ to replace the real identity IMSI and
key SK. no one can derive the relationship betwe€nand
5) i-th Off-line authentication. IMSI. However, the pseudonyrﬁ is never changed
after MS sends the service request.

a) MS picks the verifier riti(n,) from It means that VLR and other eavesdroppers can
the database and encrypts it by using theasily trace to the same MS when the service request
key C;. MS sends the encrypted result tavas sent. Therefore, we say that the trajectory
VLR. protection of MS is not enough in Lee-Yeh and Lee

b) VLR decrypts [Fi~"!(n;)]¢,, checks the et al’s protocols.



C. The Overcharge Problem

On-line authentication process

After MS has visited a valid malicious VLR, VLR

can forge authentication messages by the help of

other MS. It implies that VLR still can trick HLR
to charge double or more service fees in le¢al.’s

. .a
protocol. We show a simple example and assume

MS, VLR HLR
(o0 Ki) (v, Kym) ((x, v), (o1, K1), (O, Kin), Kyz)
(0) Record login information
((HLR, K), (HLR, K>), ...)
1) K,
(3.2) (2) ny, IDy

that MS has visited VLR, M§ is requiring the s= oth(WilmllDyyter

personal service and both of M&nd MS, have
registered to the same HLR. Note that M&hd MS,

do not need to register to the same HLR in this
problem.

1) After MS, has visited VLR, VLR records the
pseudonymi;.

2) When MS sends the service request to run

the on-line authentication process, VLR sends

the messagesV], || ns || I Dv]k,, and [Ny ||

nh || IDv]k,, to HLR in parallel, wheren,

andn/, are random numbers and is used to
forge MS’s service request. Note tha; is

chosen by M$.

3) Without loss of generality, VLR will receive

(3.b) 7, 5, Ky, N1, IDy, IDy

(4.2) Check
gs Ep (VK,I,(” )h(fVlHnZHII);) *rr
(4. [N, |, [| K, ]k, - LDy . 1Dy
(4.5) [N [0yl K1k, - LDy . 1Dy
(5.a) Cy = h(Ni|[n2l|n3]|)
l = N[
(5.2) €' = h(Ni||n2||n3'l|o1)
l‘ = N1
(5-DIINy, 3, IDy 1, |moll1| G 1, - 1Dy, IDy
(5-bY[Ny, m3", 1Dy 1, (1|71 Cy Nk, » 1Dy, 1Dy
(6.a) Check n,
(6.b) Store C, [
(6.b") Store Cy', I'
(6.0)[Ny, n3, IDy ], , IDy

(6.d) Check N,
(6.¢) C1 = h(Ni[|nal|n3][o,)

[[N1, 3, IDv]o, || n2 || U] Cilky,, @and [[Vy,
s, IDv]oy || ny || U || Chlieyp, from HLR,
where n; and nj; are random numbers and

ith Off-line authentication process

MS, (C) (Cio 1 =0"(n) HLR

(CL I =0""(ny))

(n, C1) is response for MSservice request.
o; and o, are M§ and MS,’s secret keys,
respectively.

VLR stores (4, ) and (7, I’) and waits to
run the off-line authentication process with
MS,.. Note that! is equal to!'.

In the i-th off-line authentication process,
MS,, encrypts the verifier’n+1(n,) by using
the key C; and sends the encrypted result
to VLR. Without loss of generality, VLR
renews the verifiet = h*~i*1(n;) for the next
authentication of MS and the countef = i
+ 1 and calculates the next session K&y,
= h(, C;).

4)

5)

hanl § )
TG e (b (n1)) = 1

= update / =h""'(n))
Ciiy=h(/,C)and counti=i+1 <n

= update I' = h""!(n;)
Ci'=h(l', C)and count /' =" +1 <n

Fig. 3. The overcharge problem in Le¢ al’s protocol

Figure 3.

lIl. OUR PROTOCOL
In this section, we propose a new method to over-

come the linkability and the overcharge problems.

At the same time, VLR can forge the nexd he used parameters are the same as dteal’s
verifier !’ = h"~"+1(n,) of MS, and the session protocol.

key C;,, = h(l', Cj). It means that VLR can
forge m times the service request withesses
of MS, after MS, has visitedmn times VLR.
VLR imitates successfully M3 service re-
quest to trick HLR of M$ for charging the
roaming fee without the knowledge of M'S
secret keyos;. The attack is also shown in

1) Setup. HLR generates a private/public key
pair (x, v), wherez is a random number and
v = g* mod p. For each registered MS, HLR
selects a random numbkiand calculates =
¢* modp ando = (—k~'zK) mod ¢, where
o Is the secret key shared between MS and
HLR and K is the pseudonym of MS. After



that, HLR writes ¢, Szen, = NULL, K) into
MS’s SIM card and stores:( K, o) with the
real identity of MS into a secure database.
2) Pre-compute. MS generates a random num-
bern, and calculates a hashing chait(/i),
h2(n1), . HH_l(’fll) = N and Koew =
KMMNlo) mod p. If s7emp is null, MS calcu-
lates syeze = (0 % K71 % h(Ny[|o) ™' * Kpew)
mod ¢; otherwise, MS calculatesy.,; =
(STemp* K1 h(Ny]|o) ™ % Kyey) modg. MS
then selects a random numbiecomputes: =

¢' modp, and stores all the computed results.

3) On-line authentication.

1. MS sendsk to VLR.

2. VLR generates a random numberand
sends it with/ Dy, back.

3. (a) MS generates a signatusefor the
messages IN; || no || IDy), where if
stemp = NULL, then s = (o + h(V ||
ny || IDy) + t x r) mod g; otherwise,s
= (STemp + (N1 || n2 || IDv) +t 1)
mod q.

(b) MS sendss with (ng, T, Nl, IDH,
IDy) to VLR.

h(Nl || Knew || To || ]DV || 0'), No, [ and
C,. If ny and! are the same as before,
VLR sets up the first time session key
SK = Cl-

(b) VLR stores (1, 1) for the off-line
authentication.

(c) VLR forwards h(V; || Kpew || 72 ||
IDy || ) with 1Dy to MS.

(d) MS verifies whether the received
digest value is the same asMi(|| K e

| no || IDy || o). If it is correct, MS
believes that VLR is authenticated by
HLR.

(e) MS calculates’; = h(NVy || na || Kpew

| o), sets up it as the current session
key SK and replacesK, Sremp) With

(Knewu SNemt)-

4) i-th Off-line authentication. The process is

the same as Leet al’s protocol.

V. DISCUSSION

A. Security Analysis

We analyze that the proposed protocol is secure
against some well-known security threats.

4. (a) VLR verifies whether the equation 1) Mutual authentication. The goal of the mu-

g"WNilin2lIDv) g = (K [¢s3m) mod p holds
or not. If the verification is successful,
VLR believes that MS is a privileged
user.

(b) VLR encrypts the messagéV{, no,
K) by using the keyKy y and sends the
encrypted result withh Dy and I Dy, to
HLR.

5. (a) HLR decrypts the messagé/[ ||
ny || Klk,, by using the keyKyp.
According to K, HLR searches the cor-
responding kew in its database. Then
HLR calculates the session key, =
h(Ny || ne || Knew || o) and replaceds
with K., Wherek,,.,, = K"™ll9) mod

Pp.

(b) HLR sends the encrypted message

[h(Ny || Knew || 2 || 1Dy [| o) [ 72 | 1
|| Cl]KVH with 1Dy and 1Dy to VLR,
wherel = N;.

6. (a) VLR decrypts [§) || Koew || 72 ||
IDy || o) || na || I || Cilk,, to oObtain

tual authentication is to establish an agreed
session keyy K between MS and VLR. In our
protocol, the task will be finished by the help
of HLR. Let MS <&, VLR denote that MS
shares a secret key/K with VLR. The mutual
authentication is complete between MS and
VLR if there is a session key K such that
MS believes MS2X VLR, and VLR believes
MS <5 VLR. A strong mutual authentica-
tion may lead to the following statement:

a) MS believes that VLR believes M&%
VLR, and

b) VLR believes that MS believes MS-
VLR.

By the help of HLR, MS and VLR can do
mutual authentication in the on-line authenti-
cation process as follows.

a) Upon receiving 2, R, s, Ny, 1Dy,
IDy) in Step 3.a, VLR will verify
whether the signature is valid or not. If
it holds, VLR will believe thatN; is



On-line authentication process

MS VLR HLR
(O s K, A Ra STemps SNexts Knew) (V, KVH) ((X, V), (G, K), KVH)

(0) Pre-computeandstore
B 0), 1 1), B 1)
= KMWNlle) .t
Koyew=, K" r=, ¢
if S7mp = NULL, sy, =, (0* K™ *B(N, | @) *K,,,,,)
€lse Sy =4 (Srump *K 7 *H(N, [ 0) 7 *K,,,,)
K

hy | L@mn
If (S7emp == Null)

s =, 0 +h(Ni |l IDyy ¥

else s = Sremyth(Ni||naf IDy)+r¥t

(3b) ny, R, S, N[, IDH, IDV
(4.2) Check g"Mll=WPr) = (K g sy,r
(45) [N|in)lIK]g., 1Dy, 1Dy,

(S'a) KﬂEW Ep Kh(Nl HO-)

Cl = h(Nl ” n H Knew H O')

=N,
(5.b)Replace K with K

new

(5. OMWNIK I IID 1N INIC, 1., Dy, 1Dy

(6.a) Check ny and [ = N,
(6.b) Store Cy, [

(6.¢) h(N||Kewllna||IDv|| &), IDy

(6.d) Check h(N1||Kew|InallIDv]| )
(6.€) Ci = h(N||ny||Kyenl| 0)
Replace (K, Szemp) With (Kyew, Snexr)

ith Off-line authentication process
MS (C) VLR (C;, I =h""?(ny)) HLR

hn—i+] n
[4(‘)]61 Check h(h"**!(n,)) =1
= update [ = h""'(n))
Ci1=h(l,C)and counti=i+1<n

Fig. 4. Our proposed protocol

generated by MS and believe MS is a

privileged user.
b) Upon receiving [V || Kyew || 72 ||

IDV || 0') || To || l || Cl]KVH in Step 5.C,
VLR will verify whether n, is the same
as before. If it is true, VLR believes

MS <X, VLR since the secret kel(y 5

is only shared between VLR and HLR.

Note thatSK is ;.

c) Sinceny is chosen by VLR, VLR be-
lievesn, is fresh and believes that MS

believes MSSE, VLR,

d) Using the same way, upon receiving
h(N1 || Kpew || n2 || 1Dy || o) in Step

6.c. MS will verify whether the received
digest value is correct by using the secret
keyo. If it is true, MS will calculate the
session key’; = h(Vy || ng || Knew || 0)
and believe that, is generated by VLR
and believe MSZE, VLR.

e) Sincet and N; are chosen by MS,
MS will believe N; and KX,,.,, are fresh
and believe that VLR believes M&%-
VLR.

2) User Privacy. The pseudonynk’ is renewed

when each service request finished. Based on
the difficult of the discrete logarithm problem
[9], [10], MS will replace the pseudonymy
with K., = K"™9) mod p. Without the
knowledge of the secret key, no one can
derive the relationship betwedk and K,,.,,.
Hence, we say that the old identifier and the
new identifier is unlinkable.

Non-repudiation. In the proposed protocol,
MS has the ability to generate a different
signature pair «, s) from the authorization
of HLR. Since only HLR owns the power to
authorize MS from signing the signature (the
concept of proxy signature [11]), HLR cannot
deny this event when a disputation occurs.
Overcharge Problem. There are two situa-
tions that a valid malicious VLR can launch
the overcharge problem to HLR successfully.

a) If VLR has the ability to derive the
next identifierK,,.,,, VLR can feel free
to forge the hashing chain'fn,), ..,
h**1(n;) to trick HLR. The overcharge
problem happens. As the security anal-
ysis of the "User Privacy”, based on
the difficulty of the discrete logarithm
problem, no one can derive th&,.,,
except valid MS and HLR. This way is
infeasible.

b) We suppose: = 20 to demonstrate the
attack. Based on the concept of hashing
chain, if MS only requires 10 times ser-
vice from VLR and VLR adds gradually
the counteri until 7+ = 10. VLR cannot
derive the rest of hashed values such as
h%(n,), h8(n,), ..., and K(n,) for tricking
HLR that MS has visited VLR 20 times



TABLE | . . .
COMPARISON OF THECOMMUNICATION COST g) and the modular size of exponential operation

is 512bits (modp). We also assume that the pre-
computing phase exists all the compared protocols

On-line Communication Cost of M$ for giving a fair comparison. We denote thaj;
5 — Esegi'};e 14%"& is the time of one hash function operation such
ur protoco Its IS . H H H
Lee and Yeh's protocol [6] 512 bits 1824 bits as MDS5; Tsyw IS t,he time of one _ Symmetrlc
Leeet al’s protocol [7] | 512 bits 1888 bits en/decrypted operation such as DES;; is the

time for one modular multiplication7ypp is the
time for one modular addition operatiofiyy is
. he time for one modular inverse operatidhy; x ¢
due to the properties of one way hasfy the time for one signature/verification operation;
function. This way is also infeasible. andTgxp is the time for one modular exponential
5) Session Key Security.We discuss severalgperation. Note that we ignore the cost of selecting
situations for the security of the session keyy random number and replacing the data into the
a) From an eavesdropper point of view, th8IM card.

eav_esldropper cannot 1obta|n the verifier \we analyze the computation cost of MS in the

hn—H—I(nl) from [~ (n,y)]c, without pre-computing process as follows. MS selects a

knowing the secret key and the next ranqom number, and performs: + 1 times hash

identifier K., Itimplies that the eaves-fnction operations of the valug . MS then selects

dropper cannot gain the session K8y gnother random numberand computes = ¢* mod

or next session key’; . 1 = h(l, C;). D, Kpew = K"119) mod p. Finally, MS computes
b) From a valid malicious VLR point of SNeat, WHEre if sqomy = NULL, Syew = (0 % K1

view, without the help of MS from send- h(N, || o)~ * Kpew) Mod g; Otherwises ye.; =

ing the verifier Ft—*'(n;), VLR also ($7emp * K1 % NN, || 0)~" % Kpew) mod g. The

cannot calculate the session k€Y or  computation cost isi(+ 1)Ty + 2Taxp + 2T Ny
next session key’;.; = h(, C)). + 3T0uL.

B. Efficiency Analysis We analyze the computation cost of MS in the
on-line authentication process as follows. In Step

1) Communication Cost:We assume that the a, MS generates a signature 4) for the message
length of the identity is 32bits, the output lengt Ny || na || IDy), where if sz = NULL, then s

of the one-way hash function such as MD5 ig( :
. . = (o +h(Ny || ne || IDy) +t % r) modg; otherwise,
128bits, and the output block size of the symmetric (57emy + (VY || o || IDy) + £ + 1) mod g.

cryptosystem is 128bits. If the random number . .
kept secret, the bit-length is 160; otherwise, the biI he computation cost isTky + 2Tspp + 1Tyyr.

length is 64. In Steps 6.d and 6.e, MS verifies the digest value

We analyze the communication cost of MS in thg the same as R || Knew ||_"2 | IDy || 0) and
on-line authentication process as follows. In Step ?Iculates the session key, B NN | 72 | Knew
MS sends the identifiek” to VLR. The transferred o). The computation cost is73;.
bit size is 512. In Step 3.b, MS sends,(r, s, N;, _As mentioned in [12], [13], we learn a rela-
IDy, IDy) to VLR. The transferred bit size is 928tionship as follows: Ipxc =~ 3 Tpxp, 1Texe

In Step 2, VLR sendsnp, IDy) to MS. The =~ 2400wy, 1Tpxp ~ 600y and the speed
received bit size is 96. In Step 6.c, VLR sends\(h( Of en/decryption operations of the secret-key sys-
| Kpew || 72 || IDv || @), IDy) to MS. The received €M is _rpug_hly 100 times faster than the signa-
bit size is 160. We compare the related protocols [G}ire/verification of the public-key cryptosystem. Fi-
[7] and summarize the result in Table I. nally, we show the compared results in Table II.

2) Computation CostWe assume that the mod- By the above comparisons, we also use Table Il
ular size of addition, subtraction, multiplication, antb show the satisfaction of the requirements between
inverse operations is in 160bits finite field (modur proposed protocol and the related protocols.



TABLE Il

COMPARISON OF THECOMPUTATION COST
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