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Abstract—In 2005, a delegation-based authentication
protocol for portable communication systems was pro-
posed by Lee and Yeh. The major merits include: 1.
the identity of mobile user is not exposed over an open
network; 2. the mobile user can construct the digital
signature for roaming service requests by himself; 3. the
protocol satisfies secrecy, authenticity, data integrity,and
non-repudiation properties; 4. the mutual authentication
between the mobile user (MS) and the visited location
register (VLR) is satisfied; and 5. the computation and
communication cost is low. Later, Lee et al. showed
that a valid malicious VLR can trick the home location
register (HLR) by forging authentication messages and
overcharging the service fee in Lee-Yeh’s protocol. At the
same time, Leeet al. proposed an improved method to
enhance the security and the efficiency. The intentions of
this paper include: 1. to demonstrate that both Lee-Yeh
and Lee et al.’s protocols do not keep the privacy of MS
actually; 2. to show that the overcharge problem still exists
in Lee et al.’s protocol; and 3. to propose a new method
which can enhance the delegation and security level and
keep the privacy and the efficiency of MS.

Index Terms—Authentication; Hash Function; Privacy;
Proxy signature; Wireless Communications.

I. INTRODUCTION

The portable communication system (PCS) is a
convenient way for subscribers to obtain desired
services from service providers without using any
physical circuits. Oppositely, the radio waves trans-
mitted way is not secure since anyone can easily
eavesdrop the contents of communications from air.
A widely adopted way is to employ cryptosystems

to provide secrecy, authenticity, data integrity, and
non-repudiation features.

Many well-known public key cryptosystems can
be adopted to provide the above features [1], [2], [3].
However, the speed of encryption and decryption in
public key cryptosystems is lower than secret key
cryptosystems such as AES [4]. Also, the public
key need to be changed periodically. The scalabil-
ity, the communication bandwidth, the computation
capability and the storage space are inherent fatal
in resource-constrained wireless environments and
portable devices. Therefore, the cost-benefit analysis
and the performance are major concerns to partici-
pants in PCSs.

Global System for Mobile Communication
(GSM) is a popular standard for the mobile stations
in the world [5]. Based on the concept of the chal-
lenge/response technique in secret key cryptosys-
tem, the computation cost of MS do not increase
dramatically and the long-term secret keyKi is
embedded in the SIM card. We briefly demonstrate
the GSM protocol in Figure 1, where IMSI is the
international mobile subscriber identity, TMSI is the
temporary mobile subscriber identity, LAI is the
location area identity, and RAND is the random
number. In the protocol, the non-repudiation prop-
erty is not provided, so a dishonest user may deny
the calls. Besides, the privacy of user identity is not
protected due to the real identity IMSI is exposed
over open networks and there are no protection
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Fig. 1. The authentication in GSM systems

mechanisms between VLR and HLR. The sensitive
information could be eavesdropped. Finally, the mu-
tual authentication property between MS and VLR
is also not provided.

In 2005, Lee and Yeh employed the concept
of proxy signature to propose a delegation-based
authentication protocol [6]. In which, many admired
requirements are achieved such as identity privacy,
non-repudiation, mutual authentication between MS
and VLR, easy key management, low computation
cost, and the communication efficiency. Unfortu-
nately, Leeet al. pointed out that Lee and Yeh’s
protocol is not secure against a valid malicious VLR
from forging service request witnesses without the
help of MS [7]. The overcharge problem happens.
At the same time, Leeet al. employed the concept
of hashing chain [8] to propose an improved method
for eliminating the above weakness. In Leeet al.’s
protocol, it not only keeps the same requirements,
but also enhances the computation efficiency by the
pre-computation technique.

The major contributions of this paper include:
(1) to demonstrate that Lee-Yeh and Leeet al.’s
protocols do not keep the privacy of user identity
actually; (2) to show that the overcharge problem
still exists in Leeet al.’s protocol; (3) to propose a
novel method to keep Leeet al.’s requirements and
to enhance the efficiency and the privacy of MS.

In next section, we review Leeet al.’s improve-
ment and show their weakness. In Section 3, we
present our method. In Section 4, we analyze the
security of the proposed protocol. In Section 5, we
analyze the efficiency of our proposed protocol and
the related protocols. Finally, we conclude this paper

in Section 6.

II. L EE et al.’ S DELEGATION-BASED

AUTHENTICATION PROTOCOL

In this section, we briefly review Leeet al.’s
protocol [7], demonstrate the linkability of MS’s
identity and show that the overcharge problem exists
in their protocol.

A. Protocol

The protocol consists of on-line and off-line au-
thentication processes. In the on-line authentication
process, VLR verifies the signature of the service
request and connects HLR for obtaining the first
session key on demand. In the off-line authen-
tication process, VLR does not need to connect
HLR frequently for asking next verifier when MS
accesses the network via VLR again. Based on the
concept of hashing chain [8], VLR can identify MS
by using the old token to generate the next token
simultaneously.

1) Parameters.p is a large prime number (512
bits); q is a prime factor ofp− 1 (160 bits);
g is a generator in groupZ∗

p ; KV H is a pre-
shared long-term secret key between VLR and
HLR; IDV and IDH denote the identities of
VLR and HLR; [m]K denotes the message
m encrypted using the keyK in a symmetric
encryption scheme;m1‖m2 denotes the con-
catenation of two random strings; and h() is a
one-way hash function in cryptography.

2) Setup. HLR generates a private/public key
pair (x, v), wherex is a random number and
v = gx mod p. For each registered MS, HLR
selects a random numberk and calculatesK
= gk mod p and σ = x + kK mod q, where
(σ, K) is the key pair shared between MS and
HLR and K is the pseudonym of MS. After
that, HLR writes (σ, K) into MS’s SIM card
and stores them with the real identity of MS
into a secure database.

3) Pre-compute. MS generates a random num-
ber n1, calculates a hashing chain h1(n1),
h2(n1), ..., hn+1(n1) and stores them, where
n is a pre-defined constant used for limiting
the times of the off-line authentication.

4) On-line authentication.
1. MS sendsK to VLR.



2. VLR generates a random numbern2 and
sends it withIDV back.

3. (a) MS generates a signature (r, s) for
the messageN1, n2 and IDV , where t

is a random number,r = gt modp ands

= (σ ∗ h(N1 ‖ n2 ‖ IDV ) + t ∗ r) mod
q.
(b) MS sends (r, s, K, N1, IDH , IDV )
to VLR.

4. (a) VLR verifies whether the equation
gs = (vKK)h(N1‖n2‖IDV )rr mod p holds.
If the verification is successful, VLR
encrypts the message (N1, n2, IDV ) by
using the keyKV H .
(b) VLR sends [N1 ‖ n2 ‖ IDV ]KV H

with IDH andIDV to HLR.
5. (a) HLR decrypts the message [N1 ‖

n2 ‖ IDV ]KV H
by using the keyKV H .

According toK, HLR searches the cor-
responding keyσ in its database. Then
HLR calculates the first session keyC1

= h(N1 ‖ n2 ‖ n3 ‖ σ), wheren3 is also
a random number.
(b) HLR sends the encrypted message
[[N1, n3, IDV ]σ ‖ n2 ‖ l ‖ C1]KV H

with
IDH andIDV to VLR, wherel = N1.

6. (a) VLR decrypts [[N1, n3, IDV ]σ ‖ n2

‖ l ‖ C1]KV H
to obtain [N1, n3, IDV ]σ,

n2, l andC1.
(b) If n2 and l are the same as before,
VLR sets up the first time session key
SK = C1.
(c) VLR forwards [N1, n3, IDV ]σ with
IDV to MS.
(d) MS decrypts [N1, n3, IDV ]σ to ob-
tain N1, n3 and IDV . If N1 is correct,
MS believes that VLR is authenticated
by HLR.
(e) MS calculatesC1 = h(N1 ‖ n2 ‖ n3

‖ σ) and sets up it as the current session
key SK.

5) i-th Off-line authentication.

a) MS picks the verifier hn−i+1(n1) from
the database and encrypts it by using the
keyCi. MS sends the encrypted result to
VLR.

b) VLR decrypts [hn−i+1(n1)]Ci
, checks the
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Fig. 2. Leeet al.’s scheme

counter i < n, and verifies whether
the digest of the decrypted message is
equal to l. If they are correct, MS is
authenticated. VLR renews the verifierl

= hn−i+1(n1) for next authentication and
the counteri = i + 1 and calculates next
session keySK = Ci+1 = h(l, Ci). We
demonstrate the protocol in Figure 2.

B. Privacy of MS

Both of Lee-Yeh and Leeet al.’s protocols use the
pseudonymK to replace the real identity IMSI and
no one can derive the relationship betweenK and
IMSI. However, the pseudonymK is never changed
after MS sends the service request.

It means that VLR and other eavesdroppers can
easily trace to the same MS when the service request
was sent. Therefore, we say that the trajectory
protection of MS is not enough in Lee-Yeh and Lee
et al.’s protocols.



C. The Overcharge Problem

After MS has visited a valid malicious VLR, VLR
can forge authentication messages by the help of
other MS. It implies that VLR still can trick HLR
to charge double or more service fees in Leeet al.’s
protocol. We show a simple example and assume
that MS1 has visited VLR, MSn is requiring the
personal service and both of MS1 and MSn have
registered to the same HLR. Note that MS1 and MSn

do not need to register to the same HLR in this
problem.

1) After MS1 has visited VLR, VLR records the
pseudonymK1.

2) When MSn sends the service request to run
the on-line authentication process, VLR sends
the messages [N1 ‖ n2 ‖ IDV ]KV H

and [N1 ‖
n′

2 ‖ IDV ]KV H
to HLR in parallel, wheren2

andn′
2 are random numbers andn′

2 is used to
forge MS1’s service request. Note thatN1 is
chosen by MSn.

3) Without loss of generality, VLR will receive
[[N1, n3, IDV ]σn

‖ n2 ‖ l ‖ C1]KV H
and [[N1,

n′
3, IDV ]σ1

‖ n′
2 ‖ l′ ‖ C ′

1]KV H
from HLR,

where n3 and n′
3 are random numbers and

(n′
3, C ′

1) is response for MS1 service request.
σ1 and σn are MS1 and MSn’s secret keys,
respectively.

4) VLR stores (C1, l) and (C ′
1, l′) and waits to

run the off-line authentication process with
MSn. Note thatl is equal tol′.

5) In the i-th off-line authentication process,
MSn encrypts the verifier hn−i+1(n1) by using
the key Ci and sends the encrypted result
to VLR. Without loss of generality, VLR
renews the verifierl = hn−i+1(n1) for the next
authentication of MSn and the counteri = i

+ 1 and calculates the next session keyCi+1

= h(l, Ci).
At the same time, VLR can forge the next
verifier l′ = hn−i+1(n1) of MS1 and the session
key C ′

i+1 = h(l′, C ′
i). It means that VLR can

forge m times the service request witnesses
of MS1 after MSn has visitedm times VLR.
VLR imitates successfully MS1’s service re-
quest to trick HLR of MS1 for charging the
roaming fee without the knowledge of MS1’s
secret keyσ1. The attack is also shown in
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Fig. 3. The overcharge problem in Leeet al.’s protocol

Figure 3.

III. OUR PROTOCOL

In this section, we propose a new method to over-
come the linkability and the overcharge problems.
The used parameters are the same as Leeet al.’s
protocol.

1) Setup. HLR generates a private/public key
pair (x, v), wherex is a random number and
v = gx mod p. For each registered MS, HLR
selects a random numberk and calculatesK =
gk mod p and σ = (−k−1xK) mod q, where
σ is the secret key shared between MS and
HLR and K is the pseudonym of MS. After



that, HLR writes (σ, STemp = NULL, K) into
MS’s SIM card and stores (k, K, σ) with the
real identity of MS into a secure database.

2) Pre-compute. MS generates a random num-
ber n1 and calculates a hashing chain h1(n1),
h2(n1), ..., hn+1(n1) = N1 and Knew =
Kh(N1‖σ) mod p. If sTemp is null, MS calcu-
latessNext = (σ ∗ K−1 ∗ h(N1‖σ)−1 ∗ Knew)
mod q; otherwise, MS calculatessNext =
(sTemp ∗K

−1∗h(N1‖σ)−1 ∗Knew) modq. MS
then selects a random numbert, computesr =
gt modp, and stores all the computed results.

3) On-line authentication.

1. MS sendsK to VLR.
2. VLR generates a random numbern2 and

sends it withIDV back.
3. (a) MS generates a signatures for the

messages h(N1 ‖ n2 ‖ IDV ), where if
sTemp = NULL, then s = (σ + h(N1 ‖
n2 ‖ IDV ) + t ∗ r) mod q; otherwise,s
= (sTemp + h(N1 ‖ n2 ‖ IDV ) + t ∗ r)
mod q.
(b) MS sendss with (n2, r, N1, IDH ,
IDV ) to VLR.

4. (a) VLR verifies whether the equation
gh(N1‖n2‖IDV )rr = (vKKsrr) modp holds
or not. If the verification is successful,
VLR believes that MS is a privileged
user.
(b) VLR encrypts the message (N1, n2,
K) by using the keyKV H and sends the
encrypted result withIDH and IDV to
HLR.

5. (a) HLR decrypts the message [N1 ‖
n2 ‖ K]KV H

by using the keyKV H .
According toK, HLR searches the cor-
responding keyσ in its database. Then
HLR calculates the session keyC1 =
h(N1 ‖ n2 ‖ Knew ‖ σ) and replacesK
with Knew, whereKnew = Kh(N1‖σ) mod
p.
(b) HLR sends the encrypted message
[h(N1 ‖ Knew ‖ n2 ‖ IDV ‖ σ) ‖ n2 ‖ l

‖ C1]KV H
with IDH and IDV to VLR,

wherel = N1.
6. (a) VLR decrypts [h(N1 ‖ Knew ‖ n2 ‖

IDV ‖ σ) ‖ n2 ‖ l ‖ C1]KV H
to obtain

h(N1 ‖ Knew ‖ n2 ‖ IDV ‖ σ), n2, l and
C1. If n2 and l are the same as before,
VLR sets up the first time session key
SK = C1.
(b) VLR stores (C1, l) for the off-line
authentication.
(c) VLR forwards h(N1 ‖ Knew ‖ n2 ‖
IDV ‖ σ) with IDV to MS.
(d) MS verifies whether the received
digest value is the same as h(N1 ‖ Knew

‖ n2 ‖ IDV ‖ σ). If it is correct, MS
believes that VLR is authenticated by
HLR.
(e) MS calculatesC1 = h(N1 ‖ n2 ‖Knew

‖ σ), sets up it as the current session
key SK and replaces (K, STemp) with
(Knew, SNext).

4) i-th Off-line authentication. The process is
the same as Leeet al.’s protocol.

IV. D ISCUSSION

A. Security Analysis

We analyze that the proposed protocol is secure
against some well-known security threats.

1) Mutual authentication. The goal of the mu-
tual authentication is to establish an agreed
session keySK between MS and VLR. In our
protocol, the task will be finished by the help
of HLR. Let MS SK

←→ VLR denote that MS
shares a secret keySK with VLR. The mutual
authentication is complete between MS and
VLR if there is a session keySK such that
MS believes MSSK

←→ VLR, and VLR believes
MS SK
←→ VLR. A strong mutual authentica-

tion may lead to the following statement:

a) MS believes that VLR believes MSSK
←→

VLR, and
b) VLR believes that MS believes MSSK

←→
VLR.

By the help of HLR, MS and VLR can do
mutual authentication in the on-line authenti-
cation process as follows.

a) Upon receiving (n2, R, s, N1, IDH ,
IDV ) in Step 3.a, VLR will verify
whether the signature is valid or not. If
it holds, VLR will believe thatN1 is
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Fig. 4. Our proposed protocol

generated by MS and believe MS is a
privileged user.

b) Upon receiving [h(N1 ‖ Knew ‖ n2 ‖
IDV ‖ σ) ‖ n2 ‖ l ‖ C1]KV H

in Step 5.c,
VLR will verify whether n2 is the same
as before. If it is true, VLR believes
MS SK
←→ VLR since the secret keyKV H

is only shared between VLR and HLR.
Note thatSK is C1.

c) Sincen2 is chosen by VLR, VLR be-
lieves n2 is fresh and believes that MS
believes MS SK

←→ VLR.
d) Using the same way, upon receiving

h(N1 ‖ Knew ‖ n2 ‖ IDV ‖ σ) in Step

6.c. MS will verify whether the received
digest value is correct by using the secret
key σ. If it is true, MS will calculate the
session keyC1 = h(N1 ‖ n2 ‖ Knew ‖ σ)
and believe thatn2 is generated by VLR
and believe MS SK

←→ VLR.
e) Since t and N1 are chosen by MS,

MS will believe N1 andKnew are fresh
and believe that VLR believes MSSK

←→
VLR.

2) User Privacy. The pseudonymK is renewed
when each service request finished. Based on
the difficult of the discrete logarithm problem
[9], [10], MS will replace the pseudonymK
with Knew = Kh(N1‖σ) mod p. Without the
knowledge of the secret keyσ, no one can
derive the relationship betweenK andKnew.
Hence, we say that the old identifier and the
new identifier is unlinkable.

3) Non-repudiation. In the proposed protocol,
MS has the ability to generate a different
signature pair (r, s) from the authorization
of HLR. Since only HLR owns the power to
authorize MS from signing the signature (the
concept of proxy signature [11]), HLR cannot
deny this event when a disputation occurs.

4) Overcharge Problem. There are two situa-
tions that a valid malicious VLR can launch
the overcharge problem to HLR successfully.

a) If VLR has the ability to derive the
next identifierKnew, VLR can feel free
to forge the hashing chain h1(n1), ..,
hn+1(n1) to trick HLR. The overcharge
problem happens. As the security anal-
ysis of the ”User Privacy”, based on
the difficulty of the discrete logarithm
problem, no one can derive theKnew

except valid MS and HLR. This way is
infeasible.

b) We supposen = 20 to demonstrate the
attack. Based on the concept of hashing
chain, if MS only requires 10 times ser-
vice from VLR and VLR adds gradually
the counteri until i = 10. VLR cannot
derive the rest of hashed values such as
h9(n1), h8(n1), ..., and h1(n1) for tricking
HLR that MS has visited VLR 20 times



TABLE I
COMPARISON OF THECOMMUNICATION COST

On-line Communication Cost of MS
Receive Send

Our protocol 256 bits 1440 bits
Lee and Yeh’s protocol [6] 512 bits 1824 bits

Lee et al.’s protocol [7] 512 bits 1888 bits

due to the properties of one way hash
function. This way is also infeasible.

5) Session Key Security.We discuss several
situations for the security of the session key.

a) From an eavesdropper point of view, the
eavesdropper cannot obtain the verifier
hn−i+1(n1) from [hn−i+1(n1)]Ci

without
knowing the secret keyσ and the next
identifierKnew. It implies that the eaves-
dropper cannot gain the session keyCi

or next session keyCi+1 = h(l, Ci).
b) From a valid malicious VLR point of

view, without the help of MS from send-
ing the verifier hn−i+1(n1), VLR also
cannot calculate the session keyCi or
next session keyCi+1 = h(l, Ci).

B. Efficiency Analysis

1) Communication Cost:We assume that the
length of the identity is 32bits, the output length
of the one-way hash function such as MD5 is
128bits, and the output block size of the symmetric
cryptosystem is 128bits. If the random number is
kept secret, the bit-length is 160; otherwise, the bit-
length is 64.

We analyze the communication cost of MS in the
on-line authentication process as follows. In Step 1,
MS sends the identifierK to VLR. The transferred
bit size is 512. In Step 3.b, MS sends (n2, r, s, N1,
IDH , IDV ) to VLR. The transferred bit size is 928.

In Step 2, VLR sends (n2, IDV ) to MS. The
received bit size is 96. In Step 6.c, VLR sends (h(N1

‖ Knew ‖ n2 ‖ IDV ‖ σ), IDV ) to MS. The received
bit size is 160. We compare the related protocols [6],
[7] and summarize the result in Table I.

2) Computation Cost:We assume that the mod-
ular size of addition, subtraction, multiplication, and
inverse operations is in 160bits finite field (mod

q) and the modular size of exponential operation
is 512bits (modp). We also assume that the pre-
computing phase exists all the compared protocols
for giving a fair comparison. We denote thatTH

is the time of one hash function operation such
as MD5; TSY M is the time of one symmetric
en/decrypted operation such as DES;TMUL is the
time for one modular multiplication;TADD is the
time for one modular addition operation;TINV is
the time for one modular inverse operation;TPKC

is the time for one signature/verification operation;
andTEXP is the time for one modular exponential
operation. Note that we ignore the cost of selecting
a random number and replacing the data into the
SIM card.

We analyze the computation cost of MS in the
pre-computing process as follows. MS selects a
random numbern1 and performsn + 1 times hash
function operations of the valuen1. MS then selects
another random numbert and computesr = gt mod
p, Knew = Kh(N1‖σ) mod p. Finally, MS computes
sNext, where if sTemp = NULL, sNext = (σ ∗ K−1

∗ h(N1 ‖ σ)−1 ∗ Knew) mod q; otherwisesNext =
(sTemp ∗ K−1 ∗ h(N1 ‖ σ)−1 ∗ Knew) mod q. The
computation cost is (n + 1)TH + 2TEXP + 2TINV

+ 3TMUL.

We analyze the computation cost of MS in the
on-line authentication process as follows. In Step
3.a, MS generates a signature (r, s) for the message
h(N1 ‖ n2 ‖ IDV ), where ifsTemp = NULL, then s

= (σ + h(N1 ‖ n2 ‖ IDV ) + t ∗ r) modq; otherwise,
s = (sTemp + h(N1 ‖ n2 ‖ IDV ) + t ∗ r) mod q.
The computation cost is 1TH + 2TADD + 1TMUL.
In Steps 6.d and 6.e, MS verifies the digest value
is the same as h(N1 ‖ Knew ‖ n2 ‖ IDV ‖ σ) and
calculates the session keyC1 = h(N1 ‖ n2 ‖ Knew

‖ σ). The computation cost is 2TH .

As mentioned in [12], [13], we learn a rela-
tionship as follows: 1TPKC ≃

5
3

TEXP , 1TEXP

≃ 240TMUL, 1TEXP ≃ 600TH and the speed
of en/decryption operations of the secret-key sys-
tem is roughly 100 times faster than the signa-
ture/verification of the public-key cryptosystem. Fi-
nally, we show the compared results in Table II.

By the above comparisons, we also use Table III
to show the satisfaction of the requirements between
our proposed protocol and the related protocols.



TABLE II
COMPARISON OF THECOMPUTATION COST

Computation Cost of MS inn = 10
Pre-computing On-line Off-line

Our 2TEXP + 2TINV 3TH + 2TADD 10*TSY M

protocol + 3TMUL + 12TH + 1TMUL ≃ ≃

≃ 487.8TMUL + 2.2TMUL + 40TMUL

2TINV 2TADD

Lee-Yeh 1TEXP + 1TMUL 2TH + 1TADD + 10*(3TH +
[6] ≃ 241TMUL 1TMUL + 1TSY M 1TSY M )

≃ 5.8TMUL + ≃

1TADD 52TMUL

Lee 1TEXP + 1TMUL 2TH + 1TADD + 10*TSY M

et al. + 11TH ≃ 1TMUL + 1TSY M ≃

[7] 245.4TMUL ≃ 5.8TMUL + 40TMUL

1TADD

TABLE III
COMPARISON OF THE REQUIREMENTS BETWEEN OUR PROTOCOL

AND THE RELATED PROTOCOLS

Our Lee-Yeh’s Lee et al.’s
protocol protocol [6] protocol [7]

Mutual authentication Yes Yes Yes
User privacy Yes No No

No overcharge problem Yes No1 No
Non-repudiation Yes Yes Yes

Secure session key Yes Yes Yes
Communication cost Low Middle Middle

Computation cost Low Low Low

1: Lee et al. had proven that the overcharge problem exists in the
protocol [7].

V. CONCLUSIONS

We have reviewed the previous delegation-based
authentication protocols for use in portable com-
munication systems and have pointed out that their
protocols do not provide the privacy of mobile
users actually. We also have shown that Leeet
al.’s protocol suffers from the over charge problem.
At the same time, we have proposed an improved
method. In which, the privacy of mobile users can
be protected actually, the over charge problem can
be solved, and the on-line communication and com-
putation cost is still low. Finally, in our proposed
protocol, the mobile user can dynamically change
his delegated signature without registering to HLR
again.
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