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Abstract

In this paper, we propose a new type of proxy signature,
called convertible proxy signature scheme. A convertible
proxy signature scheme allows a proxy signer to sign a
message on behalf of an original signer.  The proxy signer
can create a valid proxy signature for the original signer.
However, the identity of the proxy signer isn't exposed to
any other third party from the proxy signature. To avoida
dispute, the proxy signer must have the capability of
proving, to any arbitrator, that he is the actual proxy signer
of a valid proxy signature. On the conirary, a proxy
signer must also have the capability of proving, to any
arbitrator, that he isn’t the actual proxy signer of a valid
proxy signature which is created by others. In case of
necessity, the original signer or the proxy signer can
convert the proxy signature into a new proxy signature in
which the identity of the proxy signer is disclosed. Based
on the discrete logarithm problem, a concrete convertible
proxy signature scheme is realized in this paper.

Keywords:  Cryptography, Digital ~ Signature, Proxy
Signature, Discrete Logarithm

1 Introduction

The concept of delegation has been proposed in various
applications, such as, delegation to sign messages [1-2],
delegation to decrypt messages [3], delegation to give a
vote [4]. The proxy signature scheme [1-2] was proposed
to realize the concept of delegation to sign messages. A
proxy signature scheme allows a designed person, called a
proxy sigmer, to sign messages on behalf of an original
signer. So far, there have been three types of delegation --
full delegation, partial delegation, and delegation by
warrant. Under full delegation, a proxy signer is given
the same secret that the original signer has. Therefore, a
proxy signer can create the same signature as the original
signer does. Under partial delegation [1-2,5], the original
signer uses the original signature key to create a proxy key,
which will then be sent to the proxy signer. For security
requirements, the original signature key should not be
computed from the proxy key. The proxy signer can use
the proxy key io sign messages on behalf of the original
signer, Under delegation by warrant, a warrant, which
certifies the proxy signer, is issued to the proxy signer from
the original signer. With the warrant, the signatures
created by the proxy signer are regarded to have the same
validity as those signed created by the original signer.
This type of delegation has appeared in [6-7].

There were many proxy signature schemes constructed
for each of these delegation types in the past [1-2,5-10].

C-186

The partial delegation arid delegation by warrant are more
secure than the full delegation. Compared with the
delegation by warrant, the partial delegation has faster
processing speed. Therefore, among these three types of
delegation, the partial delegation is the best choice to use.
For simplicity, in this paper we call the partial delegation
the proxy signature if it doesn’t lead to any confusion.

Among those existing proxy signature schemes
[1-2,8-10], either the proxy signer is anonymous to any
third party [1-2], or the identity of the proxy signer is
exposed from the proxy signature [1,8-10].  Proxy
signature schemes with the property of hiding the identity
of the proxy signer to any other third party are very
important in some special environments. For example, in
a secret organization, it is usually expected not o expose
the identities, tasks, and positions of their members, due to
some security reasons. In the past, a proxy signature
scheme that satisfies the above property was proposed by
Mambo et al. [1-2). However, the proposed scheme has
the drawback that the original signer must be trustworthy
enough and never cheat. Or, the original signer can cheat
any verifier by creating an acceptable proxy signature.
This is because the proxy signer has no way to show his
identity to the verifier (or an arbitrator). Proxy signature
schemes with the property of disclosing the identity of the
proxy signer from a proxy signature are also very important
in various applications. This is usually for the
responsibility of the proxy signer. Once a proxy signature
is created by a proxy signer, it should not be disavowed by
the proxy signer. In the past, some proxy-protected proxy
signature schemes (or called non-repudiable proxy
signature schemes) [1,8-10} were proposed to achieve the
above property. In a proxy-protected proxy signature
scheme, a verifier can determine the identity of the proxy
signer from a proxy signature, while the proxy signer
cannot repudiate the creation of a valid signature against
anyone later. Thus the drawback in the proxy signature
scheme with hiding the identity of the proxy signer can be
overcame. But, on the contrary, these proxy-protected
proxy signature schemes lose the ability to protect the
identity of the proxy signer. Therefore, we desire a proxy
signature  scheme having these two advantages
simultaneously.

In this paper, we propose a new type of proxy signature,
called convertible proxy signature scheme. A convertible
proxy signature scheme allows a proxy signer to sign a
message on behalf of an original signer. The proxy signer
can create a valid proxy signature for the original signer.
However, the identity of the proxy signer isn't exposed t©
any other third party from the proxy signature. To avoid a
dispute, the proxy signer must have the capability of
proving, to any arbitrator, that he is the actual proxy signer
of a valid proxy signature. On the conirary, a proxy



signer must also have the capability of proving, to any
arbitrator, that he isn’t the actual proxy signer of a valid
proxy signature which is created by others. In case of
necessity, the original signer or the proxy signer can
convert the proxy signature into a new proxy signatare in
which the identity of the proxy signer is disclosed. In this
paper, based on the discrete logarithm problem, we give a
concrete realization of convertible proxy signature scheme.

This paper is organized as follows. In section 2, we
describe the requirements for a convertible proxy signature
scheme. In section 3, we propose a convertible proxy
signature scheme based on the discrete logarithm problem.
Security considerations of the proposed scheme are
analyzed in section 4. Finally, we conclude this paper in
section 5.

2 Requirements for a convertible proxy signature
scheme

A convertible proxy signature scheme should satisfy

several requirements. Here we describe these

requirements in the following. Note that part of these
requirements come from the requirements for proxy

signatures, proposed by Mambo et al. [1-2].

(1) Unforgeability: The proxy signer can create a valid
proxy signature on behalf of the original signer. Any
other third party, except the original signer, is unable
to forge a valid proxy signature.

(2) Verifiability: Any verifier can check the validity of
a proxy signature.

(3) Identifiability: The original signer can determine
the identity of the actual proxy signer from a proxy
signature.

(4) Anonymity: The actual proxy signer of a proxy
signature is anonymous to any other third party. That
is, the identity of the proxy signer isn't exposed to any
other third party from the proxy signature.

(5) Confirmation: A proxy signer can prove, to any
arbitrator, that he is the actual proxy signer of a valid
proxy signature which is created by him. As
mentioned in Section 1, it is possible that the original
signer creates an acceptable proxy signature and then
claims that the proxy signature is created by the proxy
signer. Therefore, in case of a dispute, we need an
arbitrator to judge who is the cheater. Note that no
other task is assigned to the arbitrator in addition to
Judgement. Therefore, he is unable to convert the
proxy signature into a new proxy signature with the
property of disclosing the identity of the proxy signer.

(6) Disavowal: A proxy signer can prove, to any
arbitrator, that he isn’t the actual proxy signer of a
valid proxy signature which is created by others.

(7) Convertibility: By releasing some secret parameters
from the original signer or the actual proxy signer, a
proxy signature can be converted into a new proxy
signature with the property of disclosing the identity
of the actual proxy signer. The converted proxy
signature cannot be forged by anyone (including the
original signer), and can be verified by any verifier.
For the converted proxy signature, the actual proxy
signer cannot disavow it.

3 The Proposed Scheme
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In the following section, we propose a scheme to realize the
concept of the convertible proxy signature scheme. The
proposed scheme is based on the discrete logarithm
problem.

Initialization:
Let p be a large prime, ¢ be a prime factor g of p-1, and g
be an element of order ¢ in z,. The original signer,

Alice, has a private key x,,, € Z, and a public key
Yaice =8 (mod p). The proxy signer, Bob, has a
private key xg, € Z, and a public key yp, =g

(mod p). Both y,,, and yg, are certified by a

certification authority (CA). k() is a public one-way hash
function [11].

Proxy key generation phase:
Step 1. Alice selects two random numbers r, r, €

Z, , and computes K, = (yp,)"

(mod p),
K,= g” (mod p), and K= g™ (mod p).
Let Wy, record the information describing the

original signer’s identity, the valid delegation
time, and other information on the delegation for
the security requirements. Note that the proxy
signer’s identity is not included in Wy, .

Alice concatenates W, K,, K., K;, and
hashes the result:
e=hWy,, Ky, Ky, Ky3).

Step 2.  Alice computes 0= exy,, +r, (mod g), and
sends (0, Wy » - K,) to Bob in a secure
manner.

Bob computes K, = (yp,)" (mod p), K;=
g" (mod p), and e = W(Wy,..K,,K,,K;).

Then he verifies the validity of o by checking if
the following equation holds:

g’ = (Y atice)* K-
Bob compuies o,= o+ 1 xp,, (modq) and

Step 3.

Step 4.

accepts &, as a valid proxy key. Hence,

@, B(W plice Ky K2 K
g7 = -VAlice( “Alice-K1.K2 3)K1K2 (mod p).

Note that in Step 1, the parameters K, and #; need to be

kept by the original signer. These parameters will be used
to identify the proxy signer and to convert the proxy
signature later.

In Step 4, it is difficult for a forger to find o ,", K", K,’,

and K;' such that the following equation holds: ga".z

’A."“K"K' . -
Vasie Miee KUK g (mod p). This is because he

need solve the discrete logarithm problem. The detailed
cryptanalysis on the proposed scheme is given in Section 4.

Proxy signature generation and verification phase:

Step 5. Bob uses the proxy key ¢, to sign a message m
and generate a signatre S, by using a

conventional digital signature scheme [12-14].

Then the proxy signature is (n, S, , Wy .



K., K,, K3).
Any verifier can check the validity of the proxy
signature (m, S, , Waie» Ki» K5, K3) by

Step 6.

using a new public key y' , where y =

yAaceh(WAzime'szKz) KK, (mod p), in the
signature verification phase of the conventional

digital signature scheme.

It is clear that the identity of the proxy signer is not
exposed from the proxy signature or the signature
verification process.  Therefore, the proxy signer is
anonymous to any other third party.

In some applications, it is sometimes necessary for an
arbitrator to verify if a proxy signer is the actual proxy
signer of a valid proxy signature. In the following, we
show that our scheme has the capability to can verify
whether a proxy signer is the actual proxy signer of a valid
PIOXy signature of not.

Signer confirmation phase:

Bob can convince any arbitrator that a valid proxy
signature is indeed generated by him. This is because he
can prove that the discrete logarithm of K, to the base
K is the same as the discrete logarithm yg, to the base

g using the zero-knowledge protocol of the equality of two
discrete logarithms due to Chaum (15].

Signer disavowal phase:

Bob can convince any arbitrator that a proxy signature
generated by others is not indeed generated by him. This
is because he can prove that the discrete logarithm of K,
to the base Kj is different from the discrete logarithm
Yaop tO the base g using the zero-knowledge protocol of

the inequality of two discrete logarithms due to Chaum
[15].

Converting proxy signature phase:
In our scheme, the original signer or the proxy signer can
release the secret parameter » to convert a valid proxy

signature into a proxy signature with the known proxy
signer. Let IDp, denote the identity of the proxy signer.

Because K,=y;," (modp)and K;=g" (mod p), the
converted proxy signature is (m, S,, Wa» 1, Ki,
IDg,,). The validity of the converted proxy signature can
be verified by any verifier using the public key y', where

Wt Vg K581 .
y o= yAIiceh( Alice'YBob " +K2:8 )."Bobq K, (mod p), in the

signature verification process thaf the conventional digital
signature scheme used. Here y,;, and yg, are the

public keys of the original signer and proxy signer. Note
that the information IDg, in the converted proxy

signature is only used for a verifier to get the public yp,,

from the CA. It is difficult for a forger Carol to cheat by
replacing [Dg, with her identity D, , because the

following equation doesn’t hold: ¥ =

BW gtice Y Carat T K2.87) P .
Y dtice AlicerYCaral A28 ¥ Carot |K2 (mOd P)
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4 Security Considerations

In this section, we consider the security of the proposed
scheme by examining if the proposed scheme achieves the
requirements for a convertible proxy signature scheme, as
mentioned in Section 2.

On unforgeability:
Because o, is created in the proxy key generation phase,

in which only the original signer and the proxy signer
participate, a forger is unable to obtain &, to sign

messages instead of the proxy signer in the proxy signature
generation phase. If a forger attempts to forge a valid
proxy signature for the original sigmer, he must find
o, ,K',K;",and Kj;' such that the following equation

holds: g% =y, MBI EIED g g (mod p). T
K,',K,',and K;' are predetermined, he must solve the
discrete logarithm problem, which is infeasible, to obtain
o, If ¢,',K,",and K,' are predetermined, he-must
solve the discrete logarithm problem to obtain the value
P(W pjieee - KiK', K3 and invert the hash function to

obtain K 3~' , which is more difficult than the previous case.
If 0,),K', and K;' (or 0,',K,", and K;') are
predetermined, it is difficult to compute K," (or K,')
because K,' (or K,') appears twice in the verification
equation and a hash function is applied to it.

On verifiability:
As described in Step 5, any verifier can check the validity
of the proxy signature.

On identifiability:
We assume that there are multiple proxy signers for an
original signer. Because the parameters K, and n

have been kept by the original signer, the original signer
can identify the proxy signer from the proxy signature by

checkingif K,= (yp,)" (mod p).

On anonymity:
Given a proxy signature, the only information which can be
used to identify the proxy signer is to check if K, =

(¥gp)? (mod p). However, the value » is unknown

by any other third party. Thus, the identity of the proxy
signer isn't exposed to any other third party from a proxy
signature.

On confirmation:

As described in the signer confirmation phase, the proxy
signer can prove, to any arbitrator, that he is the proxy
signer of a valid proxy signature.

On disavowal:

As described in the signer disavowal phase, a proxy signer
can prove, to any arbitrator, that he isn’t the proxy signer of
a valid proxy signature which is not created by him.

On convertibility:
As described in the converting proxy signature phase, a



proxy signature can be converted into a new proxy
signature with the property of disclosing the identity of the
proxy signer.  Basically, the security analysis on
unforgeability for the converted proxy signature is the same
as in that of the original proxy signature. Here we'd like
to include more security analysis on whether the original
signer can forge a valid converted proxy signature. From
Step 4, we know that ¢,= 0+ 1,-Xp,. Among these

parameters o, , O, 1, and xp, , the original signer

p
knows only cand r. The parameters xp,, is the proxy

signer's private key which is unknown by the original
signer. Therefore, the original signer cannot obtain & ,.

5 Conclusions

In this paper, we present a new concept of convertible
proxy signature scheme in which the actual proxy signer is
anonymous to any other third party initially. In case of a
dispute, the actual proxy signer is able to prove, to any
arbitrator, that he is the actual proxy signer of a valid proxy
signature. In addition, a proxy signer can prove to any
arbitrator that he isn't the actual proxy signer of a valid
proxy signature which is created by others. Thus, no one,
including the original signer, can pretend the actual proxy
signer. Also, the actual proxy signer cannot disavow that
he is the actual proxy signer. In case of necessity, the
proxy signature can also be converted into a proxy
signature with the property of disclosing the identity of the
proxy signer. Thus the proxy signer cannot deny, to any
verifier, what he has ever signed.
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