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Abstract

(1) Purpose:

In digital communication, there has many reason cause the procedure of data
transmission or receive happen mistake, in order to ensure the reliability of data
transmission and the efficiency of data verify, it is often using error control.

Cyclic Redundancy Code (CRC) 1s a widely using 1n error control and data
encoding. It has easy encoding, the strong ability of error detection and error
correction, can encode data effectively, and significantly improve the ability of
system's error correction. Hence, in many Ethernet network protocols are using
CRC for error control.

(2) Procedure and Method:

It use hardware description language(HDL) Verilog and the compiler 1s 1n the
version of ModelSim 10.1c for the purpose of simulation and verification. The
simulation 1s for CRC-16 serial transmission/ parallel transmission and CRC-32
parallel transmission.

(3) Result:

Accroding to different generator polynomial of CRC and different mode of data
transmission, it can affect the ability of error detection and the correctness,
reliability of data transmission.

Under different generator polynomial of CRC, CRC-16 has the application of
BM ~ SDLC and so on 5 CRC-32 has the application of ZIP ~ RAR ~ IEEE&02 ~
LAN/FDD I~ PPP-FCS etc. Accroding to different type of transmission, the parallel
transmission has better efficiency but the circuit cost also relative increase.

Keyword -

1.Hardware Description Language (HDL)
2.Cyclic Redundancy Code (CRC)
3.ModelSim

4. Verilog HDL
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- . CRC-16 # 7| @y

(1)A25\ 7%
‘timescale 1ns/Ins#BH AR A B 21 Y B R BE A I RS T
IIE4HA E £ ,CRC_16_serialf 1Y & 44)

IFEAHIRE 2 AF4AH S ore- 16K BRI 4RIR EEES 5% BB RS BR H SRV ISR MRS (L B 17
module CRC_16_serial(clk,rst,load,d_finish,crc_iia,out);

input clk; lig NE 5%
input rst; [ (E5R

input load,; FTG4RIS (S 57
input d_finish; /ERHE4S TR (S 55
input cre_in; A 4RAS A
output crc_out; 45T IEF

reg crc_out; 0 =iy HH ¥ {725, 1 bit
reg [15:0] crc_reg; #RMEFE A B =3, 16bit
reg [1:0] state; IREEHET {725, 2bit

reg [4:0] count; BT 725, 5bit

parameter idle = 2'b00; ZH{FHARFE

parameter compute = 2'b0EELIREE
parameter finish = 2'b10Z#E45 IR AE

always@(posedge clkKy# 2k clk FyF &k il st iy T

begin HERY ¢ sES A8y _EFEYN end A a] B R N FE9I
case(state) W staterk 7515 case
idle:begin R EE

if(load) INoad= 575 %0#E A computefRFs
state <= compute;
else
state <=idle;
end
compute:begin /1d_finislEsRA%0E A finish iREE
if(d_finish)
state <= finish;
else
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state <= compute;
end
finish:begin HERTE A 16 ([EE f7as P HYERHED 58 2
if(count==16)

state <= idle;
else
count <= count+1;
end
endcase

end

always@(posedge clk or negedge r&P clk 1F4flas a2 rst B &S iy T
if(rst)
begin
crc_reg[15:0] <= 16'b0000_0000_ 0000 0080 zsTEAEW{E
count <= 5'b0_0000;
state <= idle;
end
else
case(state)
idle:begin
crc_reg[15:0] <= 16'b0000_0000_0000 @00
end
compute:begin
1A 26 TEF XxM16+XM 1 5+Xx"2+1
crc_reg[0] <= crc_reg[15] ~ crc_in;
crc_reg[1] <= crc_reg[0];
crc_reg[2] <= crc_reg[1] ~ crc_reg[¥Y5S¢rc_in;
crc_reg[14:3] <= crc_reg[13:2];
crc_reg[15] <= crc_reg[14] ~ crc_red[1Xrc_in;

crc_out <= crc_in; #iff ASE Eyiisi 4

end
finish:begin
crc_out <= crc_reg[15]Ef{F 23 15 {F Byl
crc_reg[15:0] <= {crc_reg[14:0],1'h¥& {1
end
endcase
endmodule
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IIF54H CRC-16-test

IFEAHIRE FZAF4HE cre 16 Batis e I 4RI ERES,
1132 4wt RS n] R 25 [ A Y B T4RIS
module CRC_16_test;

reg clk;

reg rst;

reg load;

reg d_finish;

reg crc_in;

wire crc_out;AR4ERAIE R, 1bit

parameter clk_period = 40; //cik}H f5 40ns

initial //¥]AG1EAHR R 1E

begin
#clk_period clk = 1;
#clk_period rst = 1;
#clk_period rst = 0;
#clk_period crc_in = 1;#h A S 4RiEE R
#clk_period load = 1,
#clk_period load = 0;
#clk_period d_finish = 0;
#(80*clk_period) d_finish = 1;
#clk_period d_finish = 0;

end

always #(clk_period/2) clk = ~clk; H 20nsHA AL
always #(2*clk_period) crc_in = ~crc_inil 80ns 5 #3534t g A B A1

I8 P 3 5 4t L 4H

CRC_16_serial

ul(.clk(clk), .rst(rst), .load(load), .d_finish(dnish), .crc_in(crc_in), .crc_out(crc_out
)i

Endmodule
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(2)CRC-16 8 7| % ¢ ¥ 7 £ B (ModelSim)

Fie Edt Tiew Add Foomat Tools Bookmarks Window Help
1| Wave -Default

JRERIFFHELELL

(31 3 WA ¥
SRR P E S % WY RELAT crein” o f TR %2
ﬁ'ﬂ Sk B PE %JM@%G‘U crc_in” ¥%” crc_out” —Erﬂﬁﬂ,;?«}i
LB R A 0 iR PR %%?}

%" d_finish” né,%;{;f;\:g?.mj%T ¥
£

®” crc_reg’ ¢ gk m ik = 'J crc_out” & -

1y

.CRC-16 7| @ #§

(#2575
‘timescale lns/Ins// %P &l @ #¢% $lehpr B H {opr B &
/R EF R R _cre-16 RS OT (T kB R B, AR R BT - ﬁﬂi%]

» e 8bits F L E (T nAB
module CRC_16_paraller(clk, rst, load, d_finish, crc_in, crc_out);

input clk; //ﬂi%l%:i clk, FF%an gt
input rst; //ﬁ%] ~ & rst, £ XA
input load; //ﬁ%] ~ & load, B 4o k5 5L

input d_finish; J/B A TS R R
input [7:0] crc_in; //%%% B {7 8bits T4 % 4%
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output [7:0] crc_out; //%# ®+ = 8bits ﬂis?l 4

r@[%ﬂcm@ﬁ;ﬁ?#ﬁﬂ%ﬁ%
reg [15:0] crc_reg;// % B4 =85 &
reg [1:0] count; //3 #&¥%5 %

reg [1:0] state; //REHEE

wire [15:0] next_crc_reg; //# %% LR R & S

%#cidle 5 = & 00
% ¥ compute % = & 01
%#c finish % = & 10

parameter idle = 2°b00; //z 2
parameter compute = 2'b0l;//z 2
e

»

»

parameter finish = 2" bl0; //

/78 B AR BA A R B BT e p RN T

assign next _crc reg[0] = (Ccrc_in[7:0]) = (Tcrc_regl[15:8]);

assign next _crc reg[l] = (Ccrc_in[6:0]) = (Tcrc_reg[15:9]);

assign next crc reg[2] =crc_in[7] " crc_in[6] ~ crc_reg[9] ~ crc_reg[8];
assign next crc reg[3] = crc_in[6] "~ crc_in[b] = crc_reg[10] ~
crc_reg[9];

crc_in[b] ~ crc_in[4] ~ crc_reg[ll] ©

assign next _crc_reg[4]
crc_reg[10];

assign next crc reg[b] = crc_in[4] ~ crc_in[3] = crc_reg[12] ©

crc_reg[1l];

assign next crc reg[6] = crc_in[3] ~ crc_in[2] ~ crc_reg[13] ©
crc_reg[12];

crc_in[2] ~ crc_in[1] ~ crc_regl[l4] ~

assign next _crc_reg[7]
crc_reg[13];

assign next _crc reg[8] =crc_in[1] " crc_in[0] ~ crc_reg[15] ~ crc_reg[14]
" crc_regl[0];

assign next crc reg[9] = crc_in[0] "~ crc_reg[15] "~ crc_reg[l];

assign next crc reg[14:10] = crc_reg[6:2];

assign next _crc reg[15] = (Cerc_in[7:0]) = (Cerc_reg[15:7]);

always@(posedge clk) //& % clkjl§§ﬁ§%§%%$%f5

begin
case(state) // 1 state kiE # case
idle:begin /R E FR

8 RS ePaper(2012F)
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if(load) //1oad 7 5.3 »xi& » compute s f
state <= compute;
else
state <= idle;
end
compute:begin
if(d_finish)//d_finish % L3 »x:& » finish & i
state <= finish;
else
state <= compute;
end
finish:begin
if(count==2)//count z 8L% %> 2 i& » finish ¥ f&
state <= idle;
else
state <= finish;
end
endcase
end

always@(posedge clk or negedge rst)//= % clk & % ff % & Z_rst § %%
e
if(rst)
begin
crc_reg[15:0] <= 16" b0000_0000_0000_0000;//% & B3f %4~ &
state <= idle;
count <= 2" b00;
end
else
case(state)
idle:begin [/ B A Bk R
crc_reg[15:0] <= 16" b0000_0000_0000_0000;
end
compute:begin //Ha#S3t B ki
crc_reg[15:0]<= next_crc_reg[15:0];
crc_out[7:0] <= crc_in[7:0];
end
finish:begin  // %% %% gk |

=g
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crc_reg[15:0] <= {crc_reg[7:0], 8 b0000_0000};
crc_out[7:0] <= crc_reg[15:8];
end
endcase
endmodule

/ﬁﬂywhﬁﬁﬁiagwﬁ%%ﬁiﬁﬁ%@%?%%?%?U%iﬁﬁ
» 1 8bits F L E (T W FB

module CRC_16_test;

reg clk;

reg rst;

reg load;

reg d_finish;

reg [7:0] crc_in;

wire [7:0] crc_out;
parameter clk_period = 40;

[/ A4 B ERK B
initial
begin
#clk_period clk
#clk_period rst

.
b

Il
—, O =

#clk_period rst ;
#clk_period crc_in[7:0] = 8 b1010_1010; //ﬁﬁ>~%$§&£%??$i
#clk_period load = 1;
#clk_period load = 0;
#clk_period d_finish = 0;
#(10*%clk_period) d_finish = 1;
#clk_period d_finish = 0;
end

always #(clk_period/2) clk = ~clk;
always #(clk_period) crc_in[7:0] = ~crc_in[7:0]; //ﬁﬁ>~%$§&£%??$i

VA B i Y
CRC_16_paraller
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ul (. clk(clk), .rst(rst), .load(load), .d_finish(d_finish), .crc_in(cr
c_in), .crc_out(crc_out));

endmodule

(2) CRC-16 * 5 %45 & ¥ 7 E Hl(ModelSim)

Fle Edt ¥ew Add Format Took Bookmiks Window Help

i ﬂc_tﬁ_hs!,hl#st

k= % = 5 5 & F " 5 & F B E B &
' E & B B & & 5 B F B 5 & W & B
RN . @ i o e e L B bw e e kb W

I

' [

] ' ',1 | | R
.}4 }m{: ﬁhﬁﬁll.b!ﬁ_,,ﬂtrlﬂ am? 0k [oife Jookc o JFare [7763 7L 7acL T Ac3 08 o 7. 1707817022 e e o0 .. 118603641354 7 e ec i JodcT 7 Bagsin e ook

(3)* WA+

4ot B oo _CRC-16 & {7 %#B T BLipl3# 4258 F B % % » cre_in {ﬁs?] 2

g;‘;j%iﬁ*%ﬁ%% ¥~ 5L cre_in ¥ 5 cre_out 4 ¢ !
# % d_finish RLE B L T THER R+ - P FRAEY =4 B
crc_reg ® eniegk =1 7 8 A dig I3 crc_out & o

=4
I
1

7

PP

=.CRC-32 * 7| B

(X"32+ X"26+ X"23+ X"22+ X"16+ X"12+ X" 11+ X"10+ X" 8+ X" 7+ X "5+ X4+ X" 2+
X'1+ 1)

(1) #2575

‘timescale lns/lIns //%P A “7% 3| hpr B H = {cpF B R
[11717777777777777777777777777777777777777

// Module Name: CRC_32_paraller

// Tool versions: ModelSim 10.1c

11 P REE A ePaper(2012F)
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L1117 777777777777777777777777777777777777

/4w i e R cre-16 KR AS T X 7T Skl LB, L AR TR T 1T
i~ e 8bits FALIE 7 Al

module CRC_32 paraller(clk, rst, load, d_finish, crc_in, crc_out);

input clk; //ﬂis?l ~ & clk, PFP% a5t

input rst; //ﬂis?l & rst, £EAE

input load; //ﬂis?l ~ & load, B 4o 5058 0 5

input [7:0] crc_in; //%#% B 7 8bits FAL % &+

output [7:0] crc_out; // %% B 7 8bits ﬂis?l 4

reg [7:0] crc_out; //%ﬁiiﬂi%]ﬂ:%‘rﬁﬁ
reg [31:0] crc_reg; //%m B4 85 &
reg [1:0] count; [/ B G B

reg [1:0] state; 753 U8 AR

wire [31:0] next_crc_reg; //# =% %ﬂi%] INE -3 1S

%#cidle 5 = & 00
% ¥ compute % = & 01
%#c finish % = & 10

parameter idle = 2" b00; //E 2
parameter compute = 2°b0l; //z 2
A

»

»

parameter finish = 2'bl10; //

/78 B AR S BA A R B BT e g RN T
assign next crc_reg[0] = crc_reg[24] ~ crc_reg[30] ~ crc_in[0] ~
crc_in[6];
assign next crc reg[l] = crc_reg[24] ~ crc_reg[25] ~ crc_reg[30] ~
crc_reg[3l] ~ crc_in[0] ~ crc_in[1] ]~ crc_in[T];
assign next crc reg[2] = crc_reg[24] ~ crc_reg[25] ~ crc_reg[26] ©

] " crc_in[2] " crc_in[6]

crc_in[6

crc_reg[30] "~ crc_reg[3l] "~ crc_in[0] ~ crc_in[1
" crc_in[7];
assign next crc reg[3] = crc_reg[25] ~ crc_reg[26] © crc_reg[27] ©
crc_reg[3l] ~ crc_in[l] ~ crc_in[2] ]~ crc_in[T];
assign next crc reg[4] = crc_reg[24] ~ crc_reg[26] ~ crc_reg[27] ©

] “crc_in[3] " crc_in[4]

" crc_inl[3

crc_reg[28] "~ crc_reg[30] " crc_in[0] ~ crc_in[2
" cre_in[6];

12 R E A ePaper(2012E)
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assign next crc reg[b] = crc_reg[24] ~ crc_reg[25] ~ crc_reg[27] ©
crc_reg[28] © crc reg[29] © crc reg[30] © crc reg[3l] ~ crc_in[0] °
crc_in[1] " crc_in[3] " crc_in[4] ~ crc_in[b] "~ crc_in[6] ~ crc_in[7];
assign next crc reg[6] = crc_reg[25] ~ crc_reg[26] ~ crc_reg[28] ©
crc_reg[29] " crc_reg[30] " crc_reg[3l] " crc_in[l] " crc_in[2] " crc_in[4]
" crc_in[b] " crc_in[6] © crc_in[7];

assign next crc reg[7] = crc_reg[24] ~ crc_reg[26] ~ crc_reg[27] ©
crc_reg[29] " crc_reg[3l] " crc_in[0] " crc_in[2] " crc_in[3] " crc_in[bH]
" crc_in[7];

assign next crc reg[8] = crc_reg[0 crc_reg[24] ~ crc_reg[25] ©

[0 “crc_in[3] " crc_in[4];
[

[

25] © crc_reg[26] ©

crc_reg[27] " crc_reg[28] " crc_in crc_in|1

assign next crc reg[9] = crc_reg crc_reg

— T

crc_reg[28] “ crc_reg[29] " crc_in crc_in[2] " crc_in[4] " crc_in[b];

crc_in[2] " crc_in[3] " crc_in[b];

1
1
assign next crc_reg[10] = crc_reg|
crc_reg[27] " crc_reg[29] " crc_in[0

[

] © crc_reg[24] © crc_reg[25] ©

1
I
1
I
2] ~ crc_reg[24] © crc_reg[26] ©
1§
assign next crc reg[ll] = crc_reg[3
18

crc_reg[27] " crc_reg[28] " crc_in[0] ~crc_in[1] ~crc_in[3] " crc_in[4];
assign next crc reg[12] = crc_reg[4] ~ crc reg[24] ~ crc_reg[25] ©
crc_reg[26] ~ crc reg[28] © crc reg[29] © crc reg[30] © crc_in[0] °
crc_in[1] " crc_in[2] " crc_in[4] ~ crc_in[5] = crc_in[6];

assign next crc reg[13] = crc_reg[b] ~ crc_reg[25] ~ crc_reg[26] ~
crc_reg[27] ~ crc_reg[29] ~ crc reg[30] ~ crc_reg[3l] ~ crc_in[l] ~
crc_in[2] " crc_in[3] " crc_in[5] "~ crc_in[6] ~ crc_in[T];

assign next crc reg[l4] = crc_reg[6] ~ crc reg[26] ~ crc_reg[27] °
crc_reg[28] " crc_reg[30] " crc_reg[3l] " crc_in[2] " crc_in[3] " crc_in[4]
" crc_in[6] © crc_in[7];

assign next crc reg[15] = crc_reg[7] = crc_reg[27] ~ crc_reg[28] ~
crc_reg[29] " crc_reg[3l] " crc_in[3] "~ crc_in[4] "~ crc_in[5] " crc_in[T];

assign next crc_reg[16 crc_reg[8] ~ crc_reg[24] © crc_reg[28] ©

crc_reg[29] ~ crc_in[0] ~ crc_in[4] = crc_in[b

assign next _crc_reg[17 crc_reg[9] ~ crc_reg[25] © crc_reg[29] ©

[26] = crc_reg[30] ~

assign next _crc_reg[18 crc_reg[10] ~ crc_re

" crc_in[6] " crc_in[7

]

] I

] [2

crc_reg[30] ~ crc_in[l] ~ crc_in[b] = crc_in[6];

] g

crc_reg[3l] ~ crc_in[2] 1;
]

crc_reg[l1l] ~ crc_reg[27] ~ crc_reg[3l] ~

assign next crc_reg[19
crc_in[3] ~ crc_in[T];
assign next crc reg[20] = crc_reg[12] = crc_reg[28] = crc_in[4];
assign next crc reg[21] = crc_reg[13] = crc_reg[29] = crc_in[b];
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CRC-32 Verilogi F 155t

assign next crc reg[22] = crc_reg[l4] =~ crc_reg[24] = crc_in[0];
assign next crc reg[23] = crc_reg[15] ~ crc_reg[24] ~ crc_reg[25] ©
crc_reg[30] ~ crc_in[0] "~ crc_in[1] = crc_in[6];

assign next crc reg[24] = crc_reg[16] "~ crc_reg[25] ~ crc_reg[26] °
crc_reg[3l] ~ crc_in[l] ~ crc_in[2] = crc_in[7];

assign next crc reg[25] = crc_reg[17] ~ crc_reg[26] ~ crc_reg[27] ~

crc_in[2] ~ crc_in[3];

assign next crc reg[26] = crc_reg[18] "~ crc_reg[24] ~ crc_reg[27] °
crc_reg[28] " crc_reg[30] " crc_in[0] "~ crc_in[3] " crc_in[4] " crc_in[6];
assign next crc reg[27] = crc_reg[19] ~ crc_reg[25] ~ crc_reg[28] ~

crc_reg[29] " crc_reg[3l] " crc_in[1] "~ crc_in[4] "~ crc_in[5] " crc_in[T];

assign next crc reg[28] = crc_reg[20] = crc_reg[26] ~ crc_reg[29] °

" crc_in[5] © crc_in[6];

]
]
] -
]

crc_reg[30] ~ crc_in[2

assign next crc_reg[29 crc_reg[2l] ~ crc_reg[27] © crc_reg[30] °

crc_reg[3l] ~ crc_in[3 crc_in[6] ~ crc_in[7];

assign next crc_reg[30 crc_reg[22] ~ crc_reg[28] © crc_reg[3l] ©

crc_in[4] ~ crc_in[7];

assign next crc reg[31] = crc_reg[23] = crc_reg[29] ~ crc_in[b];
NﬁﬁcMuL$W%ﬁﬁﬁ
always@(posedge clk)
begin
case(state) //12 state k:E#H case
idle:begin  //&_ % F}
if(load) //load % 5.3 »xi& » compute s i
state <= compute;
else
state <= idle;
end
compute:begin
if(d_finish) //d_finish % %L3 »x:& > finish & i
state <= finish;
else
state <= compute;
end
finish:begin
if(count==2) //count z L% %+ 2 i& » finish } i
state <= idle;
else

14 B RERE A it ePaper(2012F)
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state <= finish;
end
endcase
end

always@(posedge clk or negedge rst) //& % clk & %% & &_rst § Sff%
%%*if5
if(rst)
begin
crc_reg[31:0] <= 32 b0000_0000_0000_0000_0000_0000_0000_0000; //
W ERE,E
state <= idle;
count <= 2" b00;
end
else
case(state)
idle:begin //%F 75 B %4 Bk i
crc_reg[3l:0] <=
32" 10000_0000_0000_0000_0000_0000_0000_0000;
end
compute:begin // %%+ Bk i
crc_reg[31:0]<= next_crc_reg[31:0];
crc_out[7:0] <= crc_in[7:0];
end
finish:begin //%#& & & ik
crc_reg[31:0] <= {crc_reg[23:0], 8 b0000_0000};
crc_out[7:0] <= crc_reg[31:24];
end
endcase
endmodule

/ﬁﬂywhﬁﬁﬁiagwﬁ%%ﬁiﬁﬁ%@%?%%?%?U%iﬁﬁ
» 1 8bits F L E (7 A

module CRC_32_test;

reg clk;

reg rst;

reg load;
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reg d_finish;
reg [7:0] crc_in;

wire [7:0] crc_out;

parameter clk_period = 40;

[/ A4 B ERK B
initial
begin
#clk_period clk
#clk_period rst

.
b

Il
—, O =

#clk_period rst ;
#clk_period crc_in[7:0] = 8 b1010_1010; //ﬁﬁ>»%$§&£%??$i
#clk_period load = 1;
#clk_period load = 0;
#clk_period d_finish = 0;
#(10*%clk_period) d_finish = 1;
#clk_period d_finish = 0;
end

always #(clk_period/2) clk = ~clk;
always #(clk_period) crc_in[7:0] = ~crc_in[7:0]; //ﬁﬁ>~%$§&£%??$i

[/ TT G P

CRC_32_paraller

ul(.clk(clk), .rst(rst), .load(load), .d_finish(d_finish), .crc_in(cr
c_in), .crc_out(crc_out));

Endmodule
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