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Abstract - TCP is now a widely used Internet protocol
in the-most of networks. All systems which want to com-
municate with other computers in the Internet must follow
the rules of TCP. 1t is a reliable transport layer protocol,
responsible for the end-to-end performance in the network,
and it performs well in traditional networks made up of
links with low bit-error rates. But when networks contain
high bit-error rate links such as wireless links, TCP will
degrade end-to-end performance caused by packet error in
wireless link. At this time, TCP can not distingvish weather
the packet loss is caused by congestion or the data error in
wireless links. TCP is impractical in networks that contain
wired and wireless links, and especially wireless links are
part of backbone networks. we will present a novel scheme
in base stations to achieve good performance without modi-
fying the existing TCP protocol. This new scheme is quite
simple in which we only add some local acknowledgments
and a checksum module to guarantee the correction of
packets in wireless links. The simulation results show that
our scheme has better performance than the pure TCP.
Especially, in high bit-error rate, our scheme provides very
good performance.

1. INTRODUCTION

Wireless networks grew rapidly in the last years due
to advancement of communication technologies.
Wireless media has many different properties from
the existing wired network, such as high bit-error
rate, limited bandwidth, high latency movement of
data, etc. TCP assumes that network links rarely lose
packets or cause error because of high channel qual-
ity [3]. All the loss of packets in network is assumed
to be only caused by congestion. If TCP sender find
packets lost, it will reduce its send-packet rate (slid-
ing window) and initiate congestion avoidance or
control mechanisms to relieve congestion. Such oper-
ations in TCP sender make network traffic from
heavy load to light load [11]. It seems fine when there
exists a wireless link in the path from source to desti-
nation and the channel quality of this wireless link is
always good. In such a situation, TCP can still yield
high performance in this TCP connection. But this
wireless link is not always to have good channel qual-
ity. It is quite dependent on the environment situation.
When bit-error rate of wireless link is high, the
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sender can not distinguish that the loss of packets is
caused by congestion or the other reasons, such as
bad channel quality of wireless link. If the loss of
packets is always due to packet error in wireless link,
the window of sender will never reach its optimal
value, and also make TCP sender do unnecessary
congestion control or avoidance mechanisis, so as to
waste bandwidth utilization of each TCP connection.
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Figure 1: Networks topology of cellular wireless networks

We know there are several schemes have been
proposed to solve such kind of problems to yield
good performance when wireless links have high bit-
error rates [3, 5, 8, 16-18]. Some papers also make
comparisons of these schemes [4]. These schemes
use a variety of mechanisms such as local retransmis-
sion (snoop), split-TCP method (I-TCP) [2, 3]. Tt is
notable that all of these schemes only modify some
functions in base stations or mobile hosts instead of
the existing TCP in traditional wired (fixed) net-
works. This makes the wireless network easier to be
integrated with the wired network. However, these
schemes all consider the same network model: the
wireless link is either on the first or on the last hop of
a TCP connection. That is, the only wireless link con-
nects a base station and a mobile host as shown in
Figure 1. Thus, only one connection of a source-des-
tination pair passes through the wireless link. How-
ever, the network model we discuss in this paper is
that the wireless links (maybe more than one) are
parts of the backbone network. That is, a wireless
link is not on the first or on the last hop of a TCP
connection and this wireless link may contain several
TCP connection pairs. In Figure 2, this wireless link
is the connection between two base stations instead of
between a base station and a mobile host. Under this
network environment, packet error in wireless links
may cause more serious problems than in traditional
networks. Those schemes we described above may
not work as fine as in the original model they pre-
sented.
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Figure 2: Networks topology discussed in this paper

In this paper we consider a network topology in
which there are two separate LANs or two WANS.
Both LANs (WANs) can not communicate with each
other by using wired links. For example, such two
LANs(WANs) may be separated by a inlet, chasm,
etc. In order to make a connection between both
LANs (WANs), we may use a wireless link (Figure
2). In order to make both LANs yield high perfor-
mance when channel quality of the wireless link is
bad, we design a simple method to improve the end-
to-end performance without changing the existing
TCP protocol in fixed hosts. We just add some mod-
ules between transport layer and data link layer, and
some databases in both base stations. The sender
need not initiate the congestion control or congestion
avoidance mechanisms if the base stations can
retransmit the lost or error packet in time in wireless
link. Thus, the performance of this TCP connection
between sender and receiver can be improved.

This paper is organized as follow. In section 2
we describe the network model and point out the
problems when using TCP protocol to transmit pack-
ets. In section 3 we will describe our method in
detail. Our simulation results by comparing with the
normal TCP is shown in section 4. Section 5 draws
some conclusions.

2. OUR PROTOCOL MODEL

We consider a network topology, as in Figure 2.
There are two wired LANs or WANs, says WN1 and
WN2. Between both wired networks, we use a wire-
less link to connect WN1 and WN2. We assume all
source nodes in WN1 and all destination nodes in
WN2. We can say this wireless link is part of the
backbone network. Any path between a computer in
WN1 and another computer in WN2 has to pass
through the wireless link. Suppose that we use the
pure TCP in this network environment, the most
interesting thing we want to know is that if TCP per-
forms well in such a network environment.

In addition to limited bandwidth, wireless media
has a very special characteristic different from wired
one, i.e. high bit-error rate. It always has periodic bit
errors or burst errors in data transmission. So if we

Source node uses the acknowledgments it
received to determine which packets have been
received by destination node. The source has to
retransmits the packet when timeout occurs. When
timeout is detected, TCP sender (source) will initiate
congestion control or avoidance mechanisms, update
its round-trip time of TCP packets (so does measure-
ment of timeout), decrease its window size and then
initiate slow start method. In traditional wired net-
work environment, the purpose of these serial opera-
tions in source node is to decrease the traffic load in
the network. The loss of packets is only assumed to
be caused by congestion. With wireless links, if the
lost packet is not caused by congestion but by packet
error in wireless link, all congestion control or avoid-
ance mechanisms in source node are unnecessary.
Unfortunately, TCP can not distinguish both situa-
tions. Therefore, not only the optimal throughput is
never reached, but also the bandwidth of network is
wasted.

For the above example, we know that there are
some problems with TCP when a connection contains
both wired and wireless links. We have to investigate
solutions to solve this problem. Any acceptable solu-
tion for the wireless network environment should
inter-operate  with the existing infrastructure and
should not make any modifications to the fixed net-
works [13]. That is, the solution for the integration of
wireless media (network) with the existing traditional
network must be transparent to all applications and
protocols that are run in fixed network environment
[15].

3. The Local Acknowledgment Method

3.1. Overview of Our Method

We add some modules between link layer and trans-
port layer and two types of database, packet pool and
packet buffer, in base station 1 (BS1) and base station
2 (BS2), respectively. In BS1, packet_monitor_mod-
ules and ack_monitor_module are added to monitor
all packets in packet pool, and to deal with local
acknowledgments from BS2. In BS2, we put
packet_check_module to check packets from BS1
and send local acknowledgments to BS1. In addition,
there is a packet pool in BS1 to store packets tem-
porarily from Wired Network 1, and there is a packet
buffer in BS2 to store out-of-sequence packets from
wireless link. Figure 3 shows our solution.
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we can not guarantee that all packets received by des-
tination node are correct. TCP checksum will check SO Wired Network 1-—0 o Wired Network: 2 DQSQ,
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Figure 3: Database in Base Station 1 and Base Station 2

the correctness of the packet. If destination node find
that errors occur and can not be recovered, the packet
will be dropped and the acknowledgment will not be
sent.

Node MNode
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All packets which will pass through the wireless
link are buffered in BS1. Here we define two types of
local acknowledgments in wireless link, EACK and
CACK, which are sent by BS2. All packets from BS1
to BS2 will be checked to make sure if they are cor-
rect. If the packet contains no error or contains error
which can be recovered by BS2, then BS2 will for-
ward this packet to wired network 2 (WIN2) and send
CACK to BS1. Otherwise, if the packet contains error
and can not be recovered, BS2 will drop it and send
EACK to BS1. When BS1 receives CACK from BS2,
ack_monitor_module will remove the packet from the
packet pool. When it gets EACK from BS2 or time-
out occurs, it will retransmit the packet to BS2.

3.2. Modules and Database in Base Station 1

We define four hosts called source node, destination
node, base station 1 (BS1), and base station 2 (BS2).
There are two wired networks called WN1 and WN2,
and a wireless link (see Figure 2). We first assume
that all the packets are sent by the source node to the
destination nodes. All packets have to pass through
the wireless link. All fixed hosts use the original TCP.
The new modules and databases are put in BS1 and
BS2.

We add two modules and a packet pool in BSI.
The two modules are packet_monitor_module and
ack_monitor_module. The packet_monitor_module is
in charge of dealing with the packets from WNI1.
The ack_monitor_module is responsible for the local
acknowledgments from BS2. These two modules also
manage the packet pool of BS1.

Packet arrives

New Packet 7 Drop it and forward the packet
ew Packet ? 1

in Packet pool with high priority

f . Buffer the packet in Packet pool
n sequence ?
4 and forward it

Congestion in WN1, buffer the
packet in Packet poo! and forward it.

Figure 4: The flow chart of packet_monitor_module in BS1

packet_monitor_module (Figure 4): This module
deals with the packets from WNI1. Besides forward-
ing packets to wireless link, the module also makes a
copy in packet pool, and records the sequence

number of the last packet it received by using an
additional data structure in BS1. By the information
of sequence number, BS1 can know which packet is
lost in WN1 by congestion. Besides the mnormal
sequence number of TCP, all packets they may be
from different connections received by BS1 will be
given an unique “local packet serial number’ if they
want to pass through wireless link to BS2. With this
unique number for each packet, BS2 can detect the
lost packet in wireless link by finding the out-of-order
packet from wireless link.

There are several kinds of packets received by
BS1 and packet_monitor_module deals with them in
different ways:

(1) Get a new packet in normal sequence: This is a
normal case. Congestion would not happen in
WN1 and the network traffic in WN1 is stable.
When BS1 gets such a packet, it will forward the
packet to wireless link and copy the packet into
packet pool. Packet pool is a special data struc-
ture in BS1. It is a temporary packet buffer for
wireless retransmission while a packet has errors
or is lost. Finally, BS1 will set the clock for the
local round-trip time of the packet which is for-
warded to wireless link. It can help BS1 to
detect packet loss.

(2) Get a new packet but out-of-sequence: It means
that some packets are lost due to congestion in
WN1. So BSI receives discontinuous packets.
Like (1), BS1 will copy and forward this packet
to wireless link, and set the clock for the local
round-trip time of this packet.

(3) Get a duplicate packet which was received by
BS1 before: It means that the source node detect
timeout of the packet, and make a retransmis-
sion. This may be caused by congestion in
WN1 or WN2, or caused by packet loss in wire-
less link. In this case, packet_monitor_module
will put the packet it receives into packet pool
no matter whether the packet is still in packet
pool or not. The new packet will replace the old
packet if the old one is still in packet pool. Then
BS1 forwards this packet to wireless link with
higher priority.

ack_monitor_module (Figure 5). This is another

module in BS1. ack_monitor_module is in charge of

dealing with the local acknowledgments from BS2.

As we describe above, there are two kinds of local

acknowledgments received by BS1, CACK and

EACK.

(1) Get CACK from BS2: It means that the packet
artives by BS2 correctly. So BS2 send CACK to
BS1. In such case, BS1 will drop the packet
from packet pool.

(2) Get EACK from BS2: It means that the packet
arrives by BS2 with errors due to bad channel
quality of wireless link. In such situation, BS1
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Figure 5: The flow chart of ack_monitor_module in BS1
will retransmit the packet with higher priority.

(3) Timeout of local acknowledgment: When wait-
ing time of a local acknowledgment exceeds the
maximal response time, BS1 will retransmits the
packet to wireless link with higher priority. The
operation is the same as (2).

3.3. Modules and Database in Base Station 2

In base station 2 we add packet_check_module (Fig-
ure 6) to deal with the packets from wireless link.
According to the result of the checksum, BS2 will
send CACK or EACK to BS1. When a received
packet is correct, BS2 will send CACK to BS1. Oth-
erwise, BS2 will send EACK to request retransmis-
sion. In addition, we use a variable number, p_num-
ber, to represent the next local packet serial number
which BS2 will receive from wireless link. Those
packets whose local packet serial numbers are larger
than p_number must be put in packet buffer and are
not forwarded to WN2. BS2 can only forward the
packet whose local packet serial number is equal to
p_number. packet_check_module works as following:

packet arrives

1.5¢nd EACK 10 BS1
2.Drop the packet

1.but the packet into packet
inBS2
2.Serd CACK (0 BS1

No

1. Forward the pecket to W2 and send all packets fram
packet buffer after this one in sequence until found

another lose one
2. Update p_nutnber
3. Send CACK 10 BS1

Figure 6: The flow chart of packet_check_module in BS2

(1) Get an error packet: BS2 will drop this packet
and send EACK to BS1 to request retransmis-
sion.
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(2) Get a correct new packet but its local packet
serial number is larger than p_number: It will be
put into packet buffer and BS2Z will send a
CACK 10 BS1.

(3) Get a correct packet but its local packet serial
number is less than p_number: This means that
the packet was received correctly before. CACK
for the packet may be lost or be damaged in
wireless link. If CACK is lost in wireless link,
BS1 would detect timeout and retransmit the
packet. At this time, BS2 will do nothing but
only drop the packet and send CACK again.

(4) Get a correct packet, and its local packet serial
number is equal to p_number: This is the normal
case in B52. BS2 will forward it to WN2 and
increase p_number by 1. In addition, BS2 will
send CACK to BS1. If packet buffer is not
empty, BS2 gets other packets from packet
buffer, forwards them to WN2 according to local
packet serial number until another out-of-order
packet found. p_number is increased by one at
each forwarding.

4. PERFORMANCE

We do some experiments to show that our method is
suitable for the wireless environment. This simulator
follows all features of TCP, including congestion con-
trol algorithm, retransmission for timeout, evaluation
of round-trip time and flow control of sliding win-
dow. In our simulation, we have two wired networks
and a wireless link. BS1 and BS2 are two intermedi-
ate nodes. All packets are sent from the source node
to the destination node. The wired networks are WN1
and WN2. Each has a bandwidth of 10 Mbps. The
bandwidth of wireless link is 2 Mbps. The maximal
window size of each TCP connection is 50. Propaga-
tion time of wired and wireless link is 4 msec and 20
msec, respectively. The length of data packet and
acknowledgment are 4 kbits and 200 bits.
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Figure 7: The total packets received by destination node with dif-
ferent bit-error rate

Figure 7 shows the throughput of normal TCP

and our method with different bit-error rates. The
total simulation time is 200 sec. The y-axis shows



the total number of packets arrive destination node,
and the x-axis shows the different bit-error rates.
From Figure 7, we know that when wireless link has
very high bit-error rate, our method has no significant
advantage as compared with normal TCP. Consider
the case of bit-error rate 1/4k (0.025%) for example.
Most of packets are damaged at BS2, and must be
retransmitted twice or more by BS1. Thus, the source
node always detects timeout of almost all packets and
starts unnecessary congestion and avoidance mecha-
nisms. This results in the performance of this TCP
connection to be very poor. However, our method can
improve the performance. In Figure 7, there are about
65000 packets received by destination node when
normal TCP is used, and about 130000 packets
received by running our method in base stations. The
throughput is increased about 2 times. When bit-
error rate is decreased to 1/20k, 1/40k, 1/100k, our
method still performs well. It is notable that at very
high bit-error rate (i.e. more than 1/1k) or very low
bit-error rate (i.e. less than 1/400k) our method
almost has the same performance as the normal TCP.
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Figure 8: The window size change with bit-error rate = 1/4k
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Figure 9: The window size change with bit-error rate = 1/10k

Figure 8 to Figure 12 show the window size
change with different bit-error rates (1/4k, 1/10k,
1/20k, 1/40k and 1/100k). As shown in these figures,
when bit-error rate is less than 1/20k, the window
size will increase as time goes by, and it can reach
maximal window size (i.e. 50) or go down to 0 (when
packet loss is detected). Each decrease-window event
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Figure 10: The window size change with bit-error rate = 1/20k
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Figure 11: The window size change with bit-error rate = 1/40k
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Figure 12: The window size change with bit-error rate = 1/100k
may be caused by congestion in wired networks or
caused by packet error or loss in wireless link. When
bit-error rate is 1/10k (Figure 9), the maximal win-
dow size of normal TCP can only reach 14. In such
situation, the maximal window size of our method is
up to 21. Because of high bit-error rate (1/10k) in
wireless link, our method can not deal with all lost
packets in time by fast retransmission in BS51 such
that it is hard to reach the optimal window size (50).
When bit-error rate is 1/20k or less, the window size
of our method can reach the optimal value 50 while
the maximal window size of normal TCP is only 35
and average window size is 15.

Figure 13 to Figure 17 show the total packets
which destination node receives. Obviously, our
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method can receive more packets than normal TCP. It
is due to our fast retransmission in BS1 such that the
damaged packet detected by BS2 can be retransmit-
ted in time. With high bit-error rate, destination node
receives more damaged packets and source node
detects more timeout of packets when TCP is run.
Such events may start unnecessary congestion control
or avoidance mechanism. For our method, BS2 will
find such kind of packets, do necessary operations to
recover error packets, and make sure that all packets
will be sent to WN2 correctly. This can make the
number of error packets as few as possible. Espe-
cially when bit-error rate of wireless link is high (e.g.
1/4k), our method performs significantly better than
original TCP.
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Figure 15: Throughput change with bit-error rate = 1/20k
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Figure 16: Throughput change with bit-error rate = 1/40k
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Figure 14: Throughput change with bit-error rate = 1/10k

5. CONCLUSION

Wireless media is known to have high bit-error rates,
so as to lead to significant packet loss. TCP is a reli-
able transport protocol which performs well in tradi-
tional networks with links of low bit-error rate [3]. It
assumes that the networks are relatively error-free,
and the loss of packets is due to congestion. Thus,
TCP reduces its window size to alleviate network
congestion. This scheme is effective when loss is
only due to congestion. However, it is not effective
for the unreliable wireless media [5, 6]. When we use
TCP protocol in networks with high bit-error-rate
links, problems will occur. Many papers showed that

Figure 17: Throughput change with bit-error rate = 1/100k
regular TCP is impractical in networks with wireless
links [5]. If we use regular TCP in such an environ-
ment, the window size at sender will never reach its
optimal value, and throughput will be decreased.

In this paper, we show a simple mechanism to
improve the performance of TCP protocol in net-
works with wireless link, This mechanism works by
adding some modules in base stations without chang-
ing anything in fixed hosts elsewhere in the network.
Our simulation results show that the mechanism we
present significantly improves the performance of
TCP. ‘

Wireless links cause packet loss due to bad
channel quality. In this case, the sender should not
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reduce its sending rate, since the loss of packets is not
caused by congestion. So our scheme is useful for
such a case. Base station retransmits the error packets
in time to prevent the source from reducing its win-
dow size. Thus we guarantee the end-to-end perfor-
mance, and have high throughput when the bit error
rate in the wireless link is high.
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