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Abstract 

The authentication system is an important security 
element in a distributed computer environment. In 2006, 
Juang et al. proposed a robust and efficient password 
authenticated key agreement scheme using smart cards. 
They claim their scheme is robust and efficient. 
However, we find that their scheme can not prevent the 
offline dictionary attack with the smart card perfectly. 
In this paper, we show this drawback and propose a 
new scheme to remedy the drawback. 
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1. Introduction 
 
In a public network environment, if a user needs to use a 
remote server, the user first needs to pass the 
authentication scheme of the server. For providing a 
secure authentication system, password-based methods 
is often use in many remote login servers. Since Lamport 
[9] proposed a password-based authentication scheme in 
1981, several schemes [4,5,6,7,8] have been proposed. 
These proposed schemes [4,5,6,7,8] pointed out some 
attacks and weaknesses of Lamport’s scheme [9], and 
then their improved schemes, were proposed. 

In 2005, Fan et al. [4] proposed a robust remote 
authentication scheme with smart cards. The scheme can 
satisfy a lot of security capabilities. The major capability 
of Fan et al.’s scheme [4] is preventing the offline 
dictionary attack with the smart card. 

In 2006, Juang et al. [6] proposed a robust and 
efficient password authenticated key agreement using 
smart cards. They claimed that their scheme can satisfy 
all the capabilities of the Fan et al.’s scheme, and also 
can provide identity protection, session key agreement, 
low communication and computation cost, and can 
prevent the insider attack. However, we find that Juang et 
al.’s scheme can not provide the offline dictionary attack 
with the smart card perfectly. In some situations, the 
attacker can use this kind of attacks to login the server 
successfully. 

In this paper, we describe the attack for Juang et al.’s 
scheme and propose a new scheme that not only satisfies 
all the benefits of Juang et al.’s scheme but also can 

prevent the offline dictionary attack with the smart card 
completely. 

In section 2, we first review Juang et al.’s scheme. 
Then we will show the drawback of Juang et al.’s scheme 
in section 3. In section 4, we will show our proposed 
scheme. In section 5, we show the security analysis of 
our proposed scheme. In section 6, we show the 
performance consideration of our proposed scheme. 
Finally in section 7, we make a conclusion. 

 
 
2. Review of Juang et al.’s scheme 

 
In this section, we will first review Juang et al.’s scheme. 
Juang et al.’s scheme consists of three protocols, which 
are the registration protocol, the login protocol and the 
changing password protocol. We show these three 
protocols as follows. 
 
The registration protocol 
 
If user i needs to register with the server, he does the 
following protocol with the server. First, the server uses a 
secure identification scheme to verify user i. Then user i 
selects a password  and sends  to 
the server via a secure channel, where b is a random 
number chosen by user i. 

iPW )} || (,{ bPWhID ii

The server will create the card identifier , which 
is the number of cards that the server has issued to user i. 
After the server receiving , if  is a 
new registration user, then the server will set 

iCI

)} || (,{ bPWhID ii iID

1=iCI  and 
store  in a registration table in the server. If the 
server issues a new card to a user registered before, the 
server will get  from the registration table, 
compute 

},{ ii CIID

},{ ii CIID

1+= ii CICI  and store }1,{ += iii CICIID  to the 
registration table. 

The server computes  
and . The 

server then stores  in a smart card and 
sends this smart card to user i. Then user i stores b into 
the smart card when he getting this smart card. The 
smart card contains . User i then keeps 
the smart card and  for the following login 
process. 
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The login protocol  
 
When user i wants to login the server, he must insert his 
smart card into a card reader and inputs his password 

. Then, the smart card computes a random number 
r and sends  to the server. 

iPW
)(, rEb

iVi

After receiving , the server decrypts by 
the secret key s and obtains  

, and then the server can 
compute . Therefore, the server will use 

 to decrypt  to obtain the random number r. 
Then the server checks if 

)(, rEb
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1. after decrypting , the authentication tag 
 is valid, 
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2.  is in the registration table in the server, and iID
3.  is stored in the registration table. iCI
If any of the above verifications is false, the server 

revokes the login request and the phase stops. If all of 
the above verifications are true, the server generates a 
random number u and computes u r  =x ⊕  and 

. Then, the server sends (x,y) to user i. )||(  urhy =

After user i receives (x,y), he computes r  x ⊕ to 
obtain u and checks if y is equal to . If no, user i 
revokes the login protocol. Otherwise user i computes 

 and a session key , 
and then sends L to the server. Now, the server is 
authenticated by user i.  

)||( urh

) ||  ||  || ) || ((  urVbPWhhL ii= ),,(  urVhS ik =

After receiving L, the server checks if L is equal to 
, If no, the server revokes the login 

request and the login protocol stops. Otherwise the server 
computes a session key 

) ||  ||  || ) || (( urVbPWhh ii

),,(  urVhS ik =  and accepts the 
login request. Now, user i and the server authenticate 
each other and can use the session key  in 
secure communication soon. 

),,(  urVhS ik =

 
The changing password protocol 
 
When user i needs to change his password, he must agree 
a session key with the server through the login protocol 
in advance. Then the user can uses the session key to 
encrypt the changing password message  
and sends  to the server. Then the 
server computes the new secret information 

  after 
the server receiving the message, and sends  to 
user i. User i then decrypts the message by the session 
key and stores  and  in his smart card. 
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3. Weakness of Juang et al.’s scheme 
 

However, we find a drawback of Juang et al.’s scheme, 
that is, the scheme cannot perfectly prevent the offline 
dictionary attack with the smart card. 

In our proposed attack, there are two assumptions as 
follows. First, the smart card has stolen by an attacker 
and the attacker can obtain the secret data from the smart 
card. Second, The attacker should intercept 
communicated messages between the client and the 
server before. By the above two assumptions, the 
attacker can get  from the smart card, 
and   

 from the communication channel. Then the attack is 
shown as follows. 

},,,,{ bCIIDVb iiii
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Step 1: The attacker uses  to decrypt  to get r. iV )(rE
iV

Step 2: The attacker uses r to get u from x. 
Step 3: The attacker uses  to make an off-line 

password guessing attack on L. 
},,,{ burVi

Then the attacker can use the offline dictionary attack 
with the smart card to attack Juang et al.’s scheme 
successfully. 

 
4. Our proposed scheme 
 
In this section, we propose a new scheme based on 
elliptic curve cryptosystems to remedy the weakness of 
Juang et al.’s scheme. Our proposed scheme consists of 
five phases: the parameter generation phase, the 
registration phase, the precomputation phase, the login 
phase and the password changing phase. Except of 
notations of Juang et al.’s scheme, we define additional 
notations in our proposed scheme, and the remainder 
notations are the same with Juang et al.’s scheme. Note 
that the proper encryption mode needs to be used, such as 
the Cipher Block Chaining (CBC) mode.  We show our 
proposed additional notations as the following. 
 
Notations 
 
P : A large prime. 

PE : The elliptic curve equation over . PZ
x : The server’s private key based on elliptic curve 
cryptosystems. 

SP : The server’s public key based on elliptic curve 
cryptosystems. 
G : The generator point of a large order. 
 
The parameter generation phase 
 
In this phase, the server needs to generate some 
parameters as the following. 
1. The server chooses a large prime P and selects two 
field elements PZa∈  and , where a and b must 
satisfy . The elliptic curve equation 

 over 

PZb∈

0) mob(274 23 ≠+ Pba

baxxyEP ++= 32: PZ  is defined. 
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2. The server finds a generator point G of the order n, 
where n is a large divisor, and .  0=×Gn
3. The server selects a random number x as his private 
key and safely keeps it in his secret storage. 
4. The server computes the public key )( GxPS ×=  and 
publishes the parameters . ),,,,( nGEPP PS

 
The registration phase 
 
When user i needs to register in the server, he performs 
the following phase with the server. First, the server 
verifies user i by using a secure identification scheme. 
Then user i sends  to the server via a 
secure channel, where b is a random number chosen by 
user i and  is a password chosen by user i. 

)} || (,{ bPWhID ii

iPW
After receiving , the server creates the 

card identifier , which is the number of cards that the 
server has issued to user i. If  is a new user, then the 
server will set  and store  in the 
registration table in the server. If the server issues a new 
card to user i that registered before, the server can get 

 from the registration table. Then the server 
computes  and stores  in 
the registration table in the server. 

)} || (,{ bPWhID ii

iCI

iID

1=iCI },{ ii CIID

},{ ii CIID

1+= ii CICI }1,{ += iii CICIID

The server generates  
and . The 

server then issues the smart card to user i that 
contains . When getting this smart card, the 
user then stores b into the smart card. The memory of 
smart card contains . User i then keeps 
the smart card and  for the login phase. 

|| || ) || ((  i isi IDbPWhEb =

 )))||(||  || ( || bPWhCIIDhCI iiii ),(  iii CI,sIDhV =

},,,{ iiii CIIDVb

},,,,{ bCIIDVb iiii

iPW

 
The precomputation phase 

 
The smart card selects a random number r, and computes 

 and as a point over  
before the start of the login phase. Then it stores (c,e) into 
it’s memory for use in the login phase. 

)( Gre ×= )()( GxrPrc s ××=×= PE

 
The login phase 
 
When user i wants to login the server, he must inserts his 
smart card into a card reader and inputs his password 

. In our proposed scheme, the smart card will 
complete the precomputation phase before the login 
phase. 

iPW

After user i has inputted the password and the smart 
card has finished the precomputation phase, the smart 
card sends  to the server, where 

. 
)(, eEb

iVi

),,( iii CIsIDhV =

After receiving , the server decrypts by 
the secret key s and obtains  

, and then the server computes 
. Therefore, the server will use  to 

decrypt to obtain e = . Then the server 
checks if 

)(, eEb
iVi ib
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))||(||  || ( bPWhCIIDh iii

),,( iii CIsIDhV = iV

)(eE
iV )( Gr ×

1. decrypting  can get the authentication 
tag , 

ib
)),( ||  || ( bPWhCIID iii

2. is in the registration, and iID
3. is stored in the registration table. iCI
If any of the above verifications is false, the server 

revokes the login request. If all of the above 
verifications are true, the server selects a random 
number u and computes )()( Gxrxec ××=×= and 

. Then the server sends  to the 
smart card. 

)||||( iS VuchM = sMu,

After the smart card receiving , it computes  
and check if  is equal to . If no, the smart 
card revokes the login phase. Otherwise the smart card 
computes  and a session key 

, then sends  to the server. At this time, 
the server is authenticated by the smart card.  

su,M SM

SM )||||( iVuch

)||||||)||(( ucVbPWhhM iiU =

),,(  ucVhS ik = UM

When receiving , the server checks if  is 
equal to , If no, the server revokes 
the login request. Otherwise the server accepts the login 
request and computes a session key . Then 
the smart card and the server authenticate each other and 
can use the session key  in secure 
communication soon. 

UM UM

) ||  ||  || ) || (( ucVbPWhh ii

),,(  ucVhS ik =
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The changing password protocol 

 
When user i needs to change his password, he needs to 
agree a session key with the server through the login 
phase in advance. Then the smart card can uses the 
session key to encrypt the changing password message 

 and sends  to the 
server. The server computes the new secret information 

 
after the server receiving the message, and sends  
to the smart card. The smart card then decrypts the 
message by the session key and stores  and  in its 
memory. 

)} || (,{ ** bPWhID ii )) || (,( ** bPWhIDE iiSk
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5. Security analysis 
 
In this section, we will analyze the security of our 
proposed scheme. 

 
(1) Mutual authentication 
 
In our proposed scheme, the goal of mutual 
authentication is to establish an agreed session key Sk 
between the user and the server [5]. Let A mean the user, 
B mean the server and A  B denote that the user and 
the server share the common session key S

⎯⎯→← kS

k. If there is an 
Sk such that A believes A  B and B believes A  B 
for the transaction, we can say the mutual authentication 

⎯⎯→← kS
⎯⎯→← kS
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is finished between A and B [5]. If a scheme can deduce 
the following statement [5]: A believes B believes A  
B and B believes A believes A  B, we can say that it 
satisfies strong mutual authentication. 

⎯⎯→← kS

⎯⎯→← kS

In step 2 of the login phase of our proposed scheme, 
after A receives the message from B, he will 
compute and verify if = . A can compute 

the session key  and will believe A  B. 
Since the random number r is chosen by A, 

sMu,

sM sM )||||( iVuch

),,(  ucVhS ik = ⎯⎯→← kS

)( Gre ×= is 
computed by A in the precomputation phase, A believes 
that e is fresh and can only be decrypted by B using the 
shared secret key , and only B can use the secret key x 
to compute , then A believes B believes A  
B. 

iV

)( xec ×= ⎯⎯→← kS

In step 3, after B receives the message  from A, he 
first checks if the authenticator  

 is valid. If yes, he will compute the session 
key  and then believes A  B. Since the 
random number u is selected by B, B believes that the 
random number u is fresh. On receiving the authenticator 

 from A, B can verify u is embedded in by A and 

then B believes A believes A  B. 

UM

)||(( bPWhhM iU =

)|||||| ucVi

),,(  ucVhS ik = ⎯⎯→← kS

UM UM

⎯⎯→← kS

 
(2) Preventing the replay attack 
 
The replay attack is that an attacker tries to imitate the 
user to login the server by resending the messages 
transmitted between the user and the server. In our 
scheme, we use the nonces to prevent this kind of attacks. 
In our proposed scheme, the smart card chooses a nonce r 
and compute  in the precomputation phase, 
and then he sends it to the server in the login phase. The 
second nonce u is selected by the server. 

)( Gre ×=

 
(3) Preventing the insider attack 
 
The insider attack is that the user’s password is obtained 
by the server in the registration phase [8]. Therefore, the 
user must conceal his password from the server to 
prevent the insider attack. In our proposed scheme, the 
smart card of the user in the registration phase will 
generate a random number b and compute . 
Then, the smart card sends  to the server for 
registration. Hence the server can not get the correct 
password. 

)||( bPWh i
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(4) Preventing the offline dictionary attack 
without the smart card 

 
The offline dictionary attack without the smart card is 
that the attacker can get the tapped messages and 
attempts to guess the user’s password from the tapped 
messages. In some case, the attacker’s offline dictionary 
attack will be successful, if the user’s password is weak 
and the attacker has enough information to check if the 

password he guesses is correct or not through the tapped 
messages. 

Therefore, if the messages have not enough 
information to verify the guessed password, the scheme 
can prevent this attack. The first message that between 
the user and the server is .  The attacker 
cannot verify the password  from this message. If 
the attacker intercept the message  

, the attacker also can not guess the password 
successfully since the entropy of  and u are all very 
large. 

})(,{ eEb
iVi
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(5) Preventing the offline dictionary attack with 
the smart card 
 
This attack is the same with the offline dictionary attack 
without the smart card, except that in this case, the 
attacker can obtain the secret information stored in the 
smart card. In order to prevent this attack, the password 
stored in a smart card must be encrypted by the server’s 
secret key. Even if the attacker obtains the secret 
information from the smart card, the attacker also can not 
obtain the right password. 

In our scheme, the password stored in the smart card 
is included in . Only the server can use the secret key s 
to decrypt  and obtain . Since the attacker 
can not get the hashed password, he can not generate a 
valid message  which is used 
in step 3 of the login phase. Therefore, the attacker 
cannot obtain the right password and cannot create the 
message . 

ib

ib )||( bPWh i
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6. Performance consideration 
 
(1) Low communication and computation cost 
We suppose that n in the scheme [4] is of 1024 bits in 
order to make the discrete logarithm and factoring 
problems infeasible. We suppose that the block size of 
secure symmetric cryptosystems is 128 bits and the 
output size of secure one-way hashing function [10] is 
128 bits. We also assume that the modulo number in an 
elliptic curve is of 163 bits. So it needs 163*2 = 326 bits 
to store a point in an elliptic curve [7]. 

In our proposed scheme, the communication cost of 
the login phase for cryptographic parameters 

, and  is 384+384+64+128+128=1088 
bits, where u can be 64 bits and  must both be 
encrypted in 3 blocks. In Juang et al.’s scheme [6], that 
for cryptographic parameters , and L is 
384+128+64+128+128 = 832 bits, where r can be 64 bits 
and  must be encrypted in 3 blocks. In Fan et al.’s 
scheme [4], that for cryptographic parameters 

, , and  is 
1024+64+128+128 = 1344 bits, where u and  can both 
be 64 bits. 

)(, eEb
iVi sMu, UM

)(, eEb
iVi

)(, rEb
iVi yx,
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α
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In the precomputation phase of our proposed scheme, 
that needs two multiplications of a number over an 
elliptic curve. In the login phase, our proposed scheme 
needs one symmetric key operation and three hashing 
operations for a client, and needs one multiplication of a 
number over an elliptic curve, two symmetric key 
operations and four hashing operations for a server. The 
computation cost of Juang et al.’s scheme [6] in the login 
protocol requires one symmetric key operation and three 
hashing operations for a client, and needs two symmetric 
key operations and four hashing operations for a server. 
The computation cost of Fan et al.’s scheme [4] in the 
login protocol requires one modular multiplication and 
three hashing operations for a client, and needs one 
exponential operation, one symmetric key operation and 
two hashing operations for a server. 

We assume that the multiplication of a number over 
an elliptic curve is approximant to twenty-nine modular 
multiplications, and the exponential operation is 
approximant to two hundred and forty modular 
multiplications [7]. 

 The efficient comparison between our scheme and 
related schemes is shown in the Table 1. 

 

2 Sym + 4 Hash1 Sym + 3 HashNo Need832 bitsJuang et al.[6]

1 Exp + 1 Sym+ 2 Hash 
≅ 240M + 1 Sym + 2 Hash

1M + 3 HashNo Need1344 bits Fan et al. [4]

1 EC_M +2 Sym + 4 Hash 
≅ 29 M + 2 Sym + 4 Hash

1 Sym + 3 Hash2 EC_M ≅ 58 M1088 bits Our scheme

E4E3E2E1

2 Sym + 4 Hash1 Sym + 3 HashNo Need832 bitsJuang et al.[6]

1 Exp + 1 Sym+ 2 Hash 
≅ 240M + 1 Sym + 2 Hash

1M + 3 HashNo Need1344 bits Fan et al. [4]

1 EC_M +2 Sym + 4 Hash 
≅ 29 M + 2 Sym + 4 Hash

1 Sym + 3 Hash2 EC_M ≅ 58 M1088 bits Our scheme

E4E3E2E1

E1: communication cost of the login phase; E2: computation cost of the precomputation phase;
E3: computation cost of the login phase for a client; E4: computation cost of the login phase for a server;
Exp: exponential operation; Hash: hashing operation; Sym: symmetric encryption or decryption;
M: a modular multiplication operation; EC_M: multiplication operation of a number over an elliptic curve.

Table 1. Efficient comparison between our scheme and related schemes 

 
 
(2) No password table 
 
In order to prevent the server from holding and 
protecting a large password table, a password or a 
verification table should not be stored in the server.  In 
our proposed scheme, the hashed password with a 
random number is encrypted in 

and is 
sent to the server. The server does not need to keep a 
password table. In our proposed scheme, the server only 
needs to keep a registration table to store each card’s 
identifier. This table is smaller than the password table 
and does not need to keep secret. 

  ) || ( bPWh i

 )))||(||  || ( || || || ) || ((  bPWhCIIDhCIIDbPWhEb iiiii isi =

 
(3) Choosing and changing the password by 
users 
 
In our proposed scheme, every user can select his 
password. Hence the user can easily remember the 
password. Also, we provide the password changing 
phase for users to change their passwords. 
 

(4) No time-synchronization problem 
 

In the login phase of our scheme, we use two nonces u 
and r to prevent the replay attack. No logical time clocks 
are needed. 
 
(5) Identity protection 
 
The user’s identity  in our scheme is included in , 
which is sent to the server and encrypted by using the 
secret key s in the login phase. Only the server can 
decrypt  and get i . Therefore, our proposed scheme 
can provide identity protection. 

iID ib

ib ID

 
(6) Revoking the lost cards without changing the 
user’s identity 
 
In our proposed scheme, if the user loses his smart card, 
the server can revoke the lost card. When this user needs 
to obtain a new smart card, the server will set  
and issues a new smart card to the user. 

1+= ii CICI

 
(7) Session key agreement 
 
In our scheme, the user and the server both can agree a 
session key ),,(  ucVhS ik =  after the login phase. 

 
7. Conclusion 

 
In this paper, we have shown Juang et al.’s scheme’s 
drawback and proposed a new scheme to remedy this 
drawback. Our proposed scheme can prevent the offline 
dictionary attack with the smart card perfectly and the 
efficiency of our scheme is approximate to that of Juang 
et al.’s scheme. 
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